Chinas=pubecom

1 Linux
Linux Linux
1.1 Linux
Linux Internet Linux
Linus Torvalds 1990
16 “ PC” Linus
Linus Intel 386 PC Tanenbaum UNIX Minix
” “ A B
AAAA BBBB K
Linux Linus
Free Software Foundation FSF GNU
Internet
Linux
Linux 600
1.2 GNU
(Commercial software
Shareware Freeware Free software
1984 Bill Gates Richard Stallman
——GNU General Public License

GPL  Linux “ K GNU



China=pubecom

Linux
Linux 1994 3 14 Linus Linux “ "
Linux1.0
Linux
Linux
Linux CD ROM
Linux Linus
GPL
Linux
Linux
Linux
Linux ORACLE INFORMIX Linus “ Linux
GPL "
1.3 Linux
Linux Linux
ftp://ftp.linux.org/pub/kernel/Silly Sounds/english.au
1.4 Linux
. 32 Linux UNIX
Linux 32
Intel 80386 Intel
* X Window X Window UNIX XFree86 Linux
X Window X Window
. TCP/IP Linux Ethernet Internet
SLIP (Seria Line Internet Protocol)  PPP (Point to Point Protocol)
Internet
. Linux
Linux Linux
e Linux Linux
GNU
Linux
¢ Linux UNIX Linux UNIX
* GNU Linux GNU GNU C GCC
gawk groff
e Linux IEEE POSIX.1 Linux UNIX

* Linux UNIX Internet Linux
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1 Linux
Linux
e Linux Intel 386
Linux
* Linux Linux
Linux
15
* Intel 80386 CPU ( ) Linux Windows 386
486 486
Linux
*ISA EISA PCI Linux MCA
. 4MB X Window 8MB
. 150MB 250MB
e Hercules CGA EGA VGA Super VGA Linux
X Window
. Linux Microsoft
. Linux
1.6 Linux
Linux Linux Linux
16.1 Linux
Linux
« ftp://sunsite.unc.edu/pub/Linux: Linux
« ftp://ftp.linux.org/publ/: Linux Linux
Linux
« ftp://ftp.caldera.com/pub/: Caldera Linux
« ftp://ftp.debian.org/: Debian Linux
« ftp://ftp.kernel.org/: Linux

« ftp://ftp.cc.gatech.edu/pub/linux/:  sunsite.unc.edu

* ftp://tsx.mit.edu/pub/linux/: Linux
« ftp://ftp.pht.com/pub/linux/: Linux
« ftp://ftp.redhat.com/pub/: RedHat
1.6.2 Linux
Linux
1. Caldera OpenLinux( 1-1)
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Caldera
Caldera OpenLinux
UNIX OpenLinux
OpenLinux
2. Debian GNU/Linux( 1-2)
Debian

Fhe Casmgpsdrie | ruied

Yadsainn w ik
Frrrgraited | clbap

(-]
£ sl I 2
enLinux
1-1 1-2
Debian GNU/Linux Linux
bug

3. Linux Mandrake( 1-3)

Mandrake 1-3
Linux Mandrake Linux 32 Intel
(486 Pentium Pentium Pro Pentium MMX  Pentium Il CPU

) Linux Mandrake Linux KDE

Apache GNU Manipulation Image Program

. . -
Gimp 1.0  Netscape Communicator (4.05) L 1n "XPPC
k]
4. LinuxPPC( 1-4) 14

PowerPC Linux Project
Linux  PowerPC
5. Linux Pro( 1-5)
WorkGroup Solutions
Linux Pro Plus Linux Pro 6 1
Linux —1 1600 Linux Pré'
6 LinuxWare( 1-6)
Trans-Ameritech

1-5
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UNIX
UNIX PC Windows Windows95  DOS
CD-ROM
7. MKLinux( 1-7)
Apple Computer / The Open Group Research Group

MkLinu)X

1-7
Power Macintosh Linux
8. RedHat Linux( 1-8)
RedHat Software
RedHat Linux Intel  Alpha SPARC RedHat
9. Slackware Linux( 1-9)
Walnut Creek
Linux|
34— |s t a msYERe ks
e L I N U X
1-9 1-10
Slackware Linux Intel PC 2.0.30
16 PCI 486 Pentium Pentium Pro
10. Stampede Linux( 1-10)
Stampede
11. S.u.S.E Linux( 1-11)
S.u.S.E Linux
S.u.S.E Linux 5 Linux 1
800 400 ]
YaST S.u.SE X Servers

12. TurboLinux( 1-12)
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Pacific HiTech
TurboLinux GUI (XFree86 3.3)

13. Yggdrasil Linux( 1-13)
Y ggdrasil Computing Inc.

Turbolinux

1-12
Plug & Play Linux 2 1
2
1.7 Linux Web
Linux Internet Internet
Linux Web
http:// www.ssc.com/linux Linux
http:// www.caldera.com Caldera
http:// www.redhat.com RedHat
http:// sunsite.unc.edu/mdw Linux
http:// www.ssc.com/Ig Linux
http:// www.linux.org Linux
http:// www.li.org Linux
http:// www.uk.linux.org Linux
http:// www.blackdown.org linux Java
Linux
comp.os.linux.announce Linux
comp.os.linux.development.apps Linux
comp.os.linux.development.system Linux
comp.os.linux.hardware Linux
comp.os.linux.admin Linux
comp.os.linux.misc Linux
comp.os.linux.setup Linux

comp.os.linux.answers Linux
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comp.os.linux.help
comp.os.linux.networking

1.8 Linux

Linux
Linux
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2

2.1

Linux login

Login: < >

Password: < >

Linux
root
logout
2.2 Linux
X Window
Linux

Linux Bourne (bsh) C (csh) Korn
(ksh)

Bourne Steven Bourne UNIX Bourne

bash Bourne
C Bill Joy Bourne
C
Bourne C C C tcsh C
C

Korn Dave Korn Korn C Bourne
Bourne Korn
Public Domain Korn (pdksh) Korn

bash Linux Bourne Bourne

Bash
. bash
Tab bash
° bash * *
. bash
HISTSIZE home .bash_history
history fc

. bash dias undias



< >
. bash
psl bash
>
Ctrl+z
fg
2.3
23.1
passwd
Old password: < >
New password: < ( 6 8

Retype new password: <
2.3.2
man
man Is
2.3.3
rlogin [-1 ]
rlogin doc doc

rlogin doc -1 user user doc
telnet telnet IP

telnet doc
telnet 140.109.20.251

234

Is[-atFIgR] [name]

)>

ps2

bg
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name

Is-a
Is-t
Is-F / *

Is-l
Is-Ig
Is-R

235

cd [name]
name

cd

cd dirl dirl

cd Tuser

cd ..

cd ../user user
cd /...

cd ™

2.3.6
scp[-r]

cp filel file2 filel file2

cpfilel dirl filel dirl filel

cp /tmp/filel . ftmp filel filel
cp /tmp/filel file2 tmp filel file2
cp-rdirldir2

2.3.7
mv
mv filel file2 filel file2

mv filel dirl filel dirl filel
mv dirl dir2 dirl dir2

2.3.8

mkdir
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mkdir dirl
2.3.9

rmdir

rmdir dirl
rm -r dirl

2.3.10

m

rm filel
rm file?
rm f*

23.11
pwd
2.3.12

cat

cat filel
2.3.13

more

more filel

cat filel | more

2.3.14

Jdu[-g

dudirl
du-sdirl

2.3.15

1

rep [-]

dirl

m

dirl
dirl

filel

dirl
dirl

dirl

file

filel

| more

filel
filel

( KB
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Linux

rcp filel doc:/home/user filel doc /home/user
rcp -r dirl doc:/home/user dirl doc /home/user
2.

rep [-]

rcp doc:/home/user/filel file2 doc /home/user dirl
dirl

rcp -r doc:/home/user/dirl . doc /home/user dirl
dirl

ftp ftpip

ftp doc doc
Name (doc:user-name): < >
Password (doc:user-password): < >
ftp> help ftp
ftp>!ls
ftp> !pwd
ftp>Is
ftp> dir
ftp> dir . |more
ftp> pwd
ftp>cd dirl dirl
ftp> get filel filel
ftp> put file2 file2
ftp> mget *.c c
ftp> mput * .txt txt
ftp> prompt ( mput/mget yes/no)
ftp> quit ftp
ftp> bye ftp
PC PC FTP

2.3.16
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chmod [-R] mode name
name:
mode: 3 8 rwx r-read( ) w-write( ) Xx-execute( ) u-user(
) g-group o-other

chmod 755 dirl dirl

chmod 700 filel filel
chmod u+x file2 file2
chmod g+x file3 file3
chmod o-r filed4 filed
2

chown [-R] name
name

chown user filel filel user
chown -R user dirl dirl user

2.3.17
groups
2.3.18
chgrp [-R] name

name

chgrp visi filel filel visi
chgrp -R image dirl dirl image

2.3.19

touch name
name

2.3.20

In

Infilel file2 file2 filel
In-s

In-sfile3 file4 filed file3
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23.21
grep string file
grep abc filel filel abc
2.3.22
whereis command
which command
whatis command
find search-path -name filename -print
find / -name filel -print filel
2.3.23

diff [-r] namel name2
namel name2

diff filel file2 filel file2
diff -r dirl dir2 dirl dir2
2.3.24
Jogin setenv PRINTER
setenv PRINTER sp sp
2.3.25
lpr [-P ]
[prfilel lpr-Pspfilel sp filel
enscript [-P ]
enscript file3  enscript -Psp file3 sp
2.3.26 troff
ptroff [-P ] [-man][-msg]

ptroff -Psp -man /usr/man/manl/Iprl troff

2.3.27

1

file3

Iprl
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Ipqg [-P ]
lpg  Ipq -Psp P
2. )
Iprm [-P ]
Iprmuser  Iprm -Psp user sp user user
Iprm -Psp 456 sp 456
2.3.28
1
ps [-aux]
ps ps-x
ps-au
psS -aux
2. -000oOoon
kill [-9] PID
PID ps
kill 456 kill -9 456 456
3.
&
ccfilel.c & filel.c
Control+Z bg
ccfile2.c
nZ
Stopped
bg
4,
jobs
5.
kill %n
n jobs
kill %

kill %2
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文本框
-9应该是强行终止
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2.3.29
1
set
echo $
2.
set var = value
set term=vt100 term VT100
3.
unset var
unset PRINTER PRINTER
2.3.30
1.
setenv
echo $NAME NAME
echo $PRINTER PRINTER
2.
setenv NAME word
setenv PRINTER sp PRINTER  sp
3.
unsetenv NAME
unsetenv PRINTER PRINTER
2.3.31
1.
alias
alias name name
diasdir dir
Is -atl
2.
aliiasname' command line’
diasdir* Is-I’ Is-1 dir

3.
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2
unalias name
unalias dir dir
unalias *
2.3.32
1
set history = n
set history = 40 40 ( )
2.
history
3.
I
In
n
Istring string
I'cat cat
4.
1 p
5.
~oldstring “newstring oldstring newstring
find . -name filel.c -print
~filel.ccore
find . -name core -print
2.3.33
1
compress
compressdir
2.
uncompress
uncompressdir
2.3.34
1] 2 1 2
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Is-RI | more

cat filel | more

filel

2.3.35 /

mail -s“ mail test” wesongzhou@hotmail.com < filel filel
mail test
2.
>
Is-l > list “ols-l” list
>
Is-Ig>! list “Is-1g” list
>&
cc filel.c >& error filel.c error
>>
Is-lag >> list “ Is-lag” list
>>&
ccfile2.c >>& error file2.c error
2.3.36
who finger
w
finger finger @
2.3.37
su
Su user user
passwrod: < user >

2.3.38

who ami
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whoami
2.3.39
: rusers
Ctrl+C>
2.3.40
s talk @ talk @IP
1) rusers
2) u84987 indian

talk u84123@doc

(ud4123)
Message from Talk_Daemon@L ocal_host_name at xx:xx
talk: connection requested by u84987@indian
talk: respond with: talk u84987@indian

(u84123) talk u84987@indian
Ctrl+C
2.3.41
ping ping IP
ping doc
2.3.42
1
mail -s* ” @ <
mail -s “ program” user < file.c filec mail
2.
mail
3.
mail @

mail weisongzhou@hotmail.com
Subject : mail test

user

doc

u84123

program
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Ctrl+D
Ctrl+C
Cc( Carbon copy) :
3.
Jusr/lib/sendmail -bp
“ Mail queue is empty”

mail
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3 Linux
Linux
3.1 Linux
Linux
3.1.1 TCP/IP
TCP/IP Linux
TCP/IP Linux

3.1.2 TCP/IP 6

IPv6 IPng (1P Next Generation) IPv4
IPv4 IP
IPv6 Linux 2.2.0
3.1.3 IPX/SPX

IPX/SPX (Internet Packet Exchange/Sequenced Packet Exchange)

(Xerox Network Systems) IPX/SPX
Linux IPX/SPX Linux

* IPX

* IPX

* NCP [/ NCP

* Novell Novell

. PPP/IPX Linux PPP

o IPX IP IPX IP
3.1.4 AppleTalk

Appletalk  Apple

Linux Appletalk Netatalk

BSD UNIX

AppleTak

Internet/Intranet

Linux
Novell XNS
Novell NetWare
peer-to-peer



China=pubecom

Linux
3.15
T-1 T-3 X.25 Linux http://www. secreta-
gent.com/networking/wan.html
3.1.6 ISDN
Linux ISDN I sdndlinux ISDN PC
HDLC PPP Internet

3.1.7 PPP SLIP PLIP

Linux PPP (Point to Point Protocol) SLIP (Serial Line IP) PLIP
(Parallel Line IP) ISP (Internet Service Provider)
PPP PLIP 10 20kBps
3.1.8

Linux Amateur Radio

AX.25 AX.25 AX.25
TCP/IP  NetRom X.25

3.1.9 ATM

Linux ATM ATM ATM |IP

http://Ircwww.epfl.ch/linux-atm/
3.2 Linux
Linux
3.2.1 Machintosh
Linux Appletalk Linux netatalk Macintosh

Linux Macintosh Linux
3.2.2 Windows

Samba Linux

Microsoft Samba Windows 95  Windows for

Workgroups DOS  Windows NT Linux
Windows NT
Samba Linux windows
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3 Linux
3.2.3 Novell
Linux NCP Novell Novell  UNIX
3.2.4 UNIX
UNIX NFS Network File Sharing  NFS
Sun NFS
3.3 Linux Internet/Intranet
Linux Intranet/I nternet Intranet Internet
Linux Internet  Intranet WWW
3.3.1
1
Sendmail  UNIX mail
Sendmail
smaill  gmail sendmail
2.
ISP Linux
POP (Post Office Protocol) IMAP (Internet Message Access Protocol)
POP IMAP
3.
Linux MUA Mail User Agent
MUA pine elm mutt Netscape
4.
UNIX MLM(Mail List Management) Linux
ftp MLM ftp://ftp.uu.net/usenet/news.answers/mail/list-admin/
5.
Fetchmail
TCP/IP SLIP
PPP Internet Pv6 IPSEC
Fetchmail SMTP
Mail User Agent mutt elm BSD Mail
Fetchmail DNS POP/IMAP-to-SMTP ISP
SMTP

Fetchmail
Internet
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Linux
3.3.2 Web
Linux Apache (http://www.apache.org) Apache Internet
Internet Apache Apache Apache
Apache
Yahoo,Altavista,GeoCities,Hotmail Apache
3.3.3 Web
Linux Netscape Navigator
Linux Mozilla (http://www.mozilla.org) Linux
Web lynx lynx
3.34 FTP
FTP File Transfer Protocol Linux FTP
3.35
Usenet ( )
Internet NNTP Linux
3.3.6
DNS Domain Name System IP DNS
IP DNS IP
UNIX named
Internet
3.3.7 DHCP bootp
DHCP bootp
3.3.8 NIS
NIS (Network Information Service)
NIS NIS

3.4 Linux

UNIX
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3.4.1 Telnet

Telnet Telnet UNIX

Telnet
Internet X serve
Linux Telnet
3.4.2
UNIX Linux
rlogin rep
rsh(

3.4.3 X Window

X Window 80 MIT UNIX

X Window X
X
X Window

Linux X Window xfree86 Linux xfree86
3.5 Linux

Linux Linux
35.1

Linux Linux IP
IPX Linux

. (Multicasting): Linux IP

MBONE( Internet )
e IP (IP Policy Routing):
IP

3.5.2

Linux

Linux

Linux
353 IP

P (IP Masquerade) Linux Linux I nternet
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IP
IP Internet
Internet

IP
354 IP

IP IP Accounting Linux IP
3.55 IP <——{0windowsD DD DOOOOOOOD

Linux

IP
3.5.6
Traffic Shaper
ISP
web Apache
3.5.7
Internet

Linux TIS SOCKS

3.5.8
cgi Java
I nternet
Port Forwarding
IP
3.5.9
/web
NAT Web
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文本框
与windows相似，但是怎么怎么做呢？
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3 Linux
3.5.10 EQL
Linux EQL SLIP PPP
EQL
3.5.11
HTTP
A web A cache
cache
Linux Apache
SQUID
3.5.12
Diald on demand
3.5.13 IP
Linux IP IPX Tunnelling IPX P
IP-1P IP
P 1P Internet
Internet
Internet
PPTP VPN Internet PPTP
Windows NT PPTP ISP
Internet PPTP
3.6 Linux
3.6.1 Linux

Linuxconf ~ Webmin

http://www.webmin.com/webmin/  http://solucor.solucorp.qc.cal/linuxconf/

http://www.sunsite.unc.edu/pub/Linux/system/network/
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3.6.2 SNMP
SNMP Internet
Linux SNMP
3.7 Linux
3.7.1
SCsl
3.7.2 RAID
Redundant Array of Inexpensive Disks
6 RAID Linux
RAID DASD RAID
1 RAID : RAID Linux
RAID
2 DASD DASD Direct Access Storage Device
Linux DASD
SCSl DASD RAID
3 RAID RAID ISA/EISA/PCI
RAID
RAID RAID RAID
3.7.3
IPAT (IP Address Takeover) IP IP
MAC IP

ARP
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4 Linux
Linux root
4.1 root
root
root
root
4.2
Linux
4.2.1
Linux
root root Linux
Linux
Linux
rdev root
rdev kernelname device
kernelname device Linux
vmlinuz
rdev vmlinuz /dev/fd0
4.2.2 LILO
LILO
DOS Windows
Ctrl Alt  Shift
Linux LILO
LILO
Linux
Linux letc/lilo
[etc/lilo.conf

Linux

root root

LILO
Linux

root

LILO
Linux

Linux
LILO

Ctrl+Alt+Shift
Linux

Linux
Linux LILO

setup

Linux

0s/2
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linux

4.2.3 Linux

Linux
Linux

Linux shutdown
shutdown [minutes] [warning]

minutes warning

halt Ctrl+Alt+Delete
4.3

Linux
mount
mount [etc/fstab [etc/fstab

mount Linux

mount filesystem mountpoint
filesystem mountpoint Linux

SCSI CD-ROM /usr/cdrom
mount /dev/scdO /usr/cdrom

/usr/cdrom mount
/usr/cdrom CD-ROM CD-ROM

[etc/fstab
mount -t fstype filesystem mountpoint

fstype

43.1

CD-ROM /mnt

mount /dev/fd0 /mnt
Linux

ext2
mount -t ext2 /dev/fd0 /mnt

4.3.2

mke2fs
mkdev fs

mke2fs /dev/fd0 1440
Od000o0bo0o0oooooobooooboOooooooooooon
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文本框
将一个文件创建成指定大小的文件系统，对于存储设备，相当于格式化
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4 Linux

1.44MB 3.5

&im-m.ew

4.3.3

Linux

/dev/fd0

umount /dev/fd0

4.4

4.5

fsck  e2fsck

e2fsck

umount

Linux ext2fs

e2fsck
e2fsck -av /dev/hdal

/dev/hdal

Linux

dd if=/dev/zero of=/swap bs=1024 count=16416

16MB 16416 blocks

mkswap /swap 16416

swap

swapon /swap

swapoff /swap
rm

16MB

9zip
compress
compress filename

compress

uncompress filename
*Z
gzip

compress gzip
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linux
gzip -9 filename
-9 gzip gzip .0z
gunzip gzip -d filename
tar
tar (tape archiver) UNIX tar
tar
tar DOS ZIP tar
tar
tar [options] [file]
options
tar
tar cvf archivel.tar /usr/tparker
lusr/tparker archivel.tar c
v tar f tar archivel.tar
tar tar tar
C tar \Y
X
tar xvf archivel.tar
tar lusr/tparker
usr/tparker tar xvf archivel.tar [usr/tparker/usr/tparker
tar
tar f
[usr/tparker
tar cvf /dev/fdO /usr/tparker
tar k
1.44MB
tar cvfk /dev/fd0 1440 /usr/tparker
tar
tar
filename.tar.gz
gunzip tar

gunzip filename.tar.gz | tar xvf -

4.6

tar

tar -cvfbk /dev/fd0 1440 4 /
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4.7.1

/etc/HOSTNAME

/etc/HOSTNAME

hostname
hostname hellfire

4.7.2
emergency
4.7.3 root
root
/etc/passwd
4.7.4

hellfire

root

boot/root

mount

boot/root

/etc/motd

root
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Linux

5
DOS
DOS
Linux
Linux

51

51.1

unmount CD-ROM

umount /dev/cdrom
mount -t iso9660 /dev/cdrom /cdrom

51.2

chmod u+x filename
chmod ug+x filename
chmod +x filename

1
2)
3) “ #! n “

Linux

Script

Bourne C

Linux
CD-ROM
CD CD-ROM
mount CD-ROM

remount

RS Bourne
" #” " #! ”
#1”

Linux

CD

CD
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Linux

Bourne /bin/sh C /bin/csh

1) Bourne
echo enter filename

#/bin/sh
2) C
#C Script

#!/bin/csh
3) /etc/perl
# [etc/perl
2.
tcsh

tcsh remount
remount
3. pdksh  bash . tcsh source pdksh
bash

.remount

tcsh

source remount

4.

str="Current directory is "pwd"
echo $str

Current directory is /users/cc/mgtsai
pwd /users/cc/mgtsai
str str pwd

pwd’

5.2

521

pdksh  bash

5 count
count=5

tcsh

set count=5
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C Pascal

name=Garry
set name = Garry

5.2.2

$
echo $count

523

2
$

#program reverse
echo "$2" "$1"

reverse hello there

there hello

$HOME
$PATH
$1Z
$MAILCHECK
$PS1
$PS2
$MANPATHmMan
$#
$?
$0
$*

“ s@
$$
$!

524

pdksh
tcsh

bash

count

reverse

prints the command line parameters out in reverse order

(1" 82 L)
PID
PID

[} “wn
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Linux
\
hello there greeting
greeting="hello there" bash  pdksh
set greeting = "hello there" tesh
hello there greeting bash
pdksh tcsh hello greeting
L]
greeting
greeting="hello there SLOGNAME" bash pdksh
set greeting="hello there $LOGNAME" tcsh
hello there root greeting root
$ hello there SLOGNAME
greeting
L]
greeting=hello\ there ( bash pdksh )
set greeting=hello\ there ( tcsh )
hello there greeting
$5.00 disk_price
disk_price=\$5.00 ( bash pdksh )
set disk_price =\$5.00 ( tcsh )
5 5 disk_price
5.3

expr
expr expression
expression

0

*
/
+
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expression * ()

expr2\*\(3+4))
14
test
bash  pdksh test

test expression

[ expression ]

test

1)

intl -eqint2 intl int2

intl -geint2 intl int2
intl -gt int2 intl int2
intl-leint2 intl int2
intl -It int2 intl int2
intl -neint2 intl int2
2)

strl = str2 strl  str2

strl 1= str2 strl  str2

str Sstr

-nstr str

-Z str str

3)

-d filename filename

-f filename filename

-r filename filename
-sfilename filename

-w filename filename

-x filename filename

4)

I expr expr
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exprl -aexpr2 exprl  expr2
exprl -o expr2 exprl  expr2
tcsh test tesh C
if while
tcsh
1)
intl <=int2 intl int2
intl >=int2 intl int2
intl <int2 intl int2
intl>int2 intl int2
2)
strl ==str2 strl  str2
strl!l=str2 strl  str2
)
-r file file
-w file file
-x file file
-efile file
-ofile file
-zfile file
-f file file
-dfile file
4)
expl || exp2 expl exp2
expl && exp2 expl exp2
lexp exp
54
bash pdksh tcsh if case
54.1 if
bash pdksh tcsh if...then...else bash pdksh if
if [ expression ]
then
commands
elif [ expression2 ]
then
commands
else
commands

fi
eif ese if elif elseif if
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elif elif fi if
tcsh if

if (expressionl) then

commands

else if (expression2) then

commands

else

commands

endif

tcsh

if (expression) command
bash  pdksh if

.profile
if [ -f .profile ]
then
echo "There is a .profile file in the current directory."”
else
echo "Could not find the .profile file."
fi
tcsh
#
if ({-f .profile }) then
echo "There is a .profile file in the current directory."
else
echo "Could not find the .profile file."
endif

5.4.2 case

case case Pascal
C case switch case
Pasca C
bash pdksh case
case stringl in
strl)
commands;;
str2)
commands;;
")
commands;;
esac
stringl  strl  str2 strl  str2 stringsl
G strl  str2 stringsl *)
case
tcsh C
switch (stringl)
case strl:
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statements
breaksw
case str2:
statements
breaksw
default:
statements
breaksw
endsw

stringl case stringl
breaksw stringl
default breaksw
bash  pdksh case

-i -e
case $1in
-i)
count="grep "i $2 | wc -l
echo "The number of lines in $2 that start with an i is $count"

.e)
count='grep "e $2 | wc -I'
echo "The number of lines in $2 that start with an e is $count”

)

echo "That option is not recognized"

esac

tcsh
# remember that the first line must start with a # when using tcsh
switch ($1)
case -i| i
set count = 'grep "i $2 | we -I'
echo "The number of lines in $2 that begin with i is $count"
breaksw
case -e | e:
set count = 'grep e $2 | wc -I'
echo "The number of lines in $2 that begin with e is $count”
breaksw
default:
echo "That option is not recognized"
breaksw
endsw

5.5

for
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5.5.1 for

bash  pdksh for

for varl in list
do
commands
done

list for

for varl

do
statements
done

varl
varl

for varl in "$@"
do
statements
done
tcsh for foreach
foreach name (list)
commands
end

bash  pdksh

.caps
for file
do
tr a-z A-Z < $file >$file.caps
done
tcsh
#
foreach file ($*)
tr a-z A-Z < $file >$file.caps
end

5.5.2 while

while
bash  pdksh while

while expression
do
statements

for

List

varl

list
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done

tcsh while
while (expression)
statements
end

bash  pdksh while

count=1
while [ -n "$*" ]
do
echo "This is parameter number $count $1"
shift
count='expr $count + 1'
done
shift

tcsh
#
setcount=1
while ("$*" 1="")
echo "This is parameter number $count $1"

shift
set count = 'expr $count + 1'
end
5.5.3 until
until while until until
bash pdksh
until expression
do
commands
done
until
count=1
until [ -z "$*" ]
do
echo "This is parameter number $count $1"
shift
count="expr $count + 1'
done
until until while
5.6 shift
bash pdksh tcsh shift shift

$1 = -r $2 = filel $3 = file2
shift
shift
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$1 = filel $2 = file2
shift
shift 2
shift

while [ "$1" ]

do

if ["$1" ="-i"] then
infile="$2"

shift 2

elif [ "$1" ="-0"]

then

outfile="$2"

shift 2

else

echo "Program $0 does not recognize option $1"
fi

done

tr a-z A-Z <$infile >$outfile

5.7 select

select pdksh bash tcsh select

select menuitem [in list_of_items]
do

commands

done

select
sel ect pdksh list_of items
list_of_items choicel choice2

select menuitem in choicel choice2 choice3
list_of items select for
select menuitem
do
select

select menuitem in pickl pick2 pick3

do

echo "Are you sure you want to pick $menuitem”
read res

if [ $res = "y" -0 $res ="Y" ]

then

break

fi

done
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5.8 repeat

repeat tcsh pdksh  bash repeat
repeat
repeat count command
repeat

#
foreach num ($*)
repeat $num echo -n "."

echo ™
end
repeat while  for repeat
59
C
bash  pdksh
fname () {
shellcommands
}
pdksh

function fname {
shellcommands

}

fname [parm1 parm2 parm3 ...]

tcsh

upper () lower () print() usage error ()
upper ()
lower () print () convert
convert -u filel file2 file3
upper () {
shift
fori
do
tr a-z A-Z <$1 >$1.out
rm $1
mv $1.out $1
shift
done; }
lower () {
shift
fori
do



47

ﬁm-wmh

tr A-Z a-z <$1 >$1.out
rm $1

mv $1.out $1
shift

done; }

print () {

shift

fori

do

Ipr $1

shift

done; }
usage_error () {

echo "$1 syntax is $1 <option> <input files>"

echo ™

echo "where option is one of the following"
echo "p — to print frame files"
echo "u — to save as uppercase”
echo "| — to save as lowercase"; }
case $1

in

p | -p) print $@;;

u | -u) upper $@;;

I']-1) lower $@;;

*) usage_error $0;;

esac

Linux

C C++ gawk

Perl
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6 gawk
awk awk
Alfred V. Aho  Peter J. Weinberger
awk 1977 1985 awk
awk Linux
awk
gawk GNU awk gawk 1986
gawk awk
6.1 gawk
gawk (line)
gawk gawk
gawk
6.2 gawk
gawk
gawk gawk
gawk 'program’ input-filel input-file2 ...
program pattern  action
gawk gawk
gawk
gawk -f program-file input-filel input-file2 ...
gawk gawk

6.3

gawk -f program-filel -f program-file2 ... input-filel input-file2 ...

gawk
gawk
ASCII

Brian W. Kernighan
awk
C Pascal

gawk
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6 gawk

gawk

gawk
Smith John
gawk

/etc/passwd
tparker;t36s62hsh;501;101;Tim Parker;/home/tparker;/bin/bash
etreijs;2ys639dj3h;502;101;Ed Treijs;/home/etreijs;/bin/tcsh
ychow;1h27sj;503;101;Yvonne Chow;/home/ychow;/bin/bash

TAB

/etc/passwd /etc/passwd
ID ID home

Smith John 13 Wilson St. 555-1283
Smith John 2736 Artside Dr Apt 123 555-2736
Smith John 125 Westmount Cr 555-1726

gawk
gawk Smith John
gawk

Smith/John/13 Wilson St./555-1283
Smith/John/2736 Artside Dr/Apt/123/555-2736
Smith/John/125 Westmount Cr/555-1726

gawk

6.4

gawk
action gawk

/patternl/{actionl}
Ipattern2/{action2}
Ipattern3/{action3}

gawk

13

TAB

pattern

gawk gawk

gawk '/tparker/' /etc/passwd
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/etc/passwd tparker

gawk '/UNIX/{print $2} file2.data
file2.data UNIX

gawk ‘/scandal/{print $1} /rumor/{print $2}' gossip_file

gossip_file scandal

gossip_file rumor
6.5

gawk

!_

>

>=

<=

gawk '$4 > 100’ testfile

testfile 100
gawk
+ 2+6
6-3
* 2*5
/ 8/4
A 32 (29)
% 9%4 (=1)
{print $3/2}
2
gawk
{print $1+$2*$3}
{print ($1+$2)*$3}
6.6

gawk
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6 gawk
6.6.1
sqrt(x) X
sin(x)
cos(x)
atan2(x y) xly
log(x) X
exp(x) X e
int(x) X
rand() 0 1
srand(x) X rand()
6.6.2
e index(in find) in find
find in in find
0
print index("peanut” "an")
3
« length(string) string
length("abcde")
5
» match(string regexp) string regexp
regexp  string index match
RSTART index RLENGTH
RSTART 0 RLENGTH -1
o sprintf(format  expressionl ...) printf sprintf
sprintf("pi = %.2f (approx.)" 22/7)
pi = 3.14 (approx.)
e sub(regexp replacement target) target regexp
replacement regexp
str = "water water everywhere"
sub(/at/  “ith" str)
str
wither water everywhere
* gsub(regexp replacement target) sub target
regexp replacement regexp

str="water water everywhere"
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gsub(/at/  "ith" str)

str
wither wither everywhere

e substr(string start length)
length start

substr("washington” 5 3)
ing
length

substr("washington" 5)
ington

* tolower(string) string

tolower("MiXeD cAsE 123")
mixed case 123

« toupper(string) string

toupper("MiXeD cAsE 123")
MIXED CASE 123

6.6.3

« close(filename)
* system(command)

BEGIN {system("Is")}
6.7

gawk
gawk
gawk '$1!="Tim" {print}' testfile
Tim
gawk

gawk '$1 == "50" {print}' testfile
50
50

6.8

gawk '$1 !="Tim" {print $1 $5 $6 $2} testfile

string

start

filename

50

gawk

Tim

gawk
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6 gawk
testfile Tim
print
gawk '$1 !="Tim" {print "The entry for" $1 "is not Tim." $2} testfile
print
C gawk printf

print

{printf "%b5s likes this language\n" $2}

printf %5s gawk 5

printf \n

Tim likes this language

Geoff likes this language

Mike likes this language

Joe likes this language

gawk

°C ASCII

printf “ %c” 65

A

.d

.

e

print “ $4.3e” 1950

1.950e+03

of

g 0.0001

°0

S

* X 10 15 a f

X 10 15 A F

*% %% %

6d 6

{printf "%5s works for %5s and earns %2d an hour" $1 $2 $3}

Joe works for Mike and earns 12 an hour

{printf "%5s earns $%.2f an hour" $3 $6}

Joe earns $12.17 an hour
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\a

\b

\f

\n

\r

\t Tab

\v tab

6.9

gawk TAB -F
-F
gawk -F";"'/tparker/{ print}' /etc/passwd

6.10

gawk cat
cat concatenate

[ cat / {print}

cat CAT |
/ cat | CAT / {print}

gawk gawk
oA
$3 ~ b/

*$

$3 ~ /b$/

$3 ~ /i.m/
° | “ ”

/cat|CAT/
caa CAT

P
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6 gawk

TUNI*X/
UNX UNIX UNIX UNHIX
o+

JUNI+X/
UNIX UNIIX
«\{a b\} a b

JUNIN1  3\X

UNIX UNIX  UNIHIX
«?

JUNI?X/
UNX  UNIX

il

N[BDGIM/
IBM IDM IGM
[ (]

N[*DEM/
| M IDM |EM

6.11 gawk

gawk gawk gawk
gawk

gawk

gawk -f script filename
gawk filename script  gawk
f F

gawk
gawk -f script -F";" filename

gawk
gawk -f script filenamel filename2 filenames ...
gawk Linux gawk
gawk -f script filename > save_file

6.12 BEGIN END

gawk BEGIN gawk
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BEGIN END

BEGIN END BEGIN END

BEGIN { print "Starting the process the file" }

$1 == "UNIX" {print}

$2 > 10 {printf "This line has a value of %d" $2}
END { print "Finished processing the file. Bye!"}

Starting the process the file
UNIX 10 Finished

processing the file. Bye!
6.13

gawk =)
varl =10
gawk

$1 == "Plastic" { count = count + 1}
Plastic count 1 count
BEGIN

BEGIN { count =0}
$5 == "UNIX" { count = count + 1 }
END { printf "%d occurrences of UNIX were found" count}

count = count + $6
count=%5-8
count = $5 + varl

$2 > max_value {print "Max value exceeded by " $2 - max_value}
$4 - varl < min_value {print "lllegal value of " $4}

6.14

gawk

NR

FNR

FILENAME

FS

RS

OFMT %g
OFS

ORS

NF
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NR  FNR
FNR

NR <= 5 {print "Not enough fields in the record"}
5 5
FS FS BEGIN

FS=""

6.15

6.15.1 if

if

if (expression){
commands

}

else{
commands

}

# a simple if loop

(if ($1 == 0){

print "This cell has a value of zero"
}

else {

printf "The value is %d\n" $1

D

# a nicely formatted if loop

(if (31 > $2){

print "The first column is larger"

}

else {

print "The second column is larger"

D
6.15.2 while

while
while (expression){
commands

}

# interest calculation computes compound interest

# inputs from a file are the amount interest_rateand years
{var=1

while (var <= $3) {

printf("%f\n"  $1*(1+$2)"var)

var++
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}
}

6.15.3 for

for
for (initialization; expression; increment) {
command

}

# interest calculation computes compound interest

# inputs from a file are the amount interest_rateand years
{for (var=1; var <= $3; var++) {

printf("%fn"  $1*(1+$2)"var)

}

}

6.15.4 next exit

next gawk
{ command1

command?2

command3

next

command4

}
next command4

exit END END

6.16

gawk

arrayname[num]=value

# reverse lines in a file
{line[NR] = $0 } # remember each line
END {var=NR # output lines in reverse order
while (var > 0){
print line[var]
var--
}
}
NR

6.17

gawk
gawk
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6 gawk

function name (parameter-list) {
body-of-function

}
name

(underscores) parameter-list
body-of-function gawk

{print "sum =" SquareSum($1 $2)}
function SquareSum(x y) {
SUM=X*X+y*y

return sum

}
gawk gawk gawk

gawk
6.18

gawk
gawk {if (NF > max) max = NF}
END {print max}'

gawk 'length($0) > 80
80

gawk 'NF > 0'
gawk 'BEGIN {for (i=1; i <=7; i++)
print int(101 * rand())}'
0 100 7
Is -l files | gawk '{x += $4}; END {print "total bytes: " x}'
expand file | gawk {if (x < length()) x = length()}
END {print "maximum line length is " x}'

expand tab space

gawk 'BEGIN {FS =":"}
{print $1 | "sort"}' /etc/passwd

gawk {nlines++}
END {print nlines}'

gawk 'END {print NR}'

gawk {print NR  $0}'
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7 Perl

Perl

7.1 Perl

Perl(Practical Extraction and Report Language)

C sed awk sh
Linux UNIX MVS VMS MS-DOS Macintosh 0OS/2 Amiga

Internet Perl World
WideWeb CGlI
7.2 Perl
Perl Perl
Perl UNIX Web
CaGl Perl C

Perl Larry Wall 1994 10 Perl 5 Perl 5

7.3 Perl
Perl
perl -e 's/gopher/World Wide Web/gi' -p -i.bak *.html
perl

#l/usr/local/bin/perl

#

# Program to do the obvious

#

print 'Hello world.";# Print a message

perl #!/usr/local/bin/perl perl
# Perl C
Hello world.

7.4 Perl

Perl
7.4.1

Perl

$variable_name


hardware
线条

hardware
线条
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7 Perl

$priority = 9;

9 $priority
$priority = ‘high’;

Perl $a $A
123 12.4 5E-10 Oxff (hex) 0377 (octal)
'What you $see is (almost) what \n you get' 'Don\'t Walk'
"How are you?" "Substitute values of $x and \n in \" quotes."
‘date” “uptime -u” “du -sk $filespec | sort -n°
$x$list_of_things[5] $lookup{key'}
Perl "
Perl Perl
Perl L\ NN

1 #!/usr/bin/perl
2 $folks="100";
3 print "\$folks = $folks \n";
4 print \$folks = $folks \n";
5 print "\n\n BEEP! \a \LSOME BLANK \ELINES HERE \n\n";
6 $date = ‘date +%D;
7 print "Today is [$date] \n";
8 chop $date;
9 print "Date after chopping off carriage return: [".$date."\n";
$folks = 100
$folks = $folks \n
BEEP! some blank LINES HERE
Today is [03/29/96]
Date after chopping off carriage return: [03/29/96]

3 $folks $ \ Perl $folks $folks

100

4 Perl

6 ) date +%D $date
\n
\r
\t

\a
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\b Backspace

\L \E \L \E

\I

\U\E \U \E

\u

\cC C
\x## it
\Oooo
\

\ \$
Perl

$a=1+2;# 1
$a=3-4# 3
$a=5* 6;# 5
$a=7/8# 7
$a=9** 10;# 9
$a=5%2;# 5
++$a# $ a
$at+#

-$a#$ a
$a-;#

Perl

$r=3x || By $r=%x %y
Pr=9$x && Py
$r=1%$x

$a=%b. $c;# $b  $c $a

$a=$b x $c;# $b $c $a
Perl

$a= $b;# $b $a

$a+= $b;# $ %a $a

$a-= $b;# $a $b $a

$a .= $b# $b $a $a

$x ==y
$x 1= By
$x < By
$x <=9y
x> By
$x >= By
$x eq By $x $y

$eeeey
¢ &£
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Perl

$x ne $y $x
Bx It By $x
$x le By $x
$x gt By $x
$x ge $y $x
$x cmp By $x Sy

$w ?2x : By $w $x

($x..3y) & %y
7.4.2

@food = ("apples" ‘"pears" ‘“eels");
@music = ("whistle" "flute");

0
$food[2]

eels @ $ eels
Perl

@moremusic = ("organ" @music "harp");
@moremusic = ("organ" "whistle" "flute" "harp");

push(@food "eggs");

eggs @food
push(@food "eggs" "lard");
push(@food ("eggs" ‘"lard"));
push(@food @morefood);

push

pop

@food = ("apples" "pears" ‘"eels");
$grub = pop(@food);# $grub = "eels"

1 #!/usr/bin/perl

2#

3 # An example to show how arrays work in Perl
4 #

5 @amounts = (10 24 39);

6 @parts = (‘computer' ‘rat’ "kbd");
7

8%a=1;%b=2;%$c="3,

9 @count=($a $b $c);

10

11 @empty = ();

12

13 @spare = @parts;

14

15 print ‘@amounts =,
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16 print "@amounts \n";

17

18 print ‘@parts =,

19 print "@parts \n";

20

21 print'@count = ;

22 print "@count \n";

23

24 print'@empty =",

25 print "@empty \n";

26

27 print '@spare =,

28 print "@spare \n";

29

30

31#

32 # Accessing individual items in an array
33#

34 print '$amounts[0] = ;

35 print "$amounts[0] \n";

36 print ‘$amounts[1] = ;

37 print "$amounts[1] \n";

38 print '$amounts[2] =

39 print "$amounts[2] \n";

40 print '$amounts[3] = ;

41 print "$amounts[3] \n";

42

43 print "ltems in \@amounts = $#amounts \n";
44 $size = @amounts; print "Size of Amount = $size\n";
45 print "lItem 0 in \@amounts = $amounts[$[]\n";

@amounts =10 24 39
@parts = computer rat kbd
@count=123

@empty =

@spare = computer rat kbd
$amounts[0] = 10
$amounts[1] = 24
$amounts[2] = 39
$amounts[3] =

Items in @amounts = 2
Size of Amount =3

Item O in @amounts = 10

5 @amounts 6 @parts 8
@count 11
13 @spare @parts
15 28 5 34 41 @amounts

$amount[3]
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43 $S#array @amounts
($#amounts + 1) 44 45
Perl 9 0

7.4.3

@food
$food[0] $food[1] Perl

(%) (8

%ages = ("Michael Caine" 39
"Dirty Den" 34

"Angie" 27

"Willy* "21in dog years"
"The Queen Mother" 108);

$ages{"Michael Caine"};# Returns 39
$ages{"Dirty Den"};# Returns 34
$ages{"Angie"};# Returns 27
$ages{"Willy"};# Returns "21 in dog years"
$ages{"The Queen Mother"};# Returns 108

7.5

UNIX

cat
#!/usr/local/bin/perl
#
# Program to open the password file read itin
# printit and close it again.
$file = 'Jetc/passwd';# Name the file
open(INFO $file);# Open the file
@lines = <INFO>;# Read it into an array
close(INFO);# Close the file
print @lines;# Print the array

open filehandle

Perl close

open > >>
open(INFO  $file);# Open for input

open(INFO ">$file");# Open for output

open(INFO ">>$file");# Open for appending

open(INFO "<$file");# Also open for input

print
print INFO "This line goes to the file.\n";
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open(INFO '-');# Open standard input
open(INFO '>-");# Open standard output

Perl STDIN (
( ) STDERR( )
<>
read write
read(HANDLE $buffer $length[ $offset));
HANDLE $offset
$Sbuffer $offset $offset read()
eof(HANDLE);
die()

open(TESTFILE "test.data") || die "\n $0 Cannot open $! \n";

7.6

7.6.1 foreach

Perl foreach

foreach $morsel (@food)# Visit each item in turn
# and call it $morsel

{

print "$morsel\n";# Print the item

print "Yum yum\n";# That was nice

}
$morsel
$morsel @food
7.6.2
Perl

$a==%b $a $b

$a!=$b $a $b

$aeq $b $a $b

$ane$b $a $b

($a&& $b) $a $b
($a|$b)sa $b
I($a) $a

) STDOUT

$length

$length

“  test.data’

@food
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7 Perl

7.6.3 for

Perl for C for
for (initialise; test; inc){

first_action;

second_action;

etc

}
for 0 9

for ($i = 0; $i < 10; ++$i)# Start with $i = 1

# Do it while $i < 10
# Increment $i before repeating
{
print "$i\n";
}

7.6.4 while until

while  until
#l/usr/local/bin/perl
print "Password? ";# Ask for input
$a = <STDIN>;# Get input
chop $a;# Remove the newline at end
while ($a ne "fred")# While input is wrong...
{
print "sorry. Again? ";# Ask again
$a = <STDIN>;# Get input again
chop $a;# Chop off newline again

}
while
while until do

#!/usr/local/bin/perl
do

{

"Password? ";# Ask for input
$a = <STDIN>;# Get input
chop $a;# Chop off newline
}

while ($a ne "fred")# Redo while wrong input

7.7

Perl if/then/else
if ($a) {
print "The string is not empty\n";

}

else {
print "The string is empty\n";
}

Perl
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If
if (\$a)# The ! is the not operator
{
print "The string is empty\n";
}
elsif (length($a) == 1)# If above fails try this
{
print "The string has one character\n";
}
elsif (length($a) == 2)# If that fails try this
{
print "The string has two characters\n”;
}
else# Now everything has failed
{
print "The string has lots of characters\n”;
}
7.8
Perl RE

$s ='One if by land and two if by sea’;

if ($s =~ /if by la/) {print "YES"}
else {print"NO"}
YES if by la $s

if ($s =~ /one/) {print "YES"}
else {print "NO"}

NO RE i
YES
if ($s =~ /oneli) {print "YES"}
else {print "NO"}

RE

. \n
AN

$

*

+

?

if ($x =~ /l.mp/) {print "YES"}

$x =" lamp” “ lump” “ slumped” YES $x = Imp” “ less

amperes’ YES
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[fr*nd/ frnd friend front and back
[fr.+nd/ frond friend front and back frnd
/10*1/ 11 101 1001 100000001
/b(an)*a/ ba bana banana banananana
[flo?at/ flat float flooat

- A
[0123456789]
[0-9]
[az]+
["0-9]

+?2 .0~ ()L 1Ty
\

/10.2/ 10Q2 1052 10.2

/10\.2/ 10.2 10Q2 1052

N*+/

/A\\DIR/ A:\DIR

Nusr\/bin/ {usr/bin

\n

\t

\w [azA-Z0-9 ]
\W [fa-zA-Z0-9 ]
\d [0-9]

\D [~0-9]

\s tab

\S

\b (]

\B

7.9

79.1

Perl S S Vi

$sentence london London
$sentence =~ s/london/London/

london london
London /g

s/london/London/g
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Linux

$_

IOndon |onDON LoNDoN
s/[LIJ[Oo][Nn][Dd][Oo][Nn]/London/g

i
s/london/L ondon/gi

7.9.2

tr $sentence a b c e f d
$sentence =~ tr/abc/efd/

RE tr $sentence

* $count:
$count = ($sentence =~ tr/*/*/);

7.10

7.10.1

Perl

sub mysubroutine{

print "Not a very interesting routine\n";

print "This does the same thing every time\n";

}

&mysubroutine;# Call the subroutine
&mysubroutine($_);# Call it with a parameter
&mysubroutine(1+2 $_);# Call it with two parameters

7.10.2

sub printargs{

print"@_\n";

}

&printargs("perly" "king");# Example prints "perly king"
&printargs("frog" "and" "toad"); # Prints "frog and toad"

7.10.3

sub maximum{

if ($_[0]>$_[1]){
$_[0];

}

elsef

$_1];
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}
}
$biggest = &maximum(37  24);# Now $biggest is 37
7.11 Perl
Perl
stufile scorefile
stufile ID

123456 Washington George SR
246802 Lincoln Abraham "Abe" SO
357913 Jefferson Thomas JR

212121 Roosevelt Theodore "Teddy" SO

scorefile ID
123456 1 98
212121186
246802 1 89
3579131 90
123456 2 96
212121288
3579132 92
123456 3 97
212121396
246802 3 95
357913 3 94

Stu-ID Name...1 2 3 Totals:

357913 Jefferson Thomas90 92 94 276

246802 Lincoln Abraham "Abe"89 95 184

212121 Roosevelt Theodore "Teddy"86 88 96 270
123456 Washington George98 96 97 291

Totals: 363 276 382

#!/usr/local/bin/perl

# Gradebook - demonstrates /0O associative

# arrays sorting and report formatting.

# This accommodates any number of exams and students

# and missing data. Input files are:

$stufile="stufile";

$scorefile="scorefile’;

# If file opens successfully this evaluates as "true" and Perl
# does not evaluate rest of the "or" "||"

open (NAMES "<$stufile") || die "Can't open $stufile $!";

open (SCORES "<$scorefile") || die "Can't open $scorefile $!";
# Build an associative array of student info

# keyed by student number

while (<NAMES>) {

($stuid  $name  S$year) = split(:"  $_);
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$name{$stuid}=$name;

if (length($name)>$maxnamelength) {
$maxnamelength=length($name);

}

}

close NAMES;

# Build a table from the test scores:
while (<SCORES>) {

($stuid $examno $score) = split;
$score{$stuid $examno} = $score;
if (Jexamno > $maxexamno) {
$maxexamno = $examno;

}

}
close SCORES;

# Print the report from accumulated data!
printf "%6s %-${maxnamelength}s "
'Stu-ID*  'Name...";

foreach $examno (1..$maxexamno) {
printf "%4d"  $examno;

}
printf "%10s\n\n" ‘Totals:";

# Subroutine "byname" is used to sort the %name array.

# The "sort" function gives variables $a and $b to
# subroutines it calls.

#"x cmp y" function returns -1 if x<y 0 if x=y

# +1if x>y. See the Perl documentation for details.
sub byname { $name{$a} cmp $name{$b} }

# Order student IDs so the names appear alphabetically:

foreach $stuid ( sort byname keys(%name) ) {

# Print scores for a student and a total:

printf "%6d %-${maxnamelength}s "

$stuid  $name{$stuid};

$total = 0;

foreach $examno (1..$maxexamno) {

printf "%4s"  $score{$stuid $examno};

$total += $score{$stuid $examno};
$examtot{$examno} += $score{$stuid $examno};
}

printf "%210d\n"  $total;

}

printf "\n%6s %${maxnamelength}s " "Totals: ";
foreach $examno (1..$maxexamno) {

printf "%4d"  $examtot{$examno};

}

print "\n";

exit(0);
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buffer head
bh — = b_dew
trail b_blocknr
Tt b state
b_count
b _size
b_next
b_prew
b_data
14-2
buffer_head request
buffer_head
14.6
Linux IDE
hdb: Conner Peripherals 540MB - CFS540A, 516M B w/64kB Cache, CHS=1050/16/63
1050 16 63
Linux
EXT2

DOS
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Disk /dev/sda: 64 heads, 32 sectors, 510 cylinders
Units = cylinders of 2048 * 512 bytes

DeviceBoot Begin Stat End  Blocks Id System
/dev/sdal 1 1 478 489456 83 Linux native
/dev/sda2 479 479 510 32768 82 Linux swap

Expert command (m for help): p

Disk /dev/sda: 64 heads, 32 sectors, 510 cylinders

Nr AF Hd Sec Cyl Hd Sec Cyl Start Size ID
1 00 1 1 0 63 32 477 32 978912 83
2 00 0 1 478 63 32 509 978944 65536 82
3 00 0 0 0 0 0 0 0 0 00
4 00 0 0 0 0 0 0 0 00
0 1 1 477 63 32
478
Linux Linux
gendisk_head gendisk
IDE gendisk
blk_dev gendisk
SCSl
gendisk sd 8 14-3 gendisk SCSl
gendisk IDE gendisk
gendisk gendisk
= major 8 —~= major 3
gendisk_head major name | 5 major_name | 1960’
minor_shift manor_shift
max_p max_p
max_hr max_hr
init() init() hd_struct
part part * Sart_sect
sizes sizes =
o redl o red nr_sects T
real_devices real_devices .
next next max_p
Start_sect
nr_sects
14-3
gendisk Linux

gendisk
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14
/dev/sda2

14.6.1 IDE

Linux Integrated Disk Electronic IDE

Linux
/dev/hda

/dev/hdb  /dev/hdc IDE

Linux 3 22

IDE blk_dev blkdevs
3 22 /dev/ihda  /dev/hdb
3 IDE
IDE
/dev/hdb
3 64 /dev/hdbl 3 65

14.6.2 IDE

IDE IDE

IDE

Linux 4 IDE ide_hwifs

ide_hwif_t ide_hwif_t ide_drive_t

Linux CMOS
Linux CMOS ide_hwif _t
IDE 1/0
IDE /0 0x1FO0 -
Ox1F7 IDE Linux VFS
blkdevs blk_dev IDE
14 15
IDE gendisk gendisk

14.6.3 SCSI

SCsI SCsl 8

32 40M
8 5 SCsI
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Linux
SCsl SCsl SCsl
SCSl
SCsSl
SCsl
SCSl
6 10 12
Linux SCSI
. host
SCsl SCsl NCR810 PCI SCSI SCsI
Linux SCsl SCsl
SCsl SCsl SCSl
. Device
SCsl SCsS SCsl CD-ROM
SCsl SCsl SCsl
SCsl CD-ROM Linux
SCSI , Linux SCSI
14.6.4 SCSI
SCsil SCSI SCSI
Linux SCSl SCsl SCsl
SCsl SCsl
SCsl SCsl
4
. Linux Linux SCSI 14-4
SCSl builtin_scsi_hosts Scsi_Host_Template
Scsi_Host_Template SCsl
SCSl SCSl SCsl SCSl
SCsl SCsl
SCsl Scsi_Host_Template scsi_hosts
Scsi_Host SCsl NCR810 PCI
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SCSl Scsi_Host Scsi_Host
Scsi_Host_Template

Scsi_Host_Template

scsi_hosts
i next . .,
rame BUSLOGIC
scsi_hostlist Scsi_Host
- next
this_id
max_id
hostt
. ) Scsi_Device Scsi_Device
scsi_devices
———m next Lo next
id id
type type
host host
14-4 SCSl
. SCsl SCsSl SCsl
SCSl SCsl 0 7
SCSI TEST_UNIT_READY SCSI
SCsSI ENQUIRY
Scsi_Cmnd
SCsl Scsi_Host_ Template
SCSl SCsl Scsi_Device
Scsi_Device Scsi_Host Scsi_Device
scsi_devices
* SCSl 4 CD-ROM SCsl
SCSl SCSl
Csl SCSl
Scsi_Device_Template SCSI

* SCSI Scsi_Device_Template
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Linux
14.6.5
Linux SCsl SCsl SCsl
Linux SCSI
Linux blk_dev blkdevs
EXT2 SCSl
EXT2 SCsl
blk_dev current_request
SCsl
SCsl Scsi_Disk Scsi_Disk
rscsi_disks SCsSl /dev/sdbl
8 17 17 Scsi_Disk
Scsi_Device Scsi_Device SCSl Scsi_Host
SCSl Scsi_Cmd
14.7
Linux
Linux
Linux
sk_buff sk_buff
device
14.7.1
0 /dev/eth0
/dev/ethl /dev/eth2
/dev/ethN  Ethernet
/dev/sIN  SLIP
/dev/pppN PPP
/dev/lo L oopback
14.7.2
irq
I1/0 DMA DMA
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14.7.3

IFF_UP
IFF_BROADCAST
IFF_DEBUG
IFF_LOOPBACK
IFF_POINTTOPOINT
IFF_NOTRAILERS
IFF_RUNNING
IFF_NOARP
IFF_PROMISC
IFF_ALLMULTI
IFF_MULTICAST

14.7.4
*mtu
* Family
* Type
Slip PPP  Apple Localtalk

» Addresses

sk_buff

14.7.5

Linux

(SLIP  PPP)
ARP
IP
IP
Ethernet X.25 Token Ring
IP
ifconfig
Linux
dev_base
Linux

/dev/ethO
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/dev/ethl

eth0 eth7

DMA

8

/dev/ethN
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15
Linux
15.1 Linux
Linux Linux
Linux 15 EXT
EXT2 XIA MINIX UMSDOS MSDOS VFAT PROC SMB NCP [S09660 SYSV
HPFS AFFS UFS Linux
Linux
Linux
EXT2
Linux
Linux
Linux SCSI
A E boot etc lib opt tmp usr
C F cdrom fd proc root var shin
D bin dev home mnt lost+found
/IC VFAT VFAT
IDE /E IDE
/mnt/remote
Linux Minux, 14
64M 1992 4 Linux ——ext(extended file
system) ext 1993 —ext2
Linux ext
—_— VFES Virtual File system
VFS Linux VES
Linux VFES
VES

VFS
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15.2 ext2

ext2

15-1

N-1 N

ext2 Linux
ext2

ext2
1024

inode

15.2.1 ext2

ext2

15-1 ext2

Linux ext2

1025
CPU
ext2

ext2

ext2

ext2

15-2
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ext2_inode

Mode

Owner 1nfe

Zize

Timestamps

Direct Blocks

¥

Indirect blocks

Double Indirect . e —>|:|
triple Indirect —|_>|:|

15-2 EXT2

ext2

ext2

1. mode

ext2 FIFO

2. Owner Information

3. Size

4. Timestamps

5. Datablocks

12 12

ext2
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Linux
/dev
15.2.2 ext2
Superblock
0
1. Magic Number
ext2 OxEF53
2. Revision Level
3. Mount Count Maximum Mount Count

mount count
1 mount count maximum mount count maximal mount count
reached, running e2fsck is recommended
4. Block Group Number

5. Block Size

1024
6. Blocks per Group

Block Size
7. Free Blocks

8. Free Inodes

9. First Inode
ext2 /

15.2.3 ext2

1. Blocks Bitmap
2. Inode Bitmap

3. Inode Table



China=pubecom

15
4. Free blocks count Free Inodes count , Used directory
count
EXT2
15.2.4 ext2
ext2
15-3
0 15 55
|il|15|5| i2|40|14|
1
e
15-3 EXT2
1. inode
file il
2. name length
3. name
15.2.5 ext2
Linux Unix /
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Linux
/home/zws/.cshrc /home /zws .cshrc Linux
ext2

42 0

42 ext2

mode ext2

home /home/zws
ZWS /home/zws /home/zws
.cshrc
15.2.6 ext2
ext2
ext2
ext2
ext2
ext2
Linux
ext2
VFS
prealloc_block prealloc_count
ext2

64
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15
dirty
15.3 VFS
15-4 Linux VES VES
VFS
VFS
EXT2
i
15-4 VFS
VFS ext2
ext2 VFS
VES
VFS
VFS
VFS VFS

VFS

ext2 VFS ext2 ext2
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VFS
VFS /
Is cat VES
Linux
Linux
Linux
15.3.1 VFS
VFS
1.
0x301
2.
mounted
3.
1024
4,
5.

file_system_type

VFS
VFS
ext2
VFS
VFS
Linux
Linux
VFS
VFES
IDE /dev/hdal
covered
VFS
VFS
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15.3.2 VFS
EXT2 VFS VFS
VFS
VFS VFS
1.
2.
VFES
3.
VFS
4,
5.
6.
1024
7.
8.
VFES
9.
VFS
10. dirty
11.
15.3.3
Linux
Linux insmod
VFS
file_system_type VFS

15-5 file_system type file_systems
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Linux
file_system_type
file_system-type file_system-type file_system-type
file_systems
——————Wel¥rasd super () #read_super [ Wread super ()
name ext2 Tiame proc name 1509660
reguires_daw regquires dev requires_dev
next next niext
15-5
1.
VES
2.
ext2
3.
[/proc
[/proc/filesystems
ext2
nodev proc
is09660
15.34
Linux
$ mount -t iso9660 -o ro /dev/cdrom /mnt/cdrom
mount
VFS
VFS file_systems file_system_type
VFS
mount VFS
VFS VFS
VFS VFS
VFS super_block super_blocks
VFES ext2

ext2 VES
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15
msdos
VFS
mount
15-6

wismntlist ERount
————ET 0x0301

movt_devname Fdev/hdal

mot_dirname Fl

mrt_flags

mat_sh

super_block file sy=ztem_type
next \—p 5_dew Ox0301 dread super ()
5 blocksize 1024 name etz
= type requires. dev

5 flags naxt

5_novered

s_mounted VFS

i_dew D501
i_ino 42z
15-6
vfsmount vfsmount
vismntlist vfsmnttail
mru_vfsmnt vfsmount
VFS VFS
file_system_type
VFS
15.3.5 VES
VFS VFS VFS
VFS
15.3.6

/mnt/cdrom
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VFS VFS
VFS VFS
VFS vfsmount
vismntlist
15.3.7 VFS
VFS
VFS hash VFS

hash

VFS
hash hash
hash
1
VFES
VFS
VFS
first_inode
0
0
1
VFS
VFS
VFS
15.3.8 VFS
VFES
15

hash
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LRU

LRU

15.4

LRU

1. clean

2. locked

3. dirty

4. shared

5. unshared

VFS LRU
LRU
LRU
LRU
LRU LRU
buffer_head

buffer_head

Linux

512 1024 2048 4096 8192
hash
15-7
LRU

Linux
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Linux
‘hash_table buffer_head buffer_head
‘ —h'_ b dew 0x0301
b_dew 0x0301 T 17
b bloclkoe |42 = L=
b state b_EE:;:
b_count 2
B =z1ze 1024 b_=ize 2048
b_next E_next
b oprev _Prey
b_data b data
buffer_head
| b_dew 0x0301
! b_blocknr |39
b_=tate
b_count
b_=1ze 1024
b_next
b_prew
b_data
15-7
Linux bdflush
bdflush
bdflush
kflushd ps
bdflush
60%
update
# update -d

bdflush version 1.4
0: 60 Max fraction of LRU list to examine for dirty blocks
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1: 500 Max number of dirty blocks to write each time bdflush activated
2: 64 Num of clean buffers to be loaded onto free list by refill_freelist
3: 256 Dirty block threshold for activating bdflush in refill_freelist

4: 15 Percentage of cache to scan for free clusters

5: 3000 Time for data buffers to age before flushing

6: 500 Time for non-data (dir, bitmap, etc) buffers to age before flushing
7: 1884 Time buffer cache load average constant

8: 2 LAV ratio (used to determine threshold for buffer fratricide).

BUF_DIRTY LRU

15.5 /proc
/proc Linux VFS /proc
[/proc
VFS VFS /proc /proc

/proc/devices
/proc






China=pubecom

16
Linux Linux WWWwW
Linux TCP/IP
TCP/IP ARPANET World Wide
Web ARPANET World Wide Web TCP/IP UNIX
4.3BSD Linux UNIX 4.3 BSD
BSD TCP/IP UNIX
Linux
16.1 TCP/IP
TCP/IP
I P(Internet Protocol) 32 IP
IP Www IP
IP P 4 16.42.0.9
IP 16.42.0.9
16.42 0.9
IP
IP /etc/hosts Linux
DNS DNS
DNS IP /etc/resolv.conf
IP IP
IP IP
IP
PPP
IP IP
IP IP TCP(Transmission
Control Protocol) IP
16-1 TCP
TCP
TCP IP
IP TCP IP
IP IP TCP IP
IP P TCP
IP TCP
TCP/IP IP
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16
web 80 [etc/services
IP
IP IP
TCP
TCcP TCcP SEQ | ACK
16-1
IP IP IP
PPP SLIP
IP IP IP
Linux ARP IP
IP IP
ARP IP
ARP ARP FDDI
ARP Linux ARP
RARP P
IP ARP
16.2 TCP/IP
16-2 Linux BSD
BSD INET TCP UDP
UDP(User Datagram Protocol) TCP
UDP Linux UDP
TCP TCP IP
IP
IP TCP UDP IP Linux
PPP
mknod Linux

/dev/eth0O ARP IP
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Linux
ARP
&
¥
BSD
Socket [
¥
LNET
/ ﬂ‘\
TCP ubP
1 'y
¥ ¥ ¥
IP \
i i i / ARP
¥ ¥ ¥
PPP SLIP Ethernet
16-2 TCP/IP
16.3 BSD
BSD UNIX
Linux
Linux
UNIX UNIX
INET Internet TCP/IP
AX25 Amateur radio X25
IPX Novell I1PX
APPLETALK Appletalk DDP
X25 X25
Linux BSD

1. stream
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&met&m ,

BSD

BSD

Pops

INET TCP
Datagram

UbP

Raw

Reliable Delivered Messages

Sequenced Packets

Packet
BSD Linux
/
web Web
sockaddr
INET P letc/services
web 80
INET
TCP/IP
X.25 VES Linux BSD
BSD BSD
INET
pops proto_ops
proto_ops

web

BSD
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Linux
16.4 INET
INET TCP/IP Internet
Linux TCP/IP
Internet
INET BSD
pops BSD
proto_ops INET INET
BSD INET INET
INET INET
sock TCP/IP sock
16-3 BSD
sock BSD INET
sock sock
TCP sock
files_struct
eount
close on exec
open_fs
£4[0] file
£a[1] B F mode
f poz
f flags
£a[z551 E foans
£ owner
or » BSD Socket
f_inads Iseek
f version reﬁ_d
- write
select
ioctl
o close
fasync
zocket
SOCK_TREAN
—_— SOCKET
sock ‘
¥ pe SOCK_TREAN
protocol __J

16-3 Socket

socket

INET

BSD

BSD
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16
TCP
16.4.1 BSD
pops
kerneld
VFS
VFS BSD VFS
BSD
proto_ops, pops BSD
SOCK_STREAM SOCK_DGRAM
proto_ops
BSD
16.4.2 INET BSD
INET BSD
INET TCP UDP
TCP_CLOSE sockaddr IP
IP IP INET
ifconfig IP 1 0 IP
IP
IP IP
sock recv_addr saddr IP
1024
1024
INET BSD
UDP TCP IP
socket/sock TCP
TCP
UDP UDP —udp_ sock
UDP
sock
TCP TCP

sock
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Linux
sock TCP
16.4.3 INET BSD
UDP
TCP
INET BSD
BSD
SS UNCONNECTED UDP
BSD UDP INET BSD
IP IP
BSD UDP
INET sock ip_route _cache
IP BSD UDP
TCP_ESTABLISHED
TCPBSD TCP TCP
IP TCP
TCP
Linux
TCP
TCP TCP sock
tcp_listening_ TCP
sock TCP
16.4.4 INET BSD
INET
TCP_LISTEN
UDP TCP sock
tcp_bound_hash  tcp_listening_
TCP
TCP sock
sk_buff receive_queue sk_buff sock
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16
16.4.5
UDP INET TCP
INET INET
UDP INET
TCP
TCP
sk_buff sock
INET fd
165 IP
16.5.1
sk_buff
dew
head |
data
tail
end
Linux sk_buffs
sk_buffs
16-4 sk_buff sk_buff
4 -
16-4 SOCKET
1. head
sk_buff
2. data
sk_buff
3. tail
sk_buff
4. end
sk_buff
sk_buff len  truesize

sk_buff
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1. push
data
2. pull
data
3. put
tail
4. trim
tail
16.5.2 IP
Linux
device
backlog
sk_buff'
Linux
packet_type
16.5.3 P
sk_buff
IP
IP
16.5.4

sk_buff

len

len

len

device
sk_buff sk_buff
backlog
ptype_all ptype_base

packet_type
packet_type

sk_buff
IP
PPP

rtable IP

ARP

dev_base

device
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16
IP
IP IP IP
IP
mtu mtu IP IP
mtu sk_buff sk_buff [P
IP IP IP
sk_buff,
IP
P
IP IP
ipq ipqueue P
ip ipfrag
ipq IP P
IP sk_buff
ipq
IP IP
16.6
ARP IP IP
ARP
Linux
ARP
ARP IP
ARP ARP ARP ARP
IP ARP IP ARP
ARP IP
ARP
Linux ARP arp_table
IP arp_table IP
arp_table
last used ARP
last updated ARP
flags
IP address IP
hardware address
hardware header

timer ARP
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retries

sk_buff queue

P
ARP

ARP

ARP

sk_buff

cma-m&

ARP
sk_buff
ARP arp_table ARP
ARP arp_table sk_buff
sk_buff queue ARP ARP
ARP retries
ARP arp_table ARP
ARP
arp_table complete sk_buff'
sk_buff
IP
IP ARP ARP

arp_table
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17
Linux
17.1 Bottom Half
bottom half
bottom half
- bh_active 5 bh,_base
| | o —
bh_mask
31 ]
31
17-1 Bottom Half
32 bottom half bh_base
bottom half bh_active bh_mask
bh_active N bh_base N bottom half
bh_active N N  bottom half
bottom half
bottom half
1.timer
2. console
3. tqueue
tty

4, net

17-1
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5. immediate
timer bottom half bh_active
1 immediate
bh_active 8 1 immediate bottom half
bh_active
bottom half 0 1 31
17.2
Linux
bottom half timer bottom halfe
17-2
tq_struct
to_struct tq_struct
—P neixt —P next —P
Sy by (e

*routine [ *routine [

*data *data

17-2
1. timer
timer bottom half
timer bottom half bottom half
2. immediate

bottom half timer bottom half

3. scheduler
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17
17.3
Linux 17-3
time_table timer_struct
0 [ [expires
wfn ()
timer_struct
——®= | cypires
*En ()
31 timer_active 0
31
timer_head timer_list timer_list
next = | rient —— %[ next
prev - ——————| prev ~ui} prev
EXPlYEs explres expires
dats data data
# furctlon *fiunetion *function
17-3
32
timer_struct timer_active
timer_list
17.4
VFS
Linux task_struct

RUNNING
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Linux

17.5

VFS
Linux

Linux
1. count

2. waking
3. wait queue

4, lock
waking
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18 Linux

Hello World Linux
18.1 Hello World
init_module
cleanup_module
init_module
cleanup_module init_module
/* hello.c */

/* The necessary header files */
/* Standard in kernel modules */
#include <linux/kernel.h> /* We're doing kernel work */
#include <linux/module.h> /* Specifically, a module */
/* Initialize the module */
int init_module()
{
printk("Hello, world - this is the kernel speaking\n");
/* If we return a non zero value, it means that init_module failed and
* the kernel module can't be loaded */
return O;
}
/* Cleanup - undid whatever init_module did */
void cleanup_module()
{
printk("Short is the life of a kernel module\n");
}
# Makefile for a basic kernel module
CC=gcc
MODCFLAGS :=-06 -Wall -DCONFIG_KERNELD -DMODULE -D__KERNEL__ -DLinux

hello.o: hello.c /usr/include/linux/version.h
$(CC) $(MODCFLAGS) -c hello.c
echo insmod hello.o to turn it on
echo rmmod hello to turn if off
echo
echo X and kernel programming do not mix.
echo Do the insmod and rmmod from outside X.
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insmod hello rmmod hello
/proc/modules

18.2

/dev

/proc/devices
/dev

Is -l /dev/hd[ab]* IDE
3
mknod
/dev
Is-1

init_module
module_register_chrdev
cleanup_module
4 device <action>
Fops

chardev.c
/* chardev.c
* Create a character device (read only)

*/

/* The necessary header files */

/* Standard in kernel modules */

#include <linux/kernel.h> /* We're doing kernel work */

#include <linux/module.h> /* Specifically, a module */

/* For character devices */

#include <linux/fs.h> [* The character device definitions are here */

#include <linux/wrapper.h> /* A wrapper which does next to nothing at
* present, but may help for compatibility
* with future versions of Linux */

#define SUCCESS 0

/* Device Declarations */

/* The name for our device, as it will appear in /proc/devices */

#define DEVICE_NAME "char_dev"

/* The maximum length of the message from the device */
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#define BUF_LEN 80
/* 1s the device open right now? Used to prevent concurent access into
* the same device */
static int Device_Open = 0;
/* The message the device will give when asked */
static char Message[BUF_LEN];
/* How far did the process reading the message get? Useful if the
* message is larger than the size of the buffer we get to fill in
* device_read. */
static char *Message_Ptr;
/* This function is called whenever a process attempts to open the device
* file */
static int device_open(struct inode *inode, struct file *file)
{
static int counter = 0;
#ifdef DEBUG
printk ("device_open(%p,%p)\n", inode, file);
#endif
/* We don't want to talk to two processes at the same time */
if (Device_Open)
return -EBUSY;
/* If this was a process, we would have had to be more careful here.
*
* In the case of processes, the danger would be that one process
* might have check Device_Open and then be replaced by the schedualer
* by another process which runs this function. Then, when the first process
* was back on the CPU, it would assume the device is still not open.
* However, Linux guarantees that a process won't be replaced while it is
* running in kernel context.
*
* In the case of SMP, one CPU might increment Device_Open while another
* CPU is here, right after the check. However, in version 2.0 of the
* kernel this is not a problem because there's a lock to guarantee
* only one CPU will be kernel module at the same time. This is bad in
* terms of performance, so it will probably be changed in the future,
* put in a safe way.
*/
Device_Open++;
/* Initialize the message. */
sprintf(Message,
"If | told you once, | told you %d times - Hello, world\n",
counter++);
/* The only reason we're allowed to do this sprintf, is because the
* maximum length of the message (assuming 32 bit integers - up to 10 digits
* with the minus sign) is less than BUF_LEN, which is 80. BE CAREFUL NOT TO
* OVERFLOW BUFFERS, ESPECIALLY IN THE KERNEL!!!
*
Message_Ptr = Message;
/* Make sure that the module isn't removed while the file is open by
* incrementing the usage count (the number of opened references to the
* module, if it's not zero rmmod will fail)
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*
MOD_INC_USE_COUNT;
return SUCCESS;
}
/* This function is called when a process closes the device file. It
* is not allowed to fail */
static void device_release(struct inode *inode, struct file *file)
{
#ifdef DEBUG
printk ("device_release(%p,%p)\n", inode, file);
#endif
/* We're now ready for our next caller */
Device_Open --;
/* Decrement the usage count, otherwise once you opened the file you'll
* never get rid of the module.
*/
MOD_DEC_USE_COUNT,
}
/* This function is called whenever a process which already opened the
* device file attempts to read from it. */
static int device_read(struct inode *inode,
struct file *file,
char *buffer, /* The buffer to fill with the data */
int length)  /* The length of the buffer
* (mustn't write beyond that!) */
{
/* Number of bytes actually written to the buffer */
int bytes_read = 0;
#ifdef DEBUG
printk("device_read(%p,%p,%p,%d)\n",
inode, file, buffer, length);

#endif
/* If we're at the end of the message, return O (which signifies end
* of file) */
if (*Message_Ptr == 0)
return O;

/* Actually put the data into the buffer */
while (length && *Message_Ptr) {
/* Because the buffer is in the user data segment, not the kernel
* data segment, assignment wouldn't work. Instead, we have to use
* put_user which copies data from the kernel data segment to the user
* data segment. */
put_user(*(Message_Ptr++), buffer++);
length --;
bytes_read ++;
}
#ifdef DEBUG
printk ("Read %d bytes, %d left\n",
bytes_read, length);
#endif
/* Read functions are supposed to return the number of bytes actually
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* inserted into the buffer */
return bytes_read;
}
/* This function is called when somebody tries to write into our device
* file - currently unsupported */
static int device_write(struct inode *inode,
struct file *file,
const char *buffer,
int length)
{
#ifdef DEBUG
printk ("device_write(%p,%p,%s,%d)",
inode, file, buffer, length);
#endif
return -EINVAL;
}
/* Module Declarations */
/* The major device number for the device. This is static because it
* has to be accessible both for registration and for release. */
static int Major;
/* This structure will hold the functions to be called when
* a process does something to the device we created. Since a pointer to
* this structure is kept in the devices table, it can't be local to
* init_module. NULL is for unimplemented functions. */
struct file_operations Fops = {
NULL, /* seek */
device_read,

device_write,
NULL, /* readdir */
NULL, /* select */
NULL, /*ioctl */
NULL, /* mmap */
device_open,
device_release /* a.k.a. close */
h
/* Initialize the module - Register the character device */
int init_module()
{
/* Register the character device (atleast try) */
Major = module_register_chrdev(0,
DEVICE_NAME,
&Fops);
/* Negative values signify an error */
if (Major < 0) {
printk ("Sorry, registering the character device failed with %d\n",
Major);
return Major;
}
printk ("Registeration is a success. The major device number is %d.\n",
Major);
printk ("If you want to talk to the device driver, you'll have to\n");
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printk ("create a device file. We suggest you use:\n");
printk ("mknod <name> ¢ %d 0\n", Major);
return O;
}
/* Cleanup - unregister the appropriate file from /proc */
void cleanup_module()
{
int ret;
/* Unregister the device */
ret = module_unregister_chrdev(Major, DEVICE_NAME);
/* If there's an error, report it */
if (ret <0)
printk("Error in module_unregister_chrdev: %d\n", ret);

}
18.3 /proc
Linux ——/proc
/proc
/proc/modules /proc/meminfo /proc
/proc
/proc
init_module cleanup_module
proc_register_dynamic
procfs.c
/* procfs.c - create a "file" in /proc
*/

/* The necessary header files */
/* Standard in kernel modules */
#include <linux/kernel.h> /* We're doing kernel work */
#include <linux/module.h> /* Specifically, a module */
/* Necessary because we use the proc fs */
#include <linux/proc_fs.h>
/* Put data into the proc fs file.
Arguments

1. The buffer where the data is to be inserted, if you decide to use
it.

2. A pointer to a pointer to characters. This is useful if you don't
want to use the buffer allocated by the kernel.

3. The current position in the file.

4. The size of the buffer in the first argument.

5. Zero (for future use?).

Usage and Return Value

If you use your own buffer, like | do, put its location in the
second argument and return the number of bytes used in the buffer.
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A return value of zero means you have no further information at this
time (end of file). A negative return value is an error condition.
For More Information

The way | discovered what to do with this function wasn't by reading
documentation, but by reading the code which used it. | just looked to
see what is using the get_info field of proc_dir_entry's (I used a
combination of find and grep, if you're interested), and | saw that
it is used in <kernel source directory>/fs/proc/array.c.
If something is unknown about the kernel, this is usually the way
to go. In Linux we have the great advantage of having the kernel source
code for free - use it.
*/
int procfile_read(char *buffer, char **buffer_location, off_t offset,
int buffer_length, int zero)
{
int len; /* The number of bytes actually used */
/* This is static so it will still be in memory when we leave this
* function */
static char my_buffer[80];
static int count = 1;
/* We give all of our information in one go, so if the user asks us
* if we have more information the answer should always be no.
* This is important because the standard read function from the library
* would continue to issue the read system call until the kernel replies
* that it has no more information, or until its buffer is filled.
*/
if (offset > 0)
return O;
/* Fill the buffer and get its length */
len = sprintf(my_buffer, "For the %d%s time, go away!\n", count,
(count % 100 > 10 && count % 100 < 14) ? "th":
(count % 10 == 1) ? "st":
(count % 10 == 2) ? "nd" :
(count % 10 == 3) ? "rd" : "th");
count++;
/* Tell the function which called us where the buffer is */
*puffer_location = my_buffer;
/* Return the length */
return len;
}
struct proc_dir_entry Our_Proc_File =
{
0, /* Inode number - ignore, it will be filled by
* proc_register_dynamic */
4, [* Length of the file name */
"test", /* The file name */
S_IFREG | S_IRUGO, /* File mode - this is a regular file which can
* be read by its owner, its group, and everybody
* else */
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1, /* Number of links (directories where the file is referenced) */
0, 0, /* The uid and gid for the file - we give it to root */

80, /* The size of the file reported by Is. */

NULL, /* functions which can be done on the inode (linking, removing,

* etc.) - we don't support any. */

procfile_read, /* The read function for this file, the function called
* when somebody tries to read something from it. */
NULL /* We could have here a function to fill the file's inode, to
* enable us to play with permissions, ownership, etc. */

/* Initialize the module - register the proc file */

int init_module()

{

/* Success if proc_register_dynamic is a success, failure otherwise */

return proc_register_dynamic(&proc_root, &Our_Proc_File);

/* proc_root is the root directory for the proc fs (/proc). This is

* where we want our file to be located.

*
}

/* Cleanup - unregister our file from /proc */

void cleanup_module()

{

proc_unregister(&proc_root, Our_Proc_File.low_ino);

}
18.4 /proc

mknod

/proc
/proc
proc_dir_entry
/proc
Linux

inode_operations /proc
inode_operations

file_operations
module_output

module_permission

/proc

inode_operations

file_operations

/proc

module_input
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put_user get_user Linux
put_user  get_user macros
procfs.c
/* procfs.c - create a "file" in /proc, which allows both input and
* output. */

/* The necessary header files */
/* Standard in kernel modules */
#include <linux/kernel.h> /* We're doing kernel work */
#include <linux/module.h> /* Specifically, a module */
/* Necessary because we use proc fs */
#include <linux/proc_fs.h>
/* The module's file functions */
/* Here we keep the last message received, to prove that we can process
* our input */
#define MESSAGE_LENGTH 80
static char Message[MESSAGE_LENGTH];
/* Since we use the file operations struct, we can't use the special proc
* output provisions - we have to use a standard read function, which is
* this function */
static int module_output(struct inode *inode, /* The inode read */

struct file *file, /* The file read */

char *buf, /* The buffer to put data to (in the

* user segment) */
int len) /* The length of the buffer */

static int finished = 0O;
inti;
char message[MESSAGE_LENGTH+30];
/* We return 0 to indicate end of file, that we have no more information.
* Otherwise, processes will continue to read from us in an endless loop. */
if (finished) {
finished = 0;
return O;
}
/* We use put_user to copy the string from the kernel's memory segment
* to the memory segment of the process that called us. get_user, BTW, is
* used for the reverse. */
sprintf(message, "Last input:%s", Message);
for(i=0; i<len && message[i]; i++)
put_user(messageli], buf+i);
/* Notice, we assume here that the size of the message is below len, or
* it will be received cut. In a real life situation, if the size of the
* message is less than len then we'd return len and on the second call
* start filling the buffer with the len+1'th byte of the message. */



China=pubecom

Linux

finished = 1,
return i; /* Return the number of bytes "read" */
}
/* This function receives input from the user when the user writes to
* the /proc file. */
static int module_input(struct inode *inode, /* The file's inode */
struct file *file, /* The file itself */
const char *buf,  /* The buffer with the input */
int length) /* The buffer's length */
{
inti;
/* Put the input into Message, where module_output will later be
* able to use it */
for(i=0; IKMESSAGE_LENGTH-1 && i<length; i++)
Messageli] = get_user(buf+i);
Messagel[i] = \0'; /* we want a standard, zero terminated string */
/* We need to return the number of input characters used */
return i;
}
/* This function decides whether to allow an operation (return zero) or
* not allow it (return a non-zero which indicates why it is not allowed).
*
* The operation can be one of the following values:
* 0 - Execute (run the "file" - meaningless in our case)
* 2 - Write (input to the kernel module)
* 4 - Read (output from the kernel module)
*
* This is the real function that checks file permissions. The permissions
* returned by Is -| are for referece only, and can be overridden here.
*/
static int module_permission(struct inode *inode, int op)
{
/* We allow everybody to read from our module, but only root (uid 0)
* may write to it */
if (op ==4 || (op == 2 && current->euid == 0))
return O;
[* If it's anything else, access is denied */
return -EACCES;
}
/* The file is opened - we don't really care about that, but it does mean
* we need to increment the module's reference count. */
int module_open(struct inode *inode, struct file *file)
{
MOD_INC_USE_COUNT;
return 0;
}
/* The file is closed - again, interesting only because of the reference

* count. */
void module_close(struct inode *inode, struct file *file)
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{
MOD_DEC_USE_COUNT;
}
[* Structures to register as the /proc file, with pointers to all the
* relevant functions. */

/* File operations for our proc file. This is where we place pointers
* to all the functions called when somebody tries to do something to
* our file. NULL means we don't want to deal with something. */
static struct file_operations File_Ops_4_Our_Proc_File =
{
NULL, /* Iseek */
module_output, /* "read" from the file */
module_input, /* "write" to the file */
NULL, /* readdir */
NULL, /* select */
NULL, /*ioctl */
NULL, /* mmap */
module_open, /* Somebody opened the file */
module_close /* Somebody closed the file */
[* etc. etc. etc. (they are all given in /usr/include/linux/fs.h).
* Since we don't put anything here, the system will keep the default
* data, which in UNIX is zeros (NULLs when taken as pointers). */
h
/* Inode operations for our proc file. We need it so we'll have some
* place to specify the file operations structure we want to use, and
* the function we use for permissions. It's also possible to specify
* functions to be called for anything else which could be done to an
* inode (although we don't bother, we just put NULL). */
static struct inode_operations Inode_Ops_4_Our_Proc_File =
{
&File_Ops_4_Our_Proc_File,
NULL, /* create */
NULL, /* lookup */
NULL, /* link */
NULL, /* unlink */
NULL, /* symlink */
NULL, /* mkdir */
NULL, /* rmdir */
NULL, /* mknod */
NULL, /* rename */
NULL, /* readlink */
NULL, /* follow_link */
NULL, /* readpage */
NULL, /* writepage */
NULL, /* bmap */
NULL, /* truncate */
module_permission /* check for permissions */
h
/* Directory entry */
static struct proc_dir_entry Our_Proc_File =

{
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0, /* Inode number - ignore, it will be filled by
* proc_register_dynamic */
7, I* Length of the file name */
"rw_test", /* The file name */
S_IFREG | S_IRUGO | S_IWUSR, /* File mode - this is a regular file which
* can be read by its owner, its group, and everybody
* else. Also, its owner can write to it.
*
* Actually, this field is just for reference, it's
* module_permission that does the actual check. It
* could use this field, but in our implementation it
* doesn't, for simplicity. */
1, /* Number of links (directories where the file is referenced) */
0, 0, /* The uid and gid for the file - we give it to root */
80, /* The size of the file reported by Is. */
&Inode_Ops_4_Our_Proc_File, /* A pointer to the inode structure for
* the file, if we need it. In our case we
* do, because we need a write function. */
NULL /* The read function for the file. Irrelevant, because we put it
* in the inode structure above */
h
/* Module initialization and cleanup */
/* Initialize the module - register the proc file */
int init_module()
{
/* Success if proc_register_dynamic is a success, failure otherwise */
return proc_register_dynamic(&proc_root, &Our_Proc_File);
}
/* Cleanup - unregister our file from /proc */
void cleanup_module()

{
proc_unregister(&proc_root, Our_Proc_File.low_ino);
}
18.5
device write
UNIX ioctl

ioctl
ioctl ioctl
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ioctl ioctl
chardev.h ioctl.c

chardev.c

[* chardev.c

*

* Create an input/output character device

*/
/* The necessary header files */
/* Standard in kernel modules */
#include <linux/kernel.h> /* We're doing kernel work */
#include <linux/module.h> /* Specifically, a module */
/* For character devices */
#include <linux/fs.h> /* The character device definitions are here */
#include <linux/wrapper.h> /* A wrapper which does next to nothing at

* at present, but may help for compatibility
* with future versions of Linux */

/* Our own IOCTL numbers */

#include "chardev.h"

#define SUCCESS 0

/* Device Declarations */

/* The name for our device, as it will appear in /proc/devices */

#define DEVICE_NAME "char_dev"

/* The maximum length of the message for the device */

#define BUF_LEN 80

/* |s the device open right now? Used to prevent concurent access into
* the same device */

static int Device_Open = 0;

/* The message the device will give when asked */

static char Message[BUF_LEN];

/* How far did the process reading the message get? Useful if the

* message is larger than the size of the buffer we get to fill in

* device_read. */
static char *Message_Ptr;
/* This function is called whenever a process attempts to open the device
* file */
static int device_open(struct inode *inode, struct file *file)
{
#ifdef DEBUG
printk ("device_open(%p,%p)\n", inode, file);
#endif
/* We don't want to talk to two processes at the same time */
if (Device_Open)
return -EBUSY;
/* If this was a process, we would have had to be more careful here,
* because one process might have checked Device_Open right before the
* other one tried to increment it. However, we're in the kernel, so
* we're protected against context switches.
*
Device_Open++;
/* Initialize the message */



China=pubecom

Linux

Message_Ptr = Message;
MOD_INC_USE_COUNT;
return SUCCESS;
}
/* This function is called when a process closes the device file. It
* is not allowed to fail */
static void device_release(struct inode *inode, struct file *file)
{
#ifdef DEBUG
printk ("device_release(%p,%p)\n", inode, file);
#endif
/* We're now ready for our next caller */
Device_Open --;
MOD_DEC_USE_COUNT;
}
/* This function is called whenever a process which already opened the
* device file attempts to read from it. */
static int device_read(struct inode *inode,
struct file *file,
char *buffer, /* The buffer to fill with the data */
int length)  /* The length of the buffer
* (mustn't write beyond that!) */
{
/* Number of bytes actually written to the buffer */
int bytes_read = 0;
#ifdef DEBUG
printk("device_read(%p,%p,%p,%d)\n",
inode, file, buffer, length);

#endif
/* If we're at the end of the message, return O (which signifies end
* of file) */
if (*Message_Ptr == 0)
return O;

/* Actually put the data into the buffer */
while (length && *Message_Ptr) {
/* Because the buffer is in the user data segment, not the kernel
* data segment, assignment wouldn't work. Instead, we have to use
* put_user which copies data from the kernel data segment to the user
* data segment. */
put_user(*(Message_Ptr++), buffer++);
length --;
bytes_read ++;
}
#ifdef DEBUG
printk ("Read %d bytes, %d left\n",
bytes_read, length);
#endif
/* Read functions are supposed to return the number of bytes actually
* inserted into the buffer */
return bytes_read;

}
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/* This function is called when somebody tries to write into our device
* file. */
static int device_write(struct inode *inode,
struct file *file,
const char *buffer,
int length)
{
inti;
return 1;
#ifdef DEBUG
printk ("device_write(%p,%p,%s,%d)",
inode, file, buffer, length);
#endif
for(i=0; i<length && i<BUF_LEN; i++)
Message[i] = get_user(buffer+i);
Message_Ptr = Message;
/* Again, return the number of input characters used */
return i;
}
/* This function is called whenever a process tries to do an ioctl on
* our device file. We get two extra parameters (additional to the
* inode and file structures, which all device functions get): the number
* of the ioctl called and the parameter given to the ioctl function.
*
* If the ioctl is write or read/write (meaning output is returned to
* the calling process), the ioctl call returns the output of this
* function.
*/
int device_ioctl(struct inode *inode,
struct file *file,
unsigned int ioctl_num, /* The number of the ioctl */
unsigned long ioctl_param) /* The parameter to it */

inti;
char *temp;
/* Switch according to the ioctl called */
switch (ioctl_num) {
case IOCTL_SET_MSG:
/* Receive a pointer to a message (in user space) and set that to
* be the device's message. */
/* Get the parameter given to ioctl by the process */
temp = (char *) ioctl_param;
/* Find the length of the message */
for (i=0; get_user(temp) && i<BUF_LEN; i++, temp++)
/* Don't reinvent the wheel - call device_write */
device_write(inode, file, (char *) ioctl_param, i);
break;
case IOCTL_GET_MSG:
/* Give the current message to the calling process - the parameter
* we got is a pointer, fill it. */
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i = device_read(inode, file, (char *) ioctl_param, 99);
/* Warning - we assume here the buffer length is 100. If it's less
* than that we might overflow the buffer, causing the process to
* core dump.
*
* The reason we only allow up to 99 characters is that the NULL
* which terminates the string also needs room. */
/* Put a zero at the end of the buffer, so it will be properly
* terminated */
put_user(\0', (char *) ioctl_param+i);
break;
case IOCTL_GET_NTH_BYTE:
/* This ioctl is both input (ioctl_param) and output (the return
* value of this function) */
return Messagelioctl_param];
break;

}
return SUCCESS;

}

/* Module Declarations */

/* This structure will hold the functions to be called when

* a process does something to the device we created. Since a pointer to
* this structure is kept in the devices table, it can't be local to
* init_module. NULL is for unimplemented functions. */
struct file_operations Fops = {

NULL, /* seek*/

device_read,

device_write,

NULL, /* readdir */

NULL, /* select */

device_ioctl, /*ioctl */

NULL, /* mmap */

device_open,

device_release /* a.k.a. close */
h
/* Initialize the module - Register the character device */
int init_module()
{

int ret_val;

/* Register the character device (atleast try) */

ret_val = module_register_chrdev(MAJOR_NUM,

DEVICE_NAME,
&Fops);
/* Negative values signify an error */
if (ret_val < 0) {
printk ("Sorry, registering the character device failed with %d\n",
ret_val);
return ret_val;

}

printk ("Registeration is a success. The major device number is %d.\n",
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MAJOR_NUM);
printk ("If you want to talk to the device driver, you'll have to\n");
printk ("create a device file. We suggest you use:\n");
printk ("mknod %s ¢ %d 0\n", DEVICE_FILE_NAME, MAJOR_NUM);
printk ("The device file name is important, because the ioctl program\n®);
printk ("assumes that's the file you'll use.\n");
return 0;
}
/* Cleanup - unregister the appropriate file from /proc */
void cleanup_module()
{
int ret;
/* Unregister the device */
ret = module_unregister_chrdev(MAJOR_NUM, DEVICE_NAME);
[* If there's an error, report it */
if (ret <0)
printk("Error in module_unregister_chrdev: %d\n", ret);

chardev.h
/* chardev.h - the header file with the ioctl definitions.
*
* The declarations here have to be in a header file, because they need
* to be known both to the kernel module (in chardev.c) and the process
* calling ioctl (ioctl.c)
*
#ifndef CHARDEV_H
#define CHARDEV_H
#include <linux/ioctl.h>
/* The major device number. We can't rely on dynamic registration any
* more, because ioctls need to know it. */
#define MAJOR_NUM 100
/* Set the message of the device driver */
#define IOCTL_SET_MSG _IOR(MAJOR_NUM, 0, char *)
/* _IOR means that we're creating an ioctl command number for passing
* information from a user process to the kernel module.

*

* The first arguments, MAJOR_NUM, is the major device number we're using.
*

* The second argument is the number of the command (there could be

* several with different meanings).

*

* The third argument is the type we want to get from the process to the

* kernel.

*/

/* Get the message of the device driver */

#define IOCTL_GET_MSG _IOR(MAJOR_NUM, 1, char *)

/* This IOCTL is used for output, to get the message of the device driver.
* However, we still need the buffer to place the message in to be input,
* as it is allocated by the process.

*/
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/* Get the n'th byte of the message */

#define IOCTL_GET_NTH_BYTE _IOWR(MAJOR_NUM, 2, int)

/* The IOCTL is used for both input and output. It receives from the
* user a number, n, and returns Message[n]. */

/* The name of the device file */

#define DEVICE_FILE_NAME "char_dev"

#endif

ioctl.c
/* ioctl.c - the process to use ioctl's to control the kernel module
*
* Until now we could have used cat for input and output. But now we need
* to do ioctl's, which require writing our own process.
*/
#include "chardev.h" /* device specifics, such as ioctl numbers and

* the major device file. */

#include <fcntl.h> /* open */
#include <unistd.h>  /* exit */
#include <sysl/ioctl.h> /* ioctl */
/* Functions for the ioctl calls */
ioctl_set_msg(int file_desc, char *message)
{
int ret_val;
ret_val = ioctl(file_desc, IOCTL_SET_MSG, message);
if (ret_val <0) {
printf (“ioctl_set_msg failed:%d\n", ret_val);
exit(-1);
}
}
ioctl_get_msg(int file_desc)
{
int ret_val;
char message[100];
/* Warning - this is dangerous because we don't tell the kernel how
* far it's allowed to write, so it might overflow the buffer. In a
* real production program, we would have used two ioctls - one to tell
* the kernel the buffer length and another to give it the buffer to fill
*/
ret_val = ioctl(file_desc, IOCTL_GET_MSG, message);
if (ret_val <0) {
printf ("ioctl_get_msg failed:%d\n", ret_val);
exit(-1);
}
printf("get_msg message:%s\n", message);
}
ioctl_get_nth_byte(int file_desc)
{

int i;
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char c;
printf("get_nth_byte message:");
i=0;
while (c !=0) {
¢ = ioctl(file_desc, IOCTL_GET_NTH_BYTE, i++);
if (c<0){
printf("ioctl_get_nth_byte failed at the %d'th byte:\n", i);
exit(-1);
}
putchar(c);
}
putchar(\n");
}
/* Main - Call the ioctl functions */
main()
{
int file_desc, ret_val;
char *msg = "Message passed by iocth\n";
file_desc = open(DEVICE_FILE_NAME, 0);
if (file_desc < 0) {
printf ("Can't open device file: %s\n", DEVICE_FILE_NAME);
exit(-1);
}
ioctl_get_nth_byte(file_desc);
ioctl_get_msg(file_desc);
ioctl_set_msg(file_desc, msg);
close(file_desc);

}

18.6
/proc
argc  argv insmod
strl  str2
insmod strl=xxx str2=yyy init_module strl XXX
yyy
param.c
/* param.c

*
* Receive command line parameters at module installation
*/

/* The necessary header files */

/* Standard in kernel modules */

#include <linux/kernel.h> /* We're doing kernel work */
#include <linux/module.h> /* Specifically, a module */

str2
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#include <stdio.h> /* | need NULL */
char *strl, *str2;
/* Initialize the module - show the parameters */
int init_module()
{
if (strl == NULL || str2 == NULL)
printk("Next time, do insmod param strl=<something> str2=<something>\n");
else
printk("Strings:%s and %s\n", strl, str2);
return O;
}
/* Cleanup */
void cleanup_module()

{
}
18.7
/proc
CPU
Intel
0x80
system_call
sys call_table
sys call_table cleanup_module
our_sys open
uid uid printk
init_module sys call_table
cleanup_module
syscall.c
/* syscall.c

*
* System call "stealing" sample
*
/* The necessary header files */
/* Standard in kernel modules */
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#include <linux/kernel.h> /* We're doing kernel work */
#include <linux/module.h> /* Specifically, a module */
#include <sys/syscall.h> /* The list of system calls */
#include <linux/sched.h> /* For the current (process) structure, we need
* this to know who the current user is. */
/* The system call table (a table of functions). We just define this as
* external, and the kernel will fill it up for us when we are insmod'ed
*/
extern void *sys_call_table[];
int uid; /* UID we want to spy on - will be filled from the command line */
/* A pointer to the original system call. The reason we keep this, rather
* than call the original function (sys_open), is because somebody else might
* have replaced the system call before us. Note that this is not 100% safe,
* because if another module replaced sys_open before us, then when we're
* inserted we'll call the function in that module - and it might be removed
* before we are. */
asmlinkage int (*original_call)(const char *, int, int);
/* The function we'll replace sys_open (the function called when you call
* the open system call) with. To find the exact prototype, with the number
* and type of arguments, we find the original function first (it's at
* fs/open.c.
* In theory, this means that we're tied to the current version of the
* kernel. In practice, the system calls almost never change (it would
* wreck havoc and require programs to be recompiled, since the system
* calls are the interface between the kernel and the rest of the world).
*/
asmlinkage int our_sys_open(const char *filename, int flags, int mode)
{
inti=0;
char ch;
/* Check if this is the user we're spying on */
if (uid == current->uid) { /* current->uid is the uid of the user who
ran the process which called the system
call we got */
/* Report the file, if relevant */
printk("Opened file: ");
do {
ch = get_user(filename+i);

i++;
printk("%c", ch);
} while (ch != 0);
printk("\n");
}
/* Call the original sys_open - otherwise, we lose the ability to open
* files */
return original_call(filename, flags, mode);
}

/* Initialize the module - replace the system call */
int init_module()
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[* Warning - too late for it now, but maybe for next time... */
printk("I'm dangerous. | hope you did a sync before you insmod'ed me.\n");
printk("My counterpart, cleapup_module(), is even more dangerous. If\n");
printk("you value your file system, it will be \"sync; rmmod\" \n");
printk("when you remove it.\n");
/* Keep a pointer to the original function in original_call, and
* then replace the system call in the system call table with
* our_sys_open */
original_call = sys_call_table[__NR_open];
sys_call_table[ NR_open] = our_sys_open;
/* To get the address of the function for system call foo, go to
* gys_call_table[__NR_foo]. */
return O;
}
/* Cleanup - unregister the appropriate file from /proc */
void cleanup_module()
{
/* Return the system call back to normal */
if (sys_call_table[ NR_open] != our_sys_open) {
printk("Somebody else also played with the open system call\n");
printk("The system may be left in an unstable state.\n");

}
sys_call_table[ NR_open] = original_call;
}
18.8
/proc/sleep
module_interruptible_sleep_on
TASK_INTERRUPTIBLE WaitQ

module_close
Ctrl+C (SIGINT)

sleep.c
/* sleep.c - create a /proc file, and if several processes try to open it
* at the same time, put all but one to sleep */
/* The necessary header files */
/* Standard in kernel modules */
#include <linux/kernel.h> /* We're doing kernel work */
#include <linux/module.h> /* Specifically, a module */
/* Necessary because we use proc fs */
#include <linux/proc_fs.h>
/* For putting processes to sleep and waking them up */
#include <linux/sched.h>
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#include <linux/wrapper.h>

/* The module's file functions */
/* Here we keep the last message received, to prove that we can process
* our input */
#define MESSAGE_LENGTH 80
static char Message[MESSAGE_LENGTH];
/* Since we use the file operations struct, we can't use the special proc
* output provisions - we have to use a standard read function, which is
* this function */
static int module_output(struct inode *inode, /* The inode read */

struct file *file, /* The file read */

char *buf, /* The buffer to put data to (in the

* user segment) */
int len) /* The length of the buffer */

static int finished = 0;
inti;
char message[MESSAGE_LENGTH+30];
/* Return 0 to signify end of file - that we have nothing more to say
* at this point. */
if (finished) {
finished = 0;
return 0;
}
/* If you don't understand this by now, you're hopeless as a kernel
* programmer. */
sprintf(message, "Last input:%s\n", Message);
for(i=0; i<len && messageli]; i++)
put_user(messageli], buf+i);
finished = 1;
return i; /* Return the number of bytes "read" */
}
/* This function receives input from the user when the user writes to
* the /proc file. */
static int module_input(struct inode *inode, /* The file's inode */
struct file *file, /* The file itself */
const char *buf,  /* The buffer with the input */
int length) /* The buffer's length */
{
inti;
/* Put the input into Message, where module_output will later be
* able to use it */
for(i=0; iKMESSAGE_LENGTH-1 && i<length; i++)
Message([i] = get_user(buf+i);
Message[i] = \0'; /* we want a standard, zero terminated string */
/* We need to return the number of input characters used */
return i;

}
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/* 1 if the file is currently open by somebody */

int Already_Open = 0;

/* Queue of processes who want our file */

static struct wait_queue *WaitQ = NULL;

/* Called when the /proc file is opened */

static int module_open(struct inode *inode,
struct file *file)

{
* If the file's flags include O_NONBLOCK, it means the process doesn't

* want to wait for the file. In this case, if the file is already open,

* we should fail with -EAGAIN, meaning "you'll have to try again”,
* instead of blocking a process which would rather stay awake. */
if ((file->f_flags & O_NONBLOCK) && Already_Open)

return -EAGAIN,;
/* This is the correct place for MOD_INC_USE_COUNT because if a process is

* in the loop, which is within the kernel module, the kernel module must

* not be removed. */
MOD_INC_USE_COUNT;

[* If the file is already open, wait until it isn't */
while (Already_Open)

{

/* This function puts the current process, including any system calls,

* such as us, to sleep. Execution will be resumed right after the

* function call, either because somebody called wake_up(&WaitQ) (only
* module_close does that, when the file is closed) or when a signal,

* such as Ctrl-C, is sent to the process */
module_interruptible_sleep_on(&WaitQ);

/* If we woke up because we got a signal we're not blocking, return

* -EINTR (fail the system call). This allows processes to be killed

* or stopped. */

if (current->signal & ~current->blocked) {
/* It's important to put MOD_DEC_USE_COUNT here, because for processes

* where the open is interrupted there will never be a corresponding

* close. If we don't decrement the usage count here, we will be left

* with a positive usage count which we'll have no way to bring down to
* zero, giving us an immortal module, which can only be killed by

* rebooting the machine. */

MOD_DEC_USE_COUNT;

return -EINTR;

}
}

/* If we got here, Already_Open must be zero */
/* Open the file */
Already_Open = 1;
return O; /* Allow the access */
}
/* Called when the /proc file is closed */
static void module_close(struct inode *inode,
struct file *file)
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{
/* Set Already_Open to zero, so one of the processes in the WaitQ will
* be able to set Already_Open back to one and to open the file. All the
* other processes will be called when Already_Open is back to one, so
* they'll go back to sleep. */
Already_Open = 0;
/* Wake up all the processes in WaitQ, so if anybody is waiting for the
* file, they can have it. */
module_wake_up(&WaitQ);
/* One less process interested in us */
MOD_DEC_USE_COUNT;
}
/* This function decides whether to allow an operation (return zero) or
* not allow it (return a non-zero which indicates why it is not allowed).
*
* The operation can be one of the following values:
* 0 - Execute (run the "file" - meaningless in our case)
* 2 - Write (input to the kernel module)
* 4 - Read (output from the kernel module)
*
* This is the real function that checks file permissions. The permissions
* returned by Is -l are for referece only, and can be overridden here.
*/
static int module_permission(struct inode *inode, int op)
{
/* We allow everybody to read from our module, but only root (uid 0)
* may write to it */
if (op == 4| (op == 2 && current->euid == 0))
return O;
[* If it's anything else, access is denied */
return -EACCES;
}
/* Structures to register as the /proc file, with pointers to all the
* relevant functions. */
/* File operations for our proc file. This is where we place pointers
* to all the functions called when somebody tries to do something to
* our file. NULL means we don't want to deal with something. */
static struct file_operations File_Ops_4_Our_Proc_File =
{
NULL, /*Iseek */
module_output, /* "read" from the file */
module_input, /* "write" to the file */
NULL, /* readdir */
NULL, /* select */
NULL, /*ioctl */
NULL, /* mmap */
module_open, /* called when the /proc file is opened */
module_close /* called when it's classed */
h
/* Inode operations for our proc file. We need it so we'll have some
* place to specify the file operations structure we want to use, and
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* the function we use for permissions. It's also possible to specify
* functions to be called for anything else which could be done to an
* inode (although we don't bother, we just put NULL). */
static struct inode_operations Inode_Ops_4_Our_Proc_File =
{
&File_Ops_4_Our_Proc_File,
NULL, /* create */
NULL, /* lookup */
NULL, /* link */
NULL, /* unlink */
NULL, /* symlink */
NULL, /* mkdir */
NULL, /* rmdir */
NULL, /* mknod */
NULL, /* rename */
NULL, /* readlink */
NULL, /* follow_link */
NULL, /* readpage */
NULL, /* writepage */
NULL, /* bmap */
NULL, /* truncate */
module_permission /* check for permissions */
h
/* Directory entry */
static struct proc_dir_entry Our_Proc_File =
{
0, /* Inode number - ignore, it will be filled by
* proc_register_dynamic */
5, /* Length of the file name */
"sleep”, /* The file name */
S_IFREG | S_IRUGO | S_IWUSR, /* File mode - this is a regular file which
* can be read by its owner, its group, and everybody
* else. Also, its owner can write to it.
*
* Actually, this field is just for reference, it's
* module_permission that does the actual check. It
* could use this field, but in our implementation it
* doesn't, for simplicity. */
1, /* Number of links (directories where the file is referenced) */
0, 0, /* The uid and gid for the file - we give it to root */
80, /* The size of the file reported by Is. */
&Inode_Ops_4_Our_Proc_File, /* A pointer to the inode structure for
* the file, if we need it. In our case we
* do, because we need a write function. */
NULL /* The read function for the file. Irrelevant, because we put it
* in the inode structure above */
h
/* Module initialization and cleanup */
/* Initialize the module - register the proc file */
int init_module()

{
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/* Success if proc_register_dynamic is a success, failure otherwise */
return proc_register_dynamic(&proc_root, &Our_Proc_File);
[* proc_root is the root directory for the proc fs (/proc). This is
* where we want our file to be located.
*/
}
/* Cleanup - unregister our file from /proc. This could get dangerous if
* there are still processes waiting in WaitQ, because they are inside our
* open function, which will get unloaded. I'll explain how to avoid removal
* of a kernel module in such a case in chapter 9. */
void cleanup_module()

{
proc_unregister(&proc_root, Our_Proc_File.low_ino);
}
18.9 printk

tty

printk.c
/* printk.c - send textual output to the tty you're running on, regardless
* of whether it's passed through X11, telnet, etc. */
/* The necessary header files */
/* Standard in kernel modules */
#include <linux/kernel.h> /* We're doing kernel work */
#include <linux/module.h> /* Specifically, a module */
/* Necessary here */
#include <linux/sched.h> /* For current */
#include <linux/tty.h>  /* For the tty declarations */
/* Print the string to the appropriate tty, the one the current task uses */
void print_string(char *str)
{
struct tty_struct *my_tty;
[* The tty for the current task */
my_tty = current->tty;
/* 1f my_tty is NULL, it means that the current task has no TTY you can
* print to (this is possible, for example, if it's a daemon). In this
* case, there's nothing we can do. */
if (my_tty != NULL) {
[* my_tty->driver is a struct which holds the TTY's functions, one of
* which (write) is used to write strings to the tty. It can be used to
* take a string either from the user's memory segment or the kernel's
* memory segment.
*
* The function's first parameter is the tty to write to, because the
* same function would normally be used for all tty's of a certain type.
* The second parameter controls whether the function receives a string
* from kernel memory (false, 0) or from user memory (true, non zero).
* The third parameter is a pointer to a string, and the fourth parameter
* is the length of the string.
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*/
(*(my_tty->driver).write)(my_tty, /* The tty itself */
0, /* We don't take the string from user space */
str, /* String */
strlen(str)); /* Length */
/* TTYs were originally hardware devices, which (usually) adhered strictly
* to the ASCII standard. According to ASCII, to move to a new line
* you need two characters, a carriage return and a line feed. In UNIX,
* on the other hand, the ASCII line feed is used for both purposes -
* S0 we can't just use \n, because it wouldn't have a carriage return and
* the next line will start at the column right after the line feed.
* BTW, this is the reason why the text file is different between
* UNIX and Windows. In CP/M and its derivatives, such as MS-DOS and
* Windows, the ASCII standard was strictly adhered to, and therefore a
* new line requires both a line feed and a carriage return.
*/
(*(my_tty->driver).write)(my_tty,
0,
"\015\012",
2);
}
}

/* Module initialization and cleanup */
/* Initialize the module - register the proc file */
int init_module()
{
print_string("Module Inserted");
return O;
}
/* Cleanup - unregister our file from /proc */
void cleanup_module()

{
print_string("Module Removed");
}
18.10
crontab
crontab
tg_struct queue_task
tg_timer
tq_timer
sched.c

/* sched.c - scheduale a function to be called on every timer interrupt. */
/* The necessary header files */

/* Standard in kernel modules */

#include <linux/kernel.h> /* We're doing kernel work */
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#include <linux/module.h> /* Specifically, a module */
/* Necessary because we use the proc fs */
#include <linux/proc_fs.h>
/* We scheduale tasks here */
#include <linux/tqueue.h>
/* We also need the ability to put ourselves to sleep and wake up later */
#include <linux/sched.h>
/* The number of times the timer interrupt has been called so far */
static int TimerIntrpt = 0O;
/* This is used by cleanup, to prevent the module from being unloaded while
* intrpt_routine is still in the task queue */
static struct wait_queue *WaitQ = NULL;
static void intrpt_routine(void *);
/* The task queue structure for this task, from tqueue.h */
static struct tq_struct Task = {
NULL, /* Nextitem in list - queue_task will do this for us */
0, /* A flag meaning we haven't been inserted into a task queue yet */
intrpt_routine, /* The function to run */
NULL /* The void* parameter for that function */
h
/* This function will be called on every timer interrupt. Notice the void*
* pointer - task functions can be used for more than one purpose, each
* time getting a different parameter. */
static void intrpt_routine(void *irrelevant)
{
/* Increment the counter */
TimerIntrpt++;
/* If cleanup wants us to die */
if (WaitQ != NULL)
wake_up(&WaitQ); /* Now cleanup_module can return */
else
queue_task(&Task, &tq_timer); /* Put ourselves back in the task queue */
}
/* Put data into the proc fs file. */
int procfile_read(char *buffer, char **buffer_location, off_t offset,
int buffer_length, int zero)
{
int len; /* The number of bytes actually used */
[* This is static so it will still be in memory when we leave this
* function */
static char my_buffer[80];
static int count = 1;
/* We give all of our information in one go, so if the anybody asks us
* if we have more information the answer should always be no.
*
if (offset > 0)
return O;
/* Fill the buffer and get its length */
len = sprintf(my_buffer, "Timer was called %d times so far\n", Timerintrpt);
count++;
/* Tell the function which called us where the buffer is */
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*puffer_location = my_buffer;
/* Return the length */
return len;
}
struct proc_dir_entry Our_Proc_File =
{
0, /* Inode number - ignore, it will be filled by
* proc_register_dynamic */
5, /* Length of the file name */
"sched", /* The file name */
S_IFREG | S_IRUGO, /* File mode - this is a regular file which can
* be read by its owner, its group, and everybody
* else */
1, /* Number of links (directories where the file is referenced) */
0, 0, /* The uid and gid for the file - we give it to root */
80, /* The size of the file reported by Is. */
NULL, /* functions which can be done on the inode (linking, removing,
* etc.) - we don't support any. */
procfile_read, /* The read function for this file, the function called
* when somebody tries to read something from it. */
NULL /* We could have here a function to fill the file's inode, to
* enable us to play with permissions, ownership, etc. */
h
/* Initialize the module - register the proc file */
int init_module()
{
/* Put the task in the tg_timer task queue, so it will be executed at
* next timer interrupt */
gueue_task(&Task, &tq_timer);
/* Success if proc_register_dynamic is a success, failure otherwise */
return proc_register_dynamic(&proc_root, &Our_Proc_File);
}
/* Cleanup */
void cleanup_module()
{
/* Unregister our /proc file */
proc_unregister(&proc_root, Our_Proc_File.low_ino);
/* Sleep until intrpt_routine is called one last time. This is necessary,
* because otherwise we'll deallocate the memory holding intrpt_routine and
* Task while tg_timer still references them. Notice that here we don't
* allow signals to interrupt us.
*
* Notice that since WaitQ is now not NULL, this automatically tells
* the interrupt routine it's time to die. */
sleep_on(&WaitQ);
}
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19.1

Linux IPC (InterProcess Communication)

Linux C IPC

. UNIX

* FIFO( )

e SYSV

* SYSV

* SYSV

. (Berkeley )

. (STREAMS )

UNIX Linux
/
19.2 UNIX
19.2.1
IPC UNIX
shell
(write) (read)
fdo fdl
Linux
1/0
/0
write()

read() 1/0
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Iseek()

19.2.2 C

C shell C
pipe()

pipe()
int pipe( int fd[2] )
0
-1 erno= EMFILE ( )
EMFILE ( )
EFAULT (fd )

fd[o] fd[1]

#include <stdio.h>
#include <unistd.h>
#include <sys/types.h>
main()
{
int  fd[2];
pipe(fd);

#include <stdio.h>
#include <unistd.h>
#include <sys/types.h>
main()
{
int  fd[2];
pid_t childpid;
pipe(fd);
if((childpid = fork()) == -1)
{
perror(“fork");
exit(1);

fdl fdo
fdo fdl
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#include <stdio.h>
#include <unistd.h>
#include <sys/types.h>

main()
{
int  fd[2];
pid_t childpid;
pipe(fd);
if((childpid = fork()) == -1)
{
perror(“fork");
exit(1);
}
if(childpid == 0)
{
/* Child process closes up input side of pipe */
close(fd[0]);
}
else
{
[* Parent process closes up output side of pipe */
close(fd[1]);
}
}

#include <stdio.h>
#include <unistd.h>
#include <sys/types.h>
int main(void)
{
int  fd[2], nbytes;
pid_t childpid;
char string[] = "Hello, world\n";
char readbuffer[80];

pipe(fd);

if((childpid = fork()) == -1)

{
perror(“fork");
exit(1);

}

if(childpid == 0)

{

/* Child process closes up input side of pipe */
close(fd[0]);

/* Send "string" through the output side of pipe */
write(fd[1], string, strlen(string));

exit(0);

EOF
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}
else
{
[* Parent process closes up output side of pipe */
close(fd[1]);
/* Read in a string from the pipe */
nbytes = read(fd[0], readbuffer, sizeof(readbuffer));
printf("Received string: %s", readbuffer);
}
return(0);
}
exec()
dup();
int dup(int oldfd);
-1: errno = EBADF (oldfd )
EBADF (newfd )
EMFILE ( )
oldfd
dup()

childpid = fork();

if(childpid == 0)

{
/* Close up standard input of the child */
close(0);
/* Duplicate the input side of pipe to stdin */
dup(fd[0]);

execlp(“sort", "sort", NULL);

0 stdin dup()
execlp() sort
/

dup2();
int dup2( int oldfd, int newfd );

-1 errno = EBADF (oldfd )
EBADF (newfd )
EMFILE ( )
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dup2()

close

dup() close()

childpid = fork();
if(childpid == 0)
{

/* Close stdin, duplicate the input side of pipe to stdin */
dup2(0, fd[0]);
execlp(“sort", "sort", NULL);

19.2.3

popen();
FILE * popen ( char *command, char *type);

NULL
pipe()
shell shell command
type r w Linux
type type rw

pipe()
shell shell
command
popen() pclose() popen/pclose /
fopen() / fclose()
pclose();
int pclose( FILE *stream );
wait4()
stream wait4() -1

pclose() popen() wait4()

sort
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#include <stdio.h>
#define MAXSTRS 5
int main(void)

{

int cntr;
FILE *pipe_fp;
char *strings[MAXSTRS] = { "echo", "bravo", "alpha”,
“charlie”, "delta"};
/* Create one way pipe line with call to popen() */
if (( pipe_fp = popen(“sort”, "w")) == NULL)
{
perror(“popen");
exit(1);
}
/* Processing loop */
for(cntr=0; cntr<MAXSTRS; cntr++) {
fputs(strings([cntr], pipe_fp);
fputc(\n', pipe_fp);
}
/* Close the pipe */
pclose(pipe_fp);
return(0);

popen() shell shell

popen()

popen(‘ls ~scotth", "r");
popen(“sort > /tmp/foo”, "w");
popen(“sort | unig | more", "w");

sort

popen()

#include <stdio.h>
int main(void)

{

FILE *pipein_fp, *pipeout_fp;
char readbuf[80];
/* Create one way pipe line with call to popen() */
if (( pipein_fp = popen("ls", "r")) == NULL)
{
perror("popen");
exit(1);
}
/* Create one way pipe line with call to popen() */
if (( pipeout_fp = popen("sort", "w")) == NULL)
{
perror(“"popen");
exit(1);
}
/* Processing loop */
while(fgets(readbuf, 80, pipein_fp))
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fputs(readbuf, pipeout_fp);
/* Close the pipes */
pclose(pipein_fp);
pclose(pipeout_fp);
return(0);

popen()
#include <stdio.h>
int main(int argc, char *argv[])
{
FILE *pipe_fp, *infile;
char readbuf[80];
if(argc 1= 3) {
fprintf(stderr, "USAGE: popen3 [command] [filename]\n");
exit(1);
}
/* Open up input file */
if ((infile = fopen(argv[2], "rt")) == NULL)
{
perror(“fopen");
exit(1);
}
/* Create one way pipe line with call to popen() */
if (( pipe_fp = popen(argv[1], "w")) == NULL)
{
perror(“"popen");
exit(1);
}
/* Processing loop */
do {
fgets(readbuf, 80, infile);
if(feof(infile)) break;
fputs(readbuf, pipe_fp);
} while(!feof(infile));
fclose(infile);
pclose(pipe_fp);
return(0);

popen3 sort popen3.c

popen3 cat popen3.c

popen3 more popen3.c

popen3 cat popen3.c | grep main

19.2.4

POSIX

/usr/include/posix1_lim.h
#define _POSIX_PIPE_BUF 512

512
Linux
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linux/limits.h
#define PIPE_BUF 4096

19.2.5
fork() pipe()
19.3
19.3.1
. 1/0
19.3.2 FIFO
shell
mknod MYFIFO p
mkfifo a=rw MYFIFO
mkfifo
FIFO mknod chmod
p FIFO
$Is -l MYFIFO
prw-r--r-- 1root root 0 Dec 14 22:15 MYFIFO|
“ |H
mknod() FIFO
mknod();
int mknod( char * pathname, mode_t mode, dev_t dev);
, 0
-1 errno = EFAULT ( )
EACCES ( )
ENAMETOOLONG ( )
ENOENT ( )
ENOTDIR ( )
C FIFO

mknod("/tmp/MYFIFO", S_IFIFO|0666, 0);
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umask
final_umask = requested_permissions & ~original_umask
umask()
umask(0);
mknod("tmp/MYFIFO", S_IFIFO|0666, 0);
mknod()
19.3.3 FIFO
FIFO 1/0 1/0
fopen() fclose()

tmp/MY FIFO

#include <stdio.h>

#include <stdlib.h>

#include <sys/stat.h>

#include <unistd.h>

#include <linux/stat.h>

#define FIFO_FILE "MYFIFO"
int main(void)

{

FILE *fp;

char readbuf[80];

* Create the FIFO if it does not exist */

umask(0);

mknod(FIFO_FILE, S_IFIFO|0666, 0);

while(1)

{
fp = fopen(FIFO_FILE, "r*);
fgets(readbuf, 80, fp);
printf("Received string: %s\n", readbuf);
fclose(fp);

}

return(0);

FIFO

$ fifoserver&

#include <stdio.h>

#include <stdlib.h>

#define FIFO_FILE "MYFIFO"
int main(int argc, char *argvf[])

{

FILE *fp;
if (argc!1=2){

FIFO

umask

open
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printf("USAGE: fifoclient [string]\n");
exit(1);

}

if(fp = fopen(FIFO_FILE, "w")) == NULL) {
perror(“fopen");
exit(1);

}

fputs(argv[1], fp);

fclose(fp);
return(0);
}
19.3.4 FIFO
FIFO FIFO
open() O_NONBLOCK
19.3.5 SIGPIPE
SIGPIPE

19.4 SystemV IPC

194.1
UNIX SystemV AT&T IPC
BSD UNIX IPC Linux
System V IPC
1 IPC
IPC IPC IPC
IPC
IPC
12345 IPC
2. 1PC
IPC
/
System V IPC IPC

ftok()
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ftok();
key_t ftok ( char * pathname, char proj );
-1 stat()
ftok() 2
key_t mykey;
mykey = ftok("/tmp/myapp", 'a’);
tmp/myapp a
key t mykey;
mykey = ftok(".", 'a");
IPC IPC IPC
3.ipcs
ipcs System V IPC
ipcs -q:
ipcs -s
ipcs -m:
ipcs --help:
ipcs
------ Shared Memory Segments --------
shmid owner perms bytes nattch status
------ Semaphore Arrays --------
semid owner perms nsems status
------ Message Queues --------
msqid owner perms used-bytes messages
0 root 660 5 1
0 root
660 -rW-rw--
ipcs IPC
4. ipcrm
ipcrm IPC IPC
IPC
ipcrm <msg | sem | shm> <IPC ID>
(msg) (sem) (shm)
ipcs IPCID
19.4.2
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1
System V IPC
2.
msgbuf
inux/msg.h
/* message buffer for msgsnd and msgrcv calls */
struct msgbuf {
long mtype; [* type of message */
char mtext[1];  /* message text */
h
msgbuf
mtype
mtext
1 2
(mtext)
struct my_msgbuf {
long mtype; /* Message type */
long request_id; /* Request identifier */
struct client info; /* Client information structure */
h
Linux linux/msg.h
#define MSGMAX 4056 /* <=4056 */ [* max size of message (bytes) */
4056 mtype 4
3. msg
msg msg linux/msg.h

/* one msg structure for each message */

struct msg {
struct msg *msg_next; /* next message on queue */
long msg_type;
char *msg_spot; /* message text address */
short msg_ts; /* message text size */
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msg_next
msg_type msgbuf
msg_spot
msg_ts
4, msqid_ds
IPC
msqid_ds
linux/msg.h
/* one msqid structure for each queue on the system */
struct msqid_ds {
struct ipc_perm msg_perm;
struct msg *msg_first; /* first message on queue */
struct msg *msg_last; /* last message in queue */
time_t msg_stime; /* last msgsnd time */
time_t msg_rtime; [* last msgrev time */
time_t msg_ctime; /* last change time */
struct wait_queue *wwait;
struct wait_queue *rwait;
ushort msg_cbytes;
ushort msg_gnum;
ushort msg_gbytes;  /* max number of bytes on queue */
ushort msg_lspid; /* pid of last msgsnd */
ushort msg_lIrpid; /* last receive pid */

msg_perm ipc_perm ipc_perm linux/ipc.h

msg_first
msg_last
msg_stime
msg_rtime
msg_ctime
wwait  rwait

msg_chytes
msg_gnum
msg_qgbytes
msg_lspid PID
msg_Irpid PID
5. ipc_perm
IPC ipc_perm



China=pubecom

Linux

msg_perm linux/ipc.h

struct ipc_perm
{

key t key;

ushort uid; /* owner euid and egid */

ushort gid;

ushort cuid; /* creator euid and egid */

ushort cgid;

ushort mode; /* access modes see mode flags below */

ushort seq; /* slot usage sequence number */

h
19.4.3 msgget()
msgget()
msgget();
int msgget ( key_t key, int msgflg );
-1 errno =EACCESS ( )
EEXIST ( )
EIDRM ( )
ENOENT ( )
ENOMEM ( )
ENOSPC ( )
msgget() ftok()
msgflg
IPC_CREAT
IPC_EXCL IPC_CREAT
IPC_CREAT msgget()
IPC_EXCL IPC_CREAT msgget()

-1 IPC_EXCL

int open_queue( key_t keyval )
{
int qid;
if((qid = msgget( keyval, IPC_CREAT | 0660 )) == -1)
{
return(-1);

}
return(qgid);
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19.4.4 msgsnd()
msgsnd
msgsnd();
int msgsnd ( int msqid, struct msgbuf *msgp, int msgsz, int msgflg );
0
-1 errno = EAGAIN ( IPC_NOWAIT)
EACCES ( )
EFAULT (msgp )
EIDRM )
EINTR ( )
EINVAL (
)
ENOMEM ( )
msgsnd() msgget
msgp msgsz
4
msgflg 0 IPC_NOWAIT

int send_message( int gid, struct mymsgbuf *qbuf )

{
int  result, length;
/* The length is essentially the size of the structure minus sizeof(mtype) */
length = sizeof(struct mymsgbuf) - sizeof(long);
if((result = msgsnd( qid, gbuf, length, 0)) == -1)
{
return(-1);
}
return(result);
}

gbuf gid

#include <stdio.h>
#include <stdlib.h>
#include <linux/ipc.h>
#include <linux/msg.h>
main()
{

int qid;

key t msgkey;

struct mymsgbuf {

long mtype; [* Message type */
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int  request; /* Work request number */
double salary; /* Employee's salary */

} msg;

/* Generate our IPC key value */

msgkey = ftok(".", 'm");

/* Open/create the queue */

if(( gid = open_queue( msgkey)) == -1) {
perror("open_queue");

exit(1);
}
/* Load up the message with arbitrary test data */
msg.mtype =1; /* Message type must be a positive number! */
msg.request = 1, [* Data element #1 */

msg.salary =1000.00; /* Data element #2 (my yearly salary!) */
/* Bombs away! */
if((send_message( qid, &msg )) == -1) {
perror("send_message");
exit(1);

ipcs
msgrcv()
msgrev();

send_messag

int msgrev (int msgid, struct msgbuf *msgp, int msgsz, long mtype, int msgfig );

-1 erno=E2BIG( msgsz, MSG_NOERROR)

EACCES ( )
EFAULT (msgp
EIDRM ( )
EINTR ( )
EINVAL (msggid , msgsz 0)
ENOMSG ( IPC_NOWAIT,

)

mtype

msgsz = sizeof(struct mymsgbuf) - sizeof(long);

IPC_NOWAIT
ENOMSG
EIDRM

msgrev()
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EINTR

int read_message( int gid, long type, struct mymsgbuf *gbuf )

{

int  result, length;

/* The length is essentially the size of the structure minus sizeof(mtype) */

length = sizeof(struct mymsgbuf) - sizeof(long);
if((result = msgrev( qid, gbuf, length, type, 0)) == -1)
{

return(-1);

}

return(result);

msgflg MSG_NOERROR
MSG_NOERROR
msgrecv() -1

int peek_message( int gid, long type )

{
int  result, length;
if((result = msgrev( gid, NULL, 0, type, IPC_NOWAIT)) ==-1)
{
if(errno == E2BIG)
return(TRUE);
}
return(FALSE);
}
E2BIG
19.45 msgctl()
msgctl()
msgctl();
int msgctl (int msgqid, int cmd, struct msqid_ds * buf );
0
-1 errno = EACCES (
EFAULT (buf
EIDRM (

EINVAL (msgqid ,
EPERM (IPC_SET

msgsz

cmd

)
)

msgsz
IPC_RMID
)

msgsz
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IPC_STAT
msqid_ds buf
IPC_SET
msqid_ds ipc_perm buf
IPC_RMID
(msqid_ds)
IPC_STAT
int get_queue_ds( int qgid, struct msggid_ds *qgbuf )
{
if( msgctl( gid, IPC_STAT, gbuf) == -1)
{
return(-1);
}
return(0);
}
-1 0
ipc_perm
id id

int change_queue_mode( int gid, char *mode )
{
struct msqid_ds tmpbuf;
/* Retrieve a current copy of the internal data structure */
get_queue_ds( gid, &tmpbuf);
/* Change the permissions using an old trick */
sscanf(mode, "%ho", &mpbuf.msg_perm.mode);
/* Update the internal data structure */
if( msgctl( gid, IPC_SET, &tmpbuf) == -1)
{
return(-1);

}
return(0);

get_queue ds sscanf()
msg_perm mode msgctl
msgctl IPC_SET
msgctl() IPC_RMID

int remove_queue( int qid )

{
if( msgctl( gid, IPC_RMID, 0) == -1)

{

return(-1);
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}

return(0);

19.4.6 msgtool

msgtool

1.
msgtool s (type) "text"

2.
msgtool r (type)
3.

msgtool m (mode)

4.
msgtool d

msgtool s 1 test
msgtool s 5 test
msgtool s 1 "This is a test"
msgtool r 1

msgtool d

msgtool m 660

msgtool
#include <stdio.h>
#include <stdlib.h>
#include <ctype.h>
#include <sys/types.h>
#include <sys/ipc.h>
#include <sys/msg.h>
#define MAX_SEND_SIZE 80
struct mymsgbuf {
long mtype;
char mtextfMAX_SEND_SIZE];
h
void send_message(int gid, struct mymsgbuf *qbuf, long type, char *text);
void read_message(int gid, struct mymsgbuf *qbuf, long type);
void remove_queue(int gid);
void change_queue_mode(int qgid, char *mode);
void usage(void);
int main(int argc, char *argvf[])
{
key_t key;
int msgqueue_id,;
struct mymsgbuf gbuf;
if(argc == 1)
usage();
/* Create unique key via call to ftok() */
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}

key = ftok(".", 'm’);

/* Open the queue - create if necessary */

if((msgqueue_id = msgget(key, IPC_CREAT|0660)) == -1) {
perror("msgget");

exit(1);
}
switch(tolower(argv[1][0]))
{
case 's': send_message(msgqueue_id, (struct mymsgbuf *)&gbuf,
atol(argv[2]), argv[3]);
break;
case 'r': read_message(msgqueue_id, &gbuf, atol(argv[2]));
break;
case 'd": remove_queue(msgqueue_id);
break;
case 'm': change_queue_mode(msgqueue_id, argv[2]);
break;
default: usage();
}
return(0);

void send_message(int gid, struct mymsgbuf *gbuf, long type, char *text)

{

}

/* Send a message to the queue */
printf("Sending a message ...\n");
gbuf->mtype = type;
strepy(gbuf->mtext, text);
if((msgsnd(qid, (struct msgbuf *)gbuf,
strlen(gbuf->mtext)+1, 0)) ==-1)

perror("msgsnd");
exit(1);

void read_message(int gid, struct mymsgbuf *qbuf, long type)

{

}

/* Read a message from the queue */

printf("Reading a message ...\n");

gbuf->mtype = type;

msgrev(qid, (struct msgbuf *)gbuf, MAX_SEND_SIZE, type, 0);
printf("Type: %Id Text: %s\n", gbuf->mtype, gbuf->mtext);

void remove_queue(int qgid)

{

}

/* Remove the queue */
msgctl(gid, IPC_RMID, 0);

void change_queue_mode(int gid, char *mode)
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}

struct msqid_ds myqueue_ds;

/* Get current info */

msgctl(qid, IPC_STAT, &myqueue_ds);

/* Convert and load the mode */

sscanf(mode, "%ho", &myqueue_ds.msg_perm.mode);
/* Update the mode */

msgctl(gid, IPC_SET, &myqueue_ds);

void usage(void)

{

195

195.1

fprintf(stderr, "msgtool - A utility for tinkering with msg queues\n");
fprintf(stderr, "\nUSAGE: msgtool (s)end <type> <messagetext>\n");

fprintf(stderr, " (necv <type>\n");
fprintf(stderr, " (d)elete\n");
fprintf(stderr, " (m)ode <octal mode>\n");
exit(1);
semid_ds
semid_ds linux/sem.h

/* One semid data structure for each set of semaphores in the system. */
struct semid_ds {

struct ipc_perm sem_perm; [* permissions .. see ipc.h */
time_t sem_otime; /* last semop time */

time_t sem_ctime; /* last change time */

struct sem  *sem_base; [* ptr to first semaphore in array */

struct wait_queue *eventn;
struct wait_queue *eventz;

struct sem_undo *undo; /* undo requests on this array */
ushort sem_nsems; /* no. of semaphores in array */
h
sem_perm linux/ipc.h ipc_perm
sem_otime semop()
sem_ctime
sem_base

sem_undo
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sem_nsems
2. sem
semid_ds
sem linux/sem.h

/* One semaphore structure for each semaphore in the system. */
struct sem {

short sempid; /* pid of last operation */
ushort semval; * current value */
ushort semncnt; /* num procs awaiting increase in semval */
ushort semzcnt; /* num procs awaiting semval = 0 */
3
sem_pid PID ID
sem_semval
sem_semncnt
sem_semzcnt
19.5.2 semget()
semget()
semget();
int semget ( key_t key, int nsems, int semflg );
IPC
-1 ermo=EACCESS ( )
EEXIST ( )
EIDRM ( )
ENOENT ( IPC_CREAT )
ENOMEM ( )
ENOSPC ( )
semget() ftok()
semflg
IPC_CREAT
IPC_EXCL IPC_CREAT

IPC_CREAT semget()
IPC_EXCL IPC_CREAT
-1 IPC_EXCL

nsems

linux/sem.h
#define SEMMSL 32  /* <=512 max num of semaphores per id */

int open_semaphore_set( key_t keyval, int numsems )

{
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int  sid;

if (! numsems)
return(-1);

if((sid = semget( mykey, numsems, IPC_CREAT | 0660 )) == -1)

{
return(-1);
}
return(sid);
}
19.5.3 semop()
semop();
int semop ( int semid, struct sembuf * sops, unsigned nsops);
0
-1 errno = E2BIG (nsops )
EACCESS ( )
EAGAIN ( IPC_NOWAIT
EFAULT (sops )
EIDRM (
EINTR ( )
EINVAL ( semid
ENOMEM ( SEM_UNDO,
)
ERANGE ( )
sops sembuf linux/sem.h
/* semop system call takes an array of these */
struct sembuf {
ushort sem_num; /* semaphore index in array */
short sem_op; /* semaphore operation */
short sem_flg; [* operation flags */
h
sem_num
sem_op
sem_flg
sem_op
IPC_NOWAIT
sem_op

semop O sleep()
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19.5.4 semctl()

semctl();
int semctl (int semid, int semnum, int cmd, union semun arg );

-1 ernmo= EACCESS ( )
EFAULT (arg )
EIDRM ( )
EINVAL ( semid )
EPERM (EUID cmd )
ERANGE ( )
semctl msgctl
IPC
cmd
msgctl
semctl()
cmd
IPC_STAT semid_ds semun buf
IPC_SET semid_ds ipc_perm semun buf
IPC_RMID
GETALL
GETNCNT
GETPID semop PID
GETVAL
GETZCNT
SETALL
SETVAL
arg semun semun linux/sem.h

[* arg for semctl system calls. */
union semun {

int val; /* value for SETVAL */
struct semid_ds *buf; /* buffer for IPC_STAT & IPC_SET */
ushort *array; /* array for GETALL & SETALL */
struct seminfo *__buf; /* buffer for IPC_INFO */
void *__pad;
h
val SETVAL

buf  IPC_STAT/IPC_SET
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array GETALL/SETALL
GETVAL
int get_sem_val( int sid, int semnum )
{
return( semctl(sid, semnum, GETVAL, 0));
}

#define MAX_PRINTERS 5

printer_usage()

{

int x;

for(x=0; x<MAX_PRINTERS; x++)
printf("Printer %d: %d\n\r", x, get_sem_val( sid, x));

void init_semaphore( int sid, int semnum, int initval)

{

union semun semopts;

semopts.val = initval;
semctl( sid, semnum, SETVAL, semopts);

semctl

19.5.5 semtool

semtool shell
1)
semtool ¢ (humber of semaphores in set)
2)
semtool | (semaphore number to lock)
3)
semtool u (semaphore number to unlock)
4)
semtool m (mode)
5)

semtool d

semtool ¢ 5
semtool |
semtool u
semtool m 660
semtool d
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#include <stdio.h>
#include <ctype.h>
#include <stdlib.h>
#include <sys/types.h>
#include <sys/ipc.h>
#include <sys/sem.h>
#define SEM_RESOURCE_MAX 1 /* Initial value of all semaphores */
void opensem(int *sid, key_t key);

void createsem(int *sid, key_t key, int members);
void locksem(int sid, int membery);

void unlocksem(int sid, int member);

void removesem(int sid);

unsigned short get_member_count(int sid);

int getval(int sid, int member);

void dispval(int sid, int member);

void changemode(int sid, char *mode);

void usage(void);

int main(int argc, char *argvf[])

{

key_t key;
int semset_id,;
if(argc == 1)

usage();

[* Create unique key via call to ftok() */
key = ftok(".", 's");
switch(tolower(argv[1][0]))

case 'c": if(argc != 3)
usage();
createsem(&semset_id, key, atoi(argv[2]));
break;
case 'I'if(argc != 3)
usage();
opensem(&semset_id, key);
locksem(semset_id, atoi(argv[2]));
break;
case 'u" if(argc != 3)
usage();
opensem(&semset_id, key);
unlocksem(semset_id, atoi(argv[2]));
break;
case 'd": opensem(&semset_id, key);
removesem(semset_id);
break;
case 'm'": opensem(&semset_id, key);
changemode(semset_id, argv[2]);
break;
default: usage();
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return(0);

void opensem(int *sid, key_t key)

{

}

/* Open the semaphore set - do not create! */

if((*sid = semget(key, 0, 0666)) == -1)

{
printf("Semaphore set does not exist!\n");
exit(1);

void createsem(int *sid, key_t key, int members)

{

}

int cntr;
union semun semopts;
if(members > SEMMSL) {
printf("Sorry, max number of semaphores in a set is %d\n",

SEMMSL);
exit(1);
}
printf("Attempting to create new semaphore set with %d members\n®,
members);
if((*sid = semget(key, members, IPC_CREAT|IPC_EXCL|0666))
==-1)
{
fprintf(stderr, "Semaphore set already exists!\n");
exit(1);
}

semopts.val = SEM_RESOURCE_MAX;
/* Initialize all members (could be done with SETALL) */
for(cntr=0; cntr<members; cntr++)

semctl(*sid, cntr, SETVAL, semopts);

void locksem(int sid, int member)

{

struct sembuf sem_lock={ 0, -1, IPC_NOWAIT},

if member<0 || member>(get_member_count(sid)-1))

{
fprintf(stderr, "semaphore member %d out of range\n”, member);
return;

}

* Attempt to lock the semaphore set */

if('getval(sid, member))

{
fprintf(stderr, "Semaphore resources exhausted (no lock)!\n");
exit(1);

}

sem_lock.sem_num = member;

if((semop(sid, &sem_lock, 1)) == -1)
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}

{
fprintf(stderr, "Lock failed\n");
exit(1);

}

else

printf("Semaphore resources decremented by one (locked)\n");
dispval(sid, member);

void unlocksem(int sid, int member)

{

}

struct sembuf sem_unlock={ member, 1, IPC_NOWAIT};
int semval;
if( member<0 || member>(get_member_count(sid)-1))
{
fprintf(stderr, "semaphore member %d out of range\n", member);
return;
}
/* Is the semaphore set locked? */
semval = getval(sid, member);
if(semval == SEM_RESOURCE_MAX) {
fprintf(stderr, "Semaphore not locked!\n");
exit(1);
}
sem_unlock.sem_num = member;
/* Attempt to lock the semaphore set */
if((semop(sid, &sem_unlock, 1)) == -1)

{
fprintf(stderr, "Unlock failed\n");
exit(1);

}

else

printf("Semaphore resources incremented by one (unlocked)\n");
dispval(sid, member);

void removesem(int sid)

{

}

semctl(sid, 0, IPC_RMID, 0);
printf("Semaphore removed\n®);

unsigned short get_member_count(int sid)

{

}

union semun semopts;

struct semid_ds mysemds;

semopts.buf = &mysemds;

/* Return number of members in the semaphore set */
return(semopts.buf->sem_nsems);

int getval(int sid, int member)

{

int semval;
semval = semctl(sid, member, GETVAL, 0);
return(semval);
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}
void changemode(int sid, char *mode)
{
int rc;
union semun semopts;
struct semid_ds mysemds;
/* Get current values for internal data structure */
semopts.buf = &mysemds;
rc = semctl(sid, 0, IPC_STAT, semopts);
if (rc ==-1) {
perror("semctl");
exit(1);
}
printf("Old permissions were %o\n", semopts.buf->sem_perm.mode);
/* Change the permissions on the semaphore */
sscanf(mode, "%ho", &semopts.buf->sem_perm.mode);
/* Update the internal data structure */
semctl(sid, 0, IPC_SET, semopts);
printf("Updated...\n");
}
void dispval(int sid, int member)
{
int semval;
semval = semctl(sid, member, GETVAL, 0);
printf("semval for member %d is %d\n", member, semval);
}
void usage(void)
{
fprintf(stderr, "semtool - A utility for tinkering with semaphores\n");
fprintf(stderr, "\nUSAGE: semtool4 (c)reate <semcount>\n");
fprintf(stderr, " (Dock <sem #>\n");
fprintf(stderr, " (u)nlock <sem #>\n");
fprintf(stderr, " (d)elete\n");
fprintf(stderr, " (m)ode <mode>\n");
exit(1);
}
19.6
19.6.1
IPC
19.6.2 shmid_ds
shmid_ds
linux/shm.h

/* One shmid data structure for each shared memory segment in the system. */
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struct shmid_ds {
struct ipc_perm shm_perm;
int  shm_segsz;
time_t shm_atime;
time_t shm_dtime;
time_t shm_ctime;
unsigned short shm_cpid;
unsigned short shm_lpid;
short shm_nattch;

unsigned short shm_npages;
unsigned long *shm_pages;
struct vm_area_struct *attaches;

/* operation perms */

/* size of segment (bytes) */
[* last attach time */

[* last detach time */

/* last change time */

[* pid of creator */

/* pid of last operator */

/* no. of current attaches */

/* the following are private */
/* size of segment (pages) */

[* array of ptrs to frames -> SHMMAX */
[* descriptors for attaches */

5

shm_perm ipc_perm

shm_segsz

shm_atime

shm_dtime

shm_ctime

shm_cpid PID

shm_Ipid PID

shm_nattch

19.6.3 shmget()
shmget();
int shmget ( key_t key, int size, int shmflg);
-1 erno= EINVAL ( )
EEXIST ( )
EIDRM ( )
ENOENT ( )
EACCES ( )
ENOMEM ( )
shmget() ftok()
shmflg
IPC_CREAT
IPC_EXCL IPC_CREAT
IPC_CREAT shmget()
IPC_EXCL |IPC_CREAT

-1 IPC_EXCL
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int open_segment( key_t keyval, int segsize )

{
int  shmid;
if((shmid = shmget( keyval, segsize, IPC_CREAT | 0660 )) == -1)
{
return(-1);
}
return(shmid);
}
IPC
19.6.4 shmat()

shmat();
int shmat ( int shmid, char * shmaddr, int shmflg);

-1 errno= EINVAL (
ENOMEM (
EACCES (
addr 0
IPC
char *attach_segment( int shmid )
{
return(shmat(shmid, 0, 0));
}
19.6.5 shmctl()
shmctl();
int shmctl (int shmqid, int cmd, struct shmid_ds * buf );
0
-1 errno= EACCES(
EFAULT (buf
IPC_STAT)
EIDRM ( )

EINVAL (shmgid )
EPERM (  IPC_SET

IPC ID

)

IPC_STAT)

IPC_RMID

IPC_SET
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IPC_STAT
shmid_ds buf
IPC_SET
shmid_ds ipc_perm buf
IPC_RMID
IPC_RMID
shmdt
19.6.6 shmdt()
shmdt();
int shmdt ( char *shmaddr );
-1 errno = EINVAL ( )
shmid_ds shm_nattch
1 0
19.6.7 shmtool
System V IPC shmtool shell
1
shmtool w "text"
2)
shmtool r
3
shmtool m (mode)
4)
shmtool d

shmtool w test

shmtool w "This is a test"
shmtool r

shmtool d

shmtool m 660

#include <stdio.h>
#include <sys/types.h>
#include <sys/ipc.h>
#include <sys/shm.h>

#define SEGSIZE 100
main(int argc, char *argv[])
{ key_t key;

int shmid, cntr;
char *segptr;
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if(argc == 1)
usage(); /* Create unique key via call to ftok() */
key = ftok(".", 'S");

/* Open the shared memory segment - create if necessary */
if((shmid = shmget(key, SEGSIZE, IPC_CREAT|IPC_EXCL|0666)) == -1)

{
printf("Shared memory segment exists - opening as client\n®);
/* Segment probably already exists - try as a client */
if((shmid = shmget(key, SEGSIZE, 0)) == -1)
{
perror("shmget");
exit(1);
}
}
else
{
printf("Creating new shared memory segment\n");
}

/* Attach (map) the shared memory segment into the current process */
if((segptr = shmat(shmid, 0, 0)) == -1)

{
perror(*shmat”);
exit(1);
}
switch(tolower(argv[1][0]))
{
case 'w': writeshm(shmid, segptr, argv[2]);
break;
case 'r': readshm(shmid, segptr);
break;
case 'd": removeshm(shmid);
break;
case 'm": changemode(shmid, argv[2]);
break;
default: usage();
}
}
writeshm(int shmid, char *segptr, char *text)
{
strcpy(segptr, text);
printf("Done...\n");
}
readshm(int shmid, char *segptr)
{
printf("segptr: %s\n", segptr);
}
removeshm(int shmid)
{

shmctl(shmid, IPC_RMID, 0);
printf("Shared memory segment marked for deletion\n");
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changemode(int shmid, char *mode)

{ struct shmid_ds myshmds;
/* Get current values for internal data structure */
shmctl(shmid, IPC_STAT, &myshmds); [* Display old permissions */
printf("Old permissions were: %o0\n", myshmds.shm_perm.mode);
/* Convert and load the mode */
sscanf(mode, "%0", &myshmds.shm_perm.mode); [* Update the mode */
shmctl(shmid, IPC_SET, &myshmds);
printf("New permissions are : %0\n", myshmds.shm_perm.mode);
}
usage()
{

fprintf(stderr, "shmtool - A utility for tinkering with shared memory\n");
fprintf(stderr, "\nUSAGE: shmtool (w)rite <text>\n");

fprintf(stderr, " (nead\n);

fprintf(stderr, " (d)elete\n");

fprintf(stderr, " (m)ode change <octal mode>\n");
exit(1);
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20.1
UNIX
Mach UNIX
Mach
Mach
UNIX Mach
CPU
Mach
20.2
pthread create
pthread_t a_thread;
pthread_attr_t a_thread_attribute;
void thread_function(void *argument);
char *some_argument;

pthread_create( &a_thread, a_thread_attribute, (void *)&thread_function,
(void *) &some_argument);

UNIX fork
pthread create

“ Hello World”

void print_message_function( void *ptr );

UNIX
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main()

{
pthread_t threadl, thread2;
char *messagel = "Hello";
char *message2 = "World";

pthread_create( &threadl, pthread_attr_default,
(void*)&print_message_function, (void*) messagel);

pthread_create(&thread2, pthread_attr_default,
(void*)&print_message_function, (void*) message2);

exit(0);
}

void print_message_function( void *ptr )
{

char *message;

message = (char *) ptr;

printf("%s ", message);

}
pthread create “ Hello”
“ World” “ Hello”
print_message function “ Hello”
“ Hello”
“ World”
“ World Hello” “ Hello World’ exit
exit
exit
( ) exit
pthread_exit

void print_message_function( void *ptr );

main()

{
pthread_t threadl, thread2;
char *messagel = "Hello” ;
char *message2 = "World";

pthread_create( &threadl, pthread_attr_default,

(void *) &print_message_function, (void *) messagel);
sleep(10);
pthread_create(&thread2, pthread_attr_default,

(void *) &print_message_function, (void *) message?2);
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sleep(10);
exit(0);
}

void print_message_function( void *ptr )
{
char *message;
message = (char *) ptr;
printf("%s", message);
pthread_exit(0);
}

sleep exit sleep
pthread delay np 2
struct timespec delay;
delay.tv_sec = 2;
delay.tv_nsec = 0;
pthread_delay_np( &delay );
20.3
POSIX mutex mutex
/ mutex

void reader_function(void);
void writer_function(void);

char buffer;

int buffer_has_item = 0;
pthread_mutex_t mutex;
struct timespec delay;

main()

{

pthread_t reader;

delay.tv_sec = 2;
delay.tv_nsec = 0;

pthread_mutex_init(&mutex, pthread_mutexattr_default);

pthread_create( &reader, pthread_attr_default, (void*)&reader_function,
NULL);

writer_function();

}
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void writer_function(void)
{
while(1)
{
pthread_mutex_lock( &mutex );
if ( buffer_has_item ==0)
{
buffer = make_new_item();
buffer_has_item = 1;
}
pthread_mutex_unlock( &mutex );
pthread_delay_np( &delay );

void reader_function(void)

{
while(1)

{

pthread_mutex_lock( &mutex );
if ( buffer_has_item == 1)
{

consume_item( buffer);
buffer_has_item = 0;

}

pthread_mutex_unlock( &mutex );
pthread_delay_np( &delay );

mutex
mutex
mutex

20.4

/

semaphore_down semaphore init semaphore_destroy

void reader_function(void);
void writer_function(void);

char buffer;
Semaphore writers_turn;

Semaphore readers_turn;

main()

mutex
POSIX

semaphore_up
semaphore_decrement
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pthread_t reader;

semaphore_init( &readers_turn);
semaphore_init( &writers_turn );

[* writer must go first */
semaphore_down( &readers_turn );

pthread_create( &reader, pthread_attr_default,
(void *)&reader_function, NULL);
writer_function();

}

void writer_function(void)
{
while(1)
{
semaphore_down( &writers_turn );
buffer = make_new_item();
semaphore_up( &readers_turn );

void reader_function(void)
{
while(1)
{
semaphore_down( &readers_turn );
consume_item( buffer );
semaphore_up( &writers_turn );

“ Hello world”

void print_message_function( void *ptr );

Semaphore child_counter;
Semaphore worlds_turn;

main()

{
pthread_t thread1l, thread2;

char *messagel = "Hello";
char *message2 = "World";

semaphore_init( &child_counter );
semaphore_init( &worlds_turn );

semaphore_down( &worlds_turn ); /* world goes second */
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semaphore_decrement( &child_counter ); /* value now 0 */
semaphore_decrement( &child_counter ); /* value now -1 */

/*

* child_counter now must be up-ed 2 times for a thread blocked on it
* to be released

*

*/

pthread_create( &threadl, pthread_attr_default,
(void *) &print_message_function, (void *) messagel);

semaphore_down( &worlds_turn );

pthread_create(&thread2, pthread_attr_default,
(void *) &print_message_function, (void *) message2);

semaphore_down( &child_counter );

/* not really necessary to destroy since we are exiting anyway */
semaphore_destroy ( &child_counter );

semaphore_destroy ( &worlds_turn );

exit(0);

void print_message_function( void *ptr )
{
char *message;
message = (char *) ptr;
printf("%s ", message);
fflush(stdout);
semaphore_up( &worlds_turn );
semaphore_up( &child_counter );
pthread_exit(0);

child_counter printf
semaphore_up( &child_counter )

20.5

20.5.1 Semaphore.h

#ifndef SEMAPHORES
#define SEMAPHORES

#include
#include

typedef struct Semaphore
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{

int v;

pthread_mutex_t mutex;

pthread_cond_t cond;
}
int semaphore_down (Semaphore * s);
int semaphore_decrement (Semaphore * s);
int semaphore_up (Semaphore * s);
void semaphore_destroy (Semaphore * s);
void semaphore_init (Semaphore * s);
int semaphore_value (Semaphore * s);
int tw_pthread_cond_signal (pthread_cond_t * c);
int tw_pthread_cond_wait (pthread_cond_t * ¢, pthread_mutex_t * m);
int tw_pthread_mutex_unlock (pthread_mutex_t * m);
int tw_pthread_mutex_lock (pthread_mutex_t * m);
void do_error (char *msg);
#endif

20.5.2 Semaphore.c

#include "semaphore.h"

/*
* function must be called prior to semaphore use.

*

*/
void
semaphore_init (Semaphore * s)
{
S->v =1;

if (pthread_mutex_init (&(s->mutex), pthread_mutexattr_default) == -1)
do_error ("Error setting up semaphore mutex");

if (pthread_cond_init (&(s->cond), pthread_condattr_default) == -1)
do_error ("Error setting up semaphore condition signal");

/*
* function should be called when there is no longer a need for
* the semaphore.
*
*/
void
semaphore_destroy (Semaphore * s)
{
if (pthread_mutex_destroy (&(s->mutex)) == -1)
do_error ("Error destroying semaphore mutex");
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if (pthread_cond_destroy (&(s->cond)) == -1)
do_error ("Error destroying semaphore condition signal”);

/*
* function increments the semaphore and signals any threads that
* are blocked waiting a change in the semaphore.

*

*/
int
semaphore_up (Semaphore * s)
{
int value_after_op;

tw_pthread_mutex_lock (&(s->mutex));

(s->V)++;
value_after_op = s->v;

tw_pthread_mutex_unlock (&(s->mutex));
tw_pthread_cond_signal (&(s->cond));

return (value_after_op);

/*
* function decrements the semaphore and blocks if the semaphore is
* <= 0 until another thread signals a change.

*

*
int
semaphore_down (Semaphore * s)
{
int value_after_op;

tw_pthread_mutex_lock (&(s->mutex));
while (s->v <= 0)

{

tw_pthread_cond_wait (&(s->cond), &(s->mutex));

}

(s->V)-;
value_after_op = s->v;

tw_pthread_mutex_unlock (&(s->mutex));

return (value_after_op);

/*
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* function does NOT block but simply decrements the semaphore.
* should not be used instead of down -- only for programs where
* multiple threads must up on a semaphore before another thread
* can go down, i.e., allows programmer to set the semaphore to

* a negative value prior to using it for synchronization.

*

*/

int

semaphore_decrement (Semaphore * s)

{

int value_after_op;

tw_pthread_mutex_lock (&(s->mutex));
S->V--;

value_after_op = s->v;
tw_pthread_mutex_unlock (&(s->mutex));

return (value_after_op);

/*
* function returns the value of the semaphore at the time the
* critical section is accessed. obviously the value is not guarenteed
* after the function unlocks the critical section. provided only
* for casual debugging, a better approach is for the programmar to
* protect one semaphore with another and then check its value.
* an alternative is to simply record the value returned by semaphore_up
* or semaphore_down.
*
*/
int
semaphore_value (Semaphore * s)
{
/* not for sync */
int value_after_op;

tw_pthread_mutex_lock (&(s->mutex));
value_after_op = s->v;

tw_pthread_mutex_unlock (&(s->mutex));

return (value_after_op);

I* *

/* The following functions replace standard library functions in that */
[* they exit on any error returned from the system calls. Saves us */

/* from having to check each and every call above. */
I* */

int
tw_pthread_mutex_unlock (pthread_mutex_t * m)
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int return_value;
if ((return_value = pthread_mutex_unlock (m)) == -1)
do_error ("pthread_mutex_unlock™);
return (return_value);
}
int
tw_pthread_mutex_lock (pthread_mutex_t * m)
{
int return_value;
if ((return_value = pthread_mutex_lock (m)) == -1)
do_error ("pthread_mutex_lock");
return (return_value);
}
int
tw_pthread_cond_wait (pthread_cond_t * ¢, pthread_mutex_t * m)
{
int return_value;
if ((return_value = pthread_cond_wait (c, m)) == -1)
do_error ("pthread_cond_wait");
return (return_value);
}
int
tw_pthread_cond_signal (pthread_cond_t * c)
{
int return_value;
if ((return_value = pthread_cond_signal (c)) == -1)
do_error ("pthread_cond_signal");
return (return_value);
}
/*
* function just prints an error message and exits
*
*/
void
do_error (char *msg)
{
perror (msg);
exit (1);
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telnet WWWwW 80
“ GET HTML TCP
UDP
21.3
UNIX
. (telnet ftp )
. (TCP UDP)
* Internet (IP )
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struct sockaddr
struct sockaddr {

unsigned short sa_family; /* address family, AF_xxx

int

char sa_data[14]; /* 14 bytes of protocol address */
h
sa_family “ AF_INET” sa data
sockaddr_in
struct sockaddr_in {
short int sin_family; /* Address family */
unsigned short int sin_port;  /* Port number */
struct in_addr sin_addr;  /* Internet address */
unsigned char sin_zero[8]; /* Same size as struct sockaddr */
h
sin_zero bzero()
memset() 0 sockaddr_in
sockaddr
215 IP IP
IP
inet_addr() “ 132.241.5.10" IP

ina.sin_addr.s_addr = inet_addr("132.241.5.10");
inet_addr() -1
inet_ntoa()
printf("%s",inet_ntoa(ina.sin_addr));
IP

21.5.1 socket()
socket()
#include <sys/types.h>

#include <sys/socket.h>

int socket(int domain, int type, int protocol);

domain “ AF_INET”
SOCK_DGRAM 0
socket()
21.5.2 bind()
connect()
bind()

#include <sys/types.h>

SOCK_STREAM
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#include <sys/socket.h>

int bind(int sockfd, struct sockaddr *my_addr, int addrlen);
sockfd socket()
sockaddr sockaddr
addrlen sizeof (struct sockaddr)

#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>

#define MYPORT 3490

main()

{

int sockfd;
struct sockaddr_in my_addr;

sockfd = socket(AF_INET, SOCK_STREAM, 0); /* do some error checking! */

my_addr.sin_family = AF_INET; /* host byte order */
my_addr.sin_port = htons(MYPORT); /* short, network byte order */
my_addr.sin_addr.s_addr = inet_addr("132.241.5.10");
bzero(&(my_addr.sin_zero), 8); /* zero the rest of the struct */

/* don't forget your error checking for bind(): */
bind(sockfd, (struct sockaddr *)&my_addr, sizeof(struct sockaddr));

bind() -1
connect()

21.5.3 connect()

connect()
#include <sys/types.h>
#include <sys/socket.h>

int connect(int sockfd, struct sockaddr *serv_addr, int addrlen);
socket()
serv_addr sockaddr IP

sizeof (struct sockaddr)
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>

#define DEST_IP "132.241.5.10"

my_addr
IP

connect()
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#define DEST_PORT 23

main()
{
int sockfd;
struct sockaddr_in dest_addr; /* will hold the destination addr */

sockfd = socket(AF_INET, SOCK_STREAM, 0); /* do some error checking! */

dest_addr.sin_family = AF_INET; /* host byte order */
dest_addr.sin_port = htons(DEST_PORT); /* short, network byte order */
dest_addr.sin_addr.s_addr = inet_addr(DEST_IP);
bzero(&(dest_addr.sin_zero), 8); /* zero the rest of the struct */

/* don't forget to error check the connect()! */
connect(sockfd, (struct sockaddr *)&dest_addr, sizeof(struct sockaddr));

connect() -1
21.5.4 listen()
listen() accept()
listen()
int listen(int sockfd, int backlog);
socket()
accept()
20 5 10
listen() -1
listen() bind()
socket();
bind();
listen();
/* accept() goes here */
21.5.5 accept()
accept() connect()
listen() accept() accept()

send() recv()
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#include <sys/socket.h>

int accept(int sockfd, void *addr, int *addrlen);
addr
sockaddr_in connect()
sizeof (struct sockaddr_in)
accept() -1
#include <string.h>

#include <sys/types.h>
#include <sys/socket.h>

#define MYPORT 3490 /* the port users will be connecting to */
#define BACKLOG 10 /* how many pending connections queue will hold */

main()

{
int sockfd, new_fd; /* listen on sock_fd, new connection on new_fd */
struct sockaddr_in my_addr; /* my address information */
struct sockaddr_in their_addr; /* connector's address information */
int sin_size;

sockfd = socket(AF_INET, SOCK_STREAM, 0); /* do some error checking! */

my_addr.sin_family = AF_INET; /* host byte order */
my_addr.sin_port = htons(MYPORT); [* short, network byte order */
my_addr.sin_addr.s_addr = INADDR_ANY; /* auto-fill with my IP */
bzero(&(my_addr.sin_zero), 8); [* zero the rest of the struct */

/* don't forget your error checking for these calls: */
bind(sockfd, (struct sockaddr *)&my_addr, sizeof(struct sockaddr));

listen(sockfd, BACKLOG);

sin_size = sizeof(struct sockaddr_in);
new_fd = accept(sockfd, &their_addr, &sin_size);

new_fd send() recv()
21.5.6 send() recv()
send()
int send(int sockfd, const void *msg, int len, int flags);
socket()

accept()
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char *msg = "Beej was here!";
int len, bytes_sent;

len = strlen(msg);
bytes_sent = send(sockfd, msg, len, 0);

send()

send() -1

recv() send()
int recv(int sockfd, void *buf, int len, unsigned int flags);

recv() -1

21.5.7 sendto() recvfrom()

int sendto(int sockfd, const void *msg, int len, unsigned int flags,
const struct sockaddr *to, int tolen);

send() to IP
sockaddr tolen sizeof (struct sockaddr)
sendto() -1

recvfrom() recv()
int recvfrom(int sockfd, void *buf, int len, unsigned int flags
struct sockaddr *from, int *fromlen);

from IP sockaddr
fromlen sizeof (struct sockaddr)
recvfrom() -1

21.5.8 close() shutdown()

close()

close(sockfd);

shutdown()

int shutdown(int sockfd, int how);

how
O——Further receives are disallowed
1——Further sends are disallowed
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2——Further sends and receives are disallowed (like close())

shutdown() 0 -1

21.5.9 getpeername()

#include <sys/socket.h>

int getpeername(int sockfd, struct sockaddr *addr, int *addrlen);
sockaddr sizeof(struct sockaddr)

inet_ntoa() gethostbyaddr()
21.5.10 gethostname()

gethostname() getpeername()
gethostbyname() IP

#include <unistd.h>

int gethostname(char *hostname, size_t size);

gethostname 0 -1
21.6 DNS
DNS “ Domain Name Service”
IP bind() connect() sendto()
gethostbyname()

#include <netdb.h>

struct hostent *gethostbyname(const char *name);
hostent hostent

struct hostent {

char *h_name;

char **h_aliases;

int  h_addrtype;

int  h_length;

char **h_addr_list;
I3
#define h_addr h_addr_list[0]
h_name —
h_aliases—
h_addrtype— AF_INET
h_length——
h_addr_list—
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h addr —h addr_list
gethostbyname() hostent
NULL

#include <stdio.h>

#include <stdlib.h>

#include <errno.h>

#include <netdb.h>

#include <sys/types.h>

#include <netinet/in.h>

int main(int argc, char *argv[])

{
struct hostent *h;
if (argc != 2) { /* error check the command line */
fprintf(stderr,"usage: getip address\n");
exit(1);
}
if ((h=gethostbyname(argv[1])) == NULL) { /* get the host info */
herror("gethostbyname");
exit(1);
}
printf("Host name : %s\n", h->h_name);
printf("IP Address : %s\n",inet_ntoa(*((struct in_addr *)h->h_addr)));
return O;
}
gethostbyname() perror()
herror()
21.7 /
/ telnet telnet
23 telnetd
telnet
/ SOCK_STREAM SOCK_DGRAM
telnet/telnetd ftp/ftpd  bootp/bootpd ftp
ftpd
fork()
accept() fork()
21.8
“ Hello, World!\n”

telnet
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$ telnet remotehostname 3490

remotehostname
#include <stdio.h>
#include <stdlib.h>
#include <errno.h>
#include <string.h>
#include <sys/types.h>
#include <netinet/in.h>
#include <sys/socket.h>
#include <sys/wait.h>

#define MYPORT 3490 /* the port users will be connecting to */

#define BACKLOG 10 /* how many pending connections queue will hold */

main()

{
int sockfd, new_fd; /* listen on sock_fd, new connection on new_fd */
struct sockaddr_in my_addr; /* my address information */
struct sockaddr_in their_addr; /* connector's address information */
int sin_size;

if (sockfd = socket(AF_INET, SOCK_STREAM, 0)) == -1) {
perror("socket");
exit(1);

my_addr.sin_family = AF_INET,; /* host byte order */
my_addr.sin_port = htons(MYPORT);  /* short, network byte order */
my_addr.sin_addr.s_addr = INADDR_ANY; /* auto-fill with my IP */
bzero(&(my_addr.sin_zero), 8); /* zero the rest of the struct */

if (bind(sockfd, (struct sockaddr *)&my_addr, sizeof(struct sockaddr)) \

perror("bind");
exit(1);

if (listen(sockfd, BACKLOG) == -1) {
perror(“listen");
exit(1);

while(1) { /* main accept() loop */
sin_size = sizeof(struct sockaddr_in);
if ((new_fd = accept(sockfd, (struct sockaddr *)&their_addr, \
&sin_size)) == -1) {
perror("accept");
continue;
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printf("server: got connection from %s\n", \
inet_ntoa(their_addr.sin_addr));

if (!fork()) { /* this is the child process */

if (send(new_fd, "Hello, world'\n", 14, 0) == -1)

perror("send");

close(new_fd);

exit(0);
}

close(new_fd); /* parent doesn't need this */

while(waitpid(-1,NULL,WNOHANG) > 0); /* clean up child processes */

21.9

3490

#include <stdio.h>
#include <stdlib.h>
#include <errno.h>
#include <string.h>
#include <netdb.h>
#include <sys/types.h>
#include <netinet/in.h>
#include <sys/socket.h>

#define PORT 3490 /* the port client will be connecting to */
#define MAXDATASIZE 100 /* max number of bytes we can get at once */

int main(int argc, char *argv[])
{
int sockfd, numbytes;
char buf[MAXDATASIZE];
struct hostent *he;
struct sockaddr_in their_addr; /* connector's address information */

if (argc 1= 2) {
fprintf(stderr,"usage: client hostname\n");
exit(1);

if ((he=gethostbyname(argv[1])) == NULL) { /* get the host info */
herror("gethostbyname");
exit(1);
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if ((sockfd = socket(AF_INET, SOCK_STREAM, 0)) == -1) {
perror(“socket");
exit(1);

their_addr.sin_family = AF_INET; /* host byte order */
their_addr.sin_port = htons(PORT); /* short, network byte order */
their_addr.sin_addr = *((struct in_addr *)he->h_addr);
bzero(&(their_addr.sin_zero), 8);  /* zero the rest of the struct */

if (connect(sockfd, (struct sockaddr *)&their_addr, \
sizeof(struct sockaddr)) == -1) {

perror(“connect");
exit(1);

if ((numbytes=recv(sockfd, buf, MAXDATASIZE, 0)) == -1) {
perror(“recv");
exit(1);

buf[numbytes] = "\0";

printf("Received: %s",buf);

close(sockfd);

return 0;
}
“ Connection refused”
21.10
listener 4950 talker 4950
listener.c

#include <stdio.h>
#include <stdlib.h>
#include <errno.h>
#include <string.h>
#include <sys/types.h>
#include <netinet/in.h>
#include <sys/socket.h>
#include <sys/wait.h>

#define MYPORT 4950 /* the port users will be sending to */

#define MAXBUFLEN 100



Linux

China=pubecom

main()
{
int sockfd;
struct sockaddr_in my_addr;

/* my address information */

struct sockaddr_in their_addr; /* connector's address information */

int addr_len, numbytes;
char buf MAXBUFLENJ;

if ((sockfd = socket(AF_INET, SOCK_DGRAM, 0)) == -1) {

perror("socket");
exit(1);

my_addr.sin_family = AF_INET,;
my_addr.sin_port = htons(MYPORT));

/* host byte order */
/* short, network byte order */

my_addr.sin_addr.s_addr = INADDR_ANY; /* auto-fill with my IP */

bzero(&(my_addr.sin_zero), 8);

/* zero the rest of the struct */

if (bind(sockfd, (struct sockaddr *)&my_addr, sizeof(struct sockaddr)) \

perror("bind");
exit(1);

addr_len = sizeof(struct sockaddr);
if ((numbytes=recvfrom(sockfd, buf, MAXBUFLEN, 0, \

(struct sockaddr *)&their_addr, &addr_len)) =

perror(“recvfrom”);
exit(1);

printf("got packet from %s\n",inet_ntoa(their_addr.sin_addr));

printf("packet is %d bytes long\n",numbytes);
buf[numbytes] = "\0';
printf("packet contains \"%s\"\n",buf);

close(sockfd);

talker.c
#include <stdio.h>
#include <stdlib.h>
#include <errno.h>
#include <string.h>
#include <sys/types.h>
#include <netinet/in.h>
#include <netdb.h>
#include <sys/socket.h>
#include <sys/wait.h>

#define MYPORT 4950 /* the port users will be sending to */

11
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int main(int argc, char *argv[])

{
int sockfd,;
struct sockaddr_in their_addr; /* connector's address information */
struct hostent *he;
int numbytes;
if (argc 1= 3) {
fprintf(stderr,"usage: talker hostname message\n“);
exit(1);
}
if ((he=gethostbyname(argv[1])) == NULL) { /* get the host info */
herror("gethostbyname");
exit(1);
}
if ((sockfd = socket(AF_INET, SOCK_DGRAM, 0)) == -1) {
perror(“socket");
exit(1);
}
their_addr.sin_family = AF_INET; /* host byte order */
their_addr.sin_port = htons(MYPORT); /* short, network byte order */
their_addr.sin_addr = *((struct in_addr *)he->h_addr);
bzero(&(their_addr.sin_zero), 8); /* zero the rest of the struct */
if ((numbytes=sendto(sockfd, argv[2], strlen(argv[2]), O, \
(struct sockaddr *)&their_addr, sizeof(struct sockaddr))) == -1) {
perror("sendto");
exit(1);
}
printf("sent %d bytes to %s\n",numbytes,inet_ntoa(their_addr.sin_addr));
close(sockfd);
return O;
}
listener talker
21.11
listener
recvform() recvform()

accept() recv* ()
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#include <unistd.h>
#include <fcntl.h>

sockfd = socket(AF_INET, SOCK_STREAM, 0);
fentl(sockfd, F_SETFL, O_NONBLOCK);

select()
select() I1/O0
accept()
recv()
select()

select()
#include <sys/time.h>
#include <sys/types.h>
#include <unistd.h>

int select(int numfds, fd_set *readfds, fd_set *writefds

fd_set *exceptfds, struct timeval *timeout);

readfds

sockfd readfds

select()

numfds
readfds
FD_ISSET()
FD_ZERO(fd_set * set)}—
FD_SET(int fd, fd_set *set)—
FD_CLR(int fd, fd_set *set)——
FD_ISSET(int fd, fd_set * set)}——
timeval
struct timeval {
int tv_sec;
int tv_usec;

fd
fd
fd

/* seconds */
/* microseconds */

tv_sec
000us
#include <sys/time.h>
#include <sys/types.h>
#include <unistd.h>

tv_usec
2.5s

fentl()
-1
CPU
recv() accept()
writefds  exceptfds
sockfd 0
1
1000
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#define STDIN O /* file descriptor for standard input */

main()

{

struct timeval tv;
fd_set readfds;

tv.tv_sec = 2;
tv.tv_usec = 500000;

FD_ZERO(&readfds);
FD_SET(STDIN, &readfds);

/* don't care about writefds and exceptfds: */
select(STDIN+1, &readfds, NULL, NULL, &tv);

if (FD_ISSET(STDIN, &readfds))
printf("A key was pressed!\n");
else
printf("Timed out.\n");
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22  Linux /O
Linux I/O C /0 IMA
22.1 C I/O0
22.1.1
/0 [usrfinclude/asm/io.h  (
linux/include/asm-i386/i0.h )
#include<asm/io.h>
gce eges
(gcec -01 ) #include <asm/io.h> #define extern
extern
gee -g -0 ( gce )
/0
/0
( 110 ) ioperm() (
unistd.h ) ioperm(from num turn_on)
from /O num 1/10
ioperm(0x300 5 1) 0x300  0Ox304 ( )
110 (true (1))
(false (0)) ioperm()
root ioperm() ; root
root ioperm() 1/0
root ioperm(... Q) 1/10
setuid() (ID) root
ioperm() /0 fork()
( )
ioperm() 0x000  Ox3ff ;
iopl() ( ) 3(
iopl(3)) /0 (
iopl() root
/0 8 )

inb(port)
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outb(value port) ( ) X X+1(
inw) (16 bit) inw(x);
outw(value x)
( ) inb() outb()
is
inb_p() outb_p() inw_p() outw_p()
( 19 ; 48
#include <asm/io.h> #define REALLY_SLOW_|O
#define SLOW_IO_BY_JUMPING )
0x80 ioperm() 0x80
( 0x80 )
22.1.2 : /dev/port
110 open() /dev/port(
1 4) () ( 10
) Iseek()
( 0= 0x00 1= 0x01 )
read()  write()
read/write /dev/port
ioperm() root /dev/port
root
root /dev/port
22.2 DMA
(IRQ) DMA
22.3
22.3.1
Linux
10ms ( )
110
nice ( nice(2) )
(real-time scheduling) ( )

Linux 2.x
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1 :sleep()  usleep()
sleep() (10 ms )
usleep() CPU
CPU
CPU 50ms(
) CPU Linux (scheduler) ( x86
) 10 30ms
usleep(3) 10 ms
2. nanosleep()
Linux 2.0.x nanosleep() (
nanosleep(2) ) ( )
3. 1/10
/10 0x80
( )
( ) {inout} [ow]_p()
0 Ox3ff 1/0 is
inb()
4
(
)
50 MHz (486DX-50 486DX2-50) 1/50 000 000 s (=20ns)
1386 1486
nop 3 1
xchg %ax  %ax 3 3
or %ax  %ax 2 1
mov %ax  %ax 2 1
add %ax 0 2 1
nop  xchg
gce nop
asm('instruction’)
; asm()
asm('nop ; nop ; nop ; nop') 4  nop i486  Pentium 4
(1386 12 )
gcc asm() Intel x86
1
5. Pentium rdtsc
Pentium C
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线条

hardware
线条

hardware
线条

hardware
线条

hardware
线条

hardware
线条

hardware
线条

hardware
线条

hardware
线条

hardware
线条
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extern __inline__ unsigned long long int rdtsc()

{

unsigned long long int Xx;

__asm___volatile (" 0x0f 0x31":"=A" (x));
return x;
}
22.3.2
1s time()
gettimeofday() ( CPU ) Pentium

(get a signal)
setitimer()  aarm()

22.4
C C++  ObjectiveC
C ioperm() iopl()
110
C
/0
C /dev/port
22.5 I/O0
110 (
) ( )
110 (LCD)
PC 1’0
225.1
( BASE) /dev/Ip0  Ox3bc /dev/lpl  0x378
/dev/lp2  0x278
IRQ DMA ECP/EPP
BASE+O ( ) (b0 D7 bit 0

7 0= OoV) 1= (5V))


hardware
线条

hardware
线条

hardware
线条

hardware
线条

hardware
线条

hardware
线条
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Linux

BASE+1 ( )
bits0 1
bit 2 IRQ
bit 3 ERROR (1= )
bit 4 SLCT (1= )
bit 5 PE (1= )
bit 6 ACK (1= )
bit 7 -BUSY (0= )
BASE+2 ( ) (

bit 0 -STROBE (0= )

bit 1 AUTO_FD_XT (1= )

bit 2 -INIT (0= )

bit 3 SLCT_IN (1= )

bit 4 1 IRQ ( ACK

bit 5 (0= 1= ) (
bit )
bits6 7
( 25 D i= o= )

lio— STROBE 2io—— DO 3io — D1 4io — D2 5i0—D3 6io—D4 7io—D5 8io——D6 9io
D7 10i— ACK 11i — BUSY 12i— PE 13i— SLCT 140 — AUTO_FD_XT 15i— ERROR 160
INIT 170—SLCT_IN 18— 25 Ground

225.2
0x200-0x207
( 15 D )
1 8 9 1545V ( )
4 5 12
2 7 10 14:BA1 BA2 BBl BB2
3 6 11 13AX AY BX BY *“ ”
+5V
( A B
) TTL
( )
V) 5V  1kw )
( 558
) 2.2k W

0.01 pF
X Y +5V (
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BX BY B )
(5V)
3.3V
( )
R=(t-24.2)/0.011
R Wt ()
(
) ( )
CPU
(
CPU ) ( )
usleep() CPU
0x201 (
) ( )
bit 0: AX (1= )
bit 1: AY (1= )
bit 2: BX (1= )
bit 3: BY (1= )
bit 4: BA1 ( 1= )
bit 5: BA2 ( 1= )
bit 6: BB1 ( 1= )
bit 7: BB2 ( 1= )
22.5.3
RS-232 Linux
(
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23.1
su
PS df du
fsck
(
23.2
/bin/su root
$
23.3
23.3.1 Linux
Linux Linux
1024

Linux
Linux

512

CUP

SCO XENIX
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Linux

Linux

256
266

13

Linux

XXX

23.3.2

Linux

/dev
acuo
console
dsknn
kmem
mem

Linux
i 64

13 10 10

266
12
256
12

Linux 16 842 762

i XXX

1/0 Linux

/dev/imem cat

Is/dev

cat

10 10

272 384

256 256

17 246 988 288

XXX

/dev
1/0
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mto
rdsknn
rmto

swap
syscon
ttynn
x25

23.3.3 /etc/mknod

23.34

Linux
Linux

Linux

chmod
mem kmem

Linux

swap

/0

1/0

/0

SUID

umask

write
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write
/dev 755
23.3.5 find
find
find / -print
find / -user bob -print
find /usr/bob -perm 666 -print [usr/bob
666 -666 666
find /usr/bob -type b -print /usr/bob
find / -user root -perm -4000 -exec Is-I {} \;
COMMAND
COMMAND \;
find
23.3.6 secure
SUID SGID SUID SGID
23.3.7 ncheck
mount
ncheck
SUID SGID

23.3.8

Linux

/etc/mount

write
Linux
bob
666
777
c
-exec COMMAND \;
COMMAND {} {} find
/etc/passwd /etc/group
i i
-S
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777!
-r
/etc/mount
/dev
SUID/SGID
find secure
umount
755
23.3.9
Linux

/usr/lib/crontab /Linux /etc/rc /etc/inittab

init swapper

letc/permlist
make
Linux
23.4 root
Linux
root
23.4.1
Linux SCO Linux/XENIX
Linux
root
23.4.2 init

Linux

SUID/SGID

/bin  Jusr/bin /usr/lbin /etc/passwd

SUID

“H# Linux

init
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Linux
Linux
2 init /etclinittab
init n n init
0 6 s
init ub 0 [etclinittab root
[etc/inittab
[ letclinittab
23.4.3
Linux gettys
/etclinittab 2
letc/brc  /etc/bcheckrc  /etc/rc* gettys
root
root
23.4.4 shutdown
shutdown shutdown “
gettys
shutdown root shutdown
root
23.4.5 V cron
cron Linux
lusr/lib/crontab
{usr/lib/crontab
cron
letc/rc killall cron
root lusr/lib/crontab
cron crontab
root
23.4.6 \Y/ 2 cron
V 2 cron crontab {usr/lib/crontab
/usr/spool/cron/crontabs crontab

Linux
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23
crontab /usr/lib/cron/cron.allow
crontab crontab
crontab lusr/lib/cron/cron.deny
crontab
cron.allow cron.deny
root crontab crontab
cron.deny cron.alow
cron crontab
root crontab
cron root
root crontab root
root
23.4.7 /etc/profile
root [etc/profile
root
23.5 /etc/passwd
/etc/passwd Linux
root
LOGNAME PASSWORD UID GID USERINFO HOME SHELL
UuiD GID
HOME
/bin/sh
23.5.1
/etc/passwd
steve xyDfcc
Trtl80x My 8 0 0 admin / /bin/sh
restrict pomJk109Jky4l 1 O O admin / /bin/sh
pat xmotTVoyumjls 0 0 admin / /bin/sh
steve 4 restrict 2 pat
passwd_esc

=0 /=1 0-9=2-11 A-Z=12-37 a-z=38-63
/etc/passwd
passwd
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passwd o
23.5.2 UID GID

letc/passwd  UID uiD
uiD ulD
UID root bin uucp
/etc/passwd

23.6 /etc/group

/etc/group /etc/passwd
GID /etc/passwd
/etc/group

letc/passwd letc/group

/etc/group
newgrp

passwd Jusr/lib/makekey

. SGID
. SGID

/etc/passwd GID
group
GID uiD 5
5 GID

23.7

23.7.1

0 99 UID

uib

GID

uiD GID
GID

/etc/group

/etc/group GID
UuiD GID

/etc/passwd
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23

« /etc/passwd
. HOME
» /etc/group
/etc/passwd NOLOGIN
mkdir /etc/ptmp
GID uiD uiD
HOME fusr  /home
23.7.2
letc/passwd /etc/group
HOME
rm -r /usr/loginname
/usr/spool/cron/crontabs crontab
23.7.3
/etc/passwd
ulD GID
uiD GID UuiD GID
uliD GID uiD GID
find
find.-user olduid -exec chown newuid {} \;
find. -group oldgid -exec chgrp newgid {} \;
Jusr/mail/user /usr/spool/cron/crontabs/user
SUID/SGID
SUID/SGID cpio tar
SUID/SGID
SUID/SGID
su root
23.8
find secure SUID/SGID
UID/GID
23.8.1
Linux
uiD
CPU root
acctcom
Jusr/adm/pacct* Jusr/adm/pacct Jusr/fadm/pacctn
n acctcom
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acctcom /usr/adm/pacct? /usr/adm/pacct acctcom
root su root
init init getty login cron root SUID
root CPU
23.8.2
1) du
2) df
3) ps CPU
CPU
4) who
5) su su Jusr/adm/sulog
su root root
6) login login login
login login
23.8.3
find 256
200
SUID find
ncheck find
.profile su
su .profile
e Linux /usr/adm/acct/sum/login
loginlog

* [etc/passwd
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. /etc/wtmp
/usr/adm/sulog login su
23.8.4
root
SUID SGID
. Linux
e /bin /usr/bin Jetc [usr/lib
B sum /bin
sum
PATH
. perms permlist
. Linux /Linux
SUID

Linux sum
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Linux
sum
23.9
23.9.1
. cd
. PATH SHELL
° " /”
. > >>
. exec
.profile
Break Delete
.profile
\Y, Vv 2
env cp In
23.9.2 chroot
chroot
cd
root
bin /bin
passwd Is-I
NOLOGIN
“ ” utmp who
[etc/profile
/dev /dev who
\% Linux login chroot
* login chroot
exec login login
chroot root
root SUID root
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SUID
chroot
/bin

/tmp /etc/termcap /dev/swap /dev/mem

/usr/lib/terminfo  /dev/kmem /dev tty /Linux
23.10
Linux Linux
. Linux
. mount
SUID
SUID/SGID/
Linux
root Linux
. Linux

23.11
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PBX

23.12

Linux
letc/profile PATH

022/026
umask
" ” grep
Umask n ”

SUID/SGID

. SUID SUID

SUID
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lock secure pwexp
[etc/profile
umask

23.13

23.13.1

root
root
root Linux

root ps su
root “ ”

. root su
. PATH
su root PATH PATH

. /bin/su su su su argv[0]
o /bin/su

. root root

w g

. root login login

root root
root
. root
. su su /usr/adm/sulog 600

. root !
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/etc/passwd
su
. login
. su

* Secure perms

SUID
ID/ SUID/SGID
SUID/SGID
Linux root
passwd passwd
spell /etc/passwd
spell
passwd
CPU
uucp
login root
root su
makefile
SUID SGID
ID SUID SGID
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Linux

, ulD GID
GID

C
root

24.1
24.1.1 1/0

* creat

creat “ [usr/pat/read_write” 0666 /[*

umask

o fstat
stat
* open
C

* read
open

* write
open

24.1.2

1. exec

execl execv execle execve

Linux

0666
creat

read

execvp

uib

C root

*/

uib GID

O 1&0

O_CREAT
umask
1/0
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. UulD GID exec SUID SGID
. exec SUID SGID ulD GID
. exec fentl
exec
2. fork
fork
. UulD GID
3. signa
signal.h
SIG_IGN SIG_DFL
BREAK DELETE
Linux
24.1.3
1.access
0
1
2
3
4
5
6
chmod ulD
GID UulD GID
0: -1
2. chmod
3. chown

uliD GID chown
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SUID
4. stat

st_mode:
st_ino:
st_dev:
st_rdev:
st_nlink:
st_uid:
st_gid:
st_size:
st_atime:
st_mtime:
st_ctime
10
5. umask

2414 UID GID

1 getuid
2 getgid

3 geteuid
4 getegid
5 setuid

ulD ulD
6 setgid

24.2 C

24.2.1 I/0

1. fopen

ﬁ“"““m

SUID SGID
chown
ID
ID
ulD
GID
1
ulD
GID
ulD
GID
SUID
SUID
ulD
ulD SUID
SUID
GID

open
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Linux
2. fread getc fgetc gets scanf fscanf
fopen
read
3. fwrite put fputc puts fputs printf fprintf
fopen
write
4. getpass
8
/devitty
5. popen
24.2.2 [etc/passwd
/etc/passwd
1. getpwuid
/etc/passwd uiD
2. getpwnam
/etc/passwd passwd
{usr/include/pwd.h
struct passwd {
char * pw_name; /* */
char * pw_passwd;/* */
uid_t pw_uid; /*UID */
gid_t pw_gid; /*GID*/
char * pw_age; /* */
char * pw_comment; /* */
char * pw_gecos;
char * pw_dir; /* */
char * pw_shell; /* */
h
3. getpwent setpwent endpwent
getpwent /etc/passwd
getpwent
setpwent endpwent
4. putpwent
/etc/passwd

/etc/passnnn nnn  PID
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24
. [etc/ptmp
[etc/ptmp letc/ptmp
o /etc/passwd [etc/ptmp
e /etc/passwd /etc/opasswd
. /etc/ptmp  /etc/passwd
. /etc/passnnn  /etc/ptmp
/etc
root
24.2.3 /etc/group
/etc/group include
l/usr/include/grp.h group getgrnam
getgrgid getgrent group
1. getgrnam
/etc/group
2. getgrgid
GID
3. getgrent
group
4. setgrent
group
5. endgrent
group
6. getuid
uiD
7. getpruid
getuid uiD uiD uiD
8. getlogin
STDIN STDOUT STDERR
/etc/utmp login who
9. cuserid
getlogin getlogin NULL getpwuid  getuid

10. logname
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Linux
11. whoam |
12.id
ulD GID uiD GID ulD GID
24.2.4
1977 1 NBS ADP
DES DES 64BITS 56
1. setkey encrypt
DES
64bits 0 1 setkey
DES 8 56 encrypt
64bits 0: 1
2. crypt
Linux lusr/lib/makekey
crypt crypt {usr/lib/makekey 8 2
salt setkey salt encrypt DES encrypt
25
24.2.5
1. system
/bin/sh
2. popen
system popen
fork exec popen pipe fork
exec
24.3 C
24.3.1
/
. system popen execlp execvp
SUID SGID

chmod

umask 077
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creat "/tmp/xxx",0
file=open "/tmp/xxx",0_RDWR
unlink  "/tmp/xxx"

tmp/xxx
tmp unlink
system popen execlp execvp
PATH SUID
system uliD ulD
execl execv execle execve SUID
PATH system popen
system "PATH=/bin:/usr/bin cd"
execlp execvp
system popen
. IFS
tab IFS / /bin/ed bin ed
. ulD ulD
uiD uiD
24.3.2 SUID/SGID
1 SUID/SGID
2 SGID SUID
3 exec exec system popen
. exec system popen setgid getgid GID
GID
. setgid system popen IFS:
popen “IFS=\t\n;export IFS;/bin/Is","r"
. PATH:
popen "IFS=\t\n;export IFS;PATH=/bin:/usr/bin;/bin/Is","r" ;
. system popen ;
. exec
SGID SGID SGID
SGID
4 SUID SGID 3

root SUID
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Linux
5
24.3.3 SUID/SGID
1 SUID/SGID
4755 2755 4111 2111
2 make/install
. make/install SUID/SGID
. SUID/SGID
. makefile SUID/SGID
24.4 root
ubD 0 root
root root SUID uiD
root fork root
1. setuid
root setuid setuid ulD
root ulD
ulD setuid
2. setgid
setgid setuid GID
. setuid setgid UiD GID
uibD GID
* setuid setgid UuiD GID
letc/passwd  /etc/group
. uiD setuid root
root
3. chown
root chown chown SUID / SGID
root chown chown SUID [/ SGID
4. chroot
chroot
/
5. mknod
creat mknod
root mknod
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24
FIFO root
mknod creat mknod
root mkdir SUID root
mknod /etc/mknod
mkdir mknod
6. unlink
root
unlink root unlink rmdir root
SGID
7. mount umount
root mount umount
mount
/ 0 1 umount






25 Linux

25.1 UUCP

UUCP

UUCP Linux
UUCP Linux

UUCP

25.1.1 UUCP

UUCP

uucp
uucp source_file destination_file

source_file
destination_file
systemlfilename system!directory
uucp
{usr/spool/uucppublic uucp
remote access to path / file denied

uucp

uucp

uucp names remote!~/john/names
uucp

system!file
uucp remotes!/usr/john/filel filel

uucppublic
uucp remotes!~/john/filel ~/pat/filel

25.1.2 uux

uux
mail uux
pr listing| uux - "remotel!lp -d pr1"
listing

uux
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UUCP

uucp cp

destination_file

uucp

~ /usr/spool/uucppublic/

“ ” uux

uux

remotel pri uux
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25 Linux

uux "yoursysluucp yoursys!/etc/passwd  outside!~/passwd

/etc/passwd outside

rmail mail uux rnews
netnews netnews Ip
25.1.3 uucico

uucp  Uux

uucico uucico
uucico cron
uucico /etc/passwd uucico
uucico

uucico

25.1.4 uuxqt
uucico uucico
uuxqt

remotel mail uux remotel remail
remail uux uucico

remotel uucico remotel remotel
uuxqt uux uux remail remotel
uucico cron 1 uucico uucico

uux remotel remotel
remotel remotel “ "

25.2 UUCP

UUCP [ uucp
/ uucp

UUCP uucico
uucp
uuxqt

25.2.1 USERFILE

uucico {usr/lib/uucp/USERFILE

login sys[c] path_name [path_name ]

login sys c call_back path_name
uucico USERFILE

login sys call_back C uucico
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Linux
Xyz Xyz
C uucico
path_name
. USERFILE uucico
. sys uucico USERFILE
nuucp /usr/spool/uucppublic nuucp cbuucp ¢
cbuucp Sys
uucico
. call_back
call_back

. USERFILE login uucico

uucico path_name

USERFILE pat /usr/pat pat /usr/pat
{usr/spool/uucppublic /tmp {usr/spool/uucppublic
/tmp uucico / [usr/spool/uucppublic
uucp yoursysl!/etc/passwd to-creep
25.2.2 L.cmds

uuxqt /usr/lib/uucp/L.cmds

uuxgt
rmail

netnews rnews Ip
cat uucp

uux "yoursys!uucp yoursys!/etc/passwd  outside!~/passwd

25.2.3 uucp
UuCP
nuucp uucp /etc/passwd
UuiD GID 5 uucp uucico SUID nuucp
uibD GID
25.2.4 uucp
Jusr/lib/uucp uucp uuxgt uucico

uucp L.cmds USERFILE uucp
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25 Linux
L.sys uucico
uucico L.sys uucp
400 600
uucp /usr/spool/uucp C.
/ D. C.
X. uuxqt
™. uucp
XQTDIR uuxqt X. LOGFILE uucp
uucp
uucp
25.3 HONEYDANBER UUCP
UUCP Linux Vv UUCP
HONEYDANBER UUCP AT&T HONEYDANBER UUCP UucCpP
1
. AT&T 801
. DATAKIT VCS UNET/ETHERNET 3COM/ETHERNET SYTEK TCP
BSD Linux
. LAN
*X.25 X.25
2 /usr/spool/uucp
3
*« USERFILE L.cmds Permissions
25.3.1 HONEYDANBER UUCP UUCP
HONEYDANBER UUCP lusr/lib/uucp/Systems UucCP
{usr/lib/uucp/L.sys HONEYDANBER UUCP /usr/spool/uucp/.log UUCP
Jusr/spool/uucp/logFILE  /usr/spool/uucp/.log uucico uucp  uux  uuxgt
Systems uucico
/usr/lib/uucp/remote.unknown UuUCP
{usr/spool/uucp/ Admin/Foreign
remote.unknown UUCP
C. D. X. TM. [usr/spool/uucp

HONEYDANBER UUCP USERFILE L.cmds
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{usr/lib/uucp/Permissions

rule=list option=yes|no option=list...

rule list rule option
option yes/no /
25.3.2
LOGNAME uucico
LOGNAME=nuucp
nuucp
. /usr/spool/uucppublic
* uucico uucico
Xyz
e uuxqtux
rmail rnews
. uucico
LOGNAME=nuucp xuucp yuucp
LOGNAME UucCpP
“ getlost”
LOGNAME HONEYDANBER UUCP
Permissions LOGNAME /etc/passwd
{usr/lib/uucp/uucico
WRITE
/usr/spool/uucppublic
LOGNAME=nuucp WRITE=/
2-4 UuUCP
LOGNAME=nnuucp WRITE=/usr /floppy
lusr  [floppy REQUEST=yes
LOGNAME=nuucp REQUEST=yes
{usr/spool/uucppublic 1 3 4
READ
LOGNAME=nuucp REQUEST=yes READ=/usr
Jusr WRITE
SENDFILES=yes uucico
LOGNAME=nuucp SENDFILES=yes
1 2 4 CALLBACK=yes call

back
CALLBACK=yes
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NOREAD NOWRITE READ WRITE NOREAD
READ READ

LOGNAME=nuucp REQUEST=yes READ=/ NOREAD=/etc

letc
NOWRITE WRITE
SENDFILE
uucico
LOGNAME=nuucp SENDFILES=yes
LOGNAME-=trusted SENDFILES=yes REQUEST=yes READ=/ WRITE=/
trusted nuucp
uucp trusted
uucp PUBDIR
PUBDIR uucico
{usr/spool/uucppublic
LOGNAME=nuucp SENDFILES=yes REQUEST=yes \
PUBDIR=/usr/spool/uucppublic/nuucp
LOGNAME-=trusted SENDFILES=yes REQUEST=yes READ=/ WRITE=/\
PUBDIR=/usr/spool/uucppublic/trusted
nuucp trusted
nuucp
nuucp MYNAME
LOGNAME=Xuucp MYNAME=IOnker
25.3.3 MACHINE
MACHINE MACHINE uucico
READ WRITE REQUEST NOREAD NOWRITE
PUBDIR LOGNAME CALLBACK SENDFILES MYNAME
LOGNAME
MACHINE
MACHINE=zuul gozur enigma WRITE=/ READ=/
zuul gozar enigma / /
/usr/spool/uucppublic
MACHINE OTHER
MACHINE COMMANDS uuxqt
MACHINE=zuul COMMANDS=rmail rnews Ip
zuul rmail rnews Ip uucico uuxqt
COMMANDS
PATH PATH uuxat /bin  /usr/bin COMMANDS

PATH
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Linux

MACHINE=zuul COMMANDS=umail /usr/local/bin/rnews Ip
HONEYDANBER UUCP UUCP uucp cat
Xyz"
zuul Ip
zuul Ip
CALLBACK=yes

LOGNAME VALIDATE
“ ? COMMANDS VALIDATE

VALIDATE LOGNAME LOGNAME
LOGNAME=trusted VALIDATE=zuul
MACHINE=COMMANDS=rmail rnews Ip

zuul uucico Permissions LOGNAM E=trusted
VALIDATE=zuul trusted uucico
zuul uucico zuul
trusted
VALIDATE

COMMANDS ALL
ALL! ALL
25.3.4 MACHINE LOGNAME

MACHINE LOGNAME

LOGNAME-=trusted MACHINE=zuul gozur VALIDATE=zuul gozur\
REQUEST=yes SENDFILES=yes \

READ=/ WRITE=/ PUBDIR=/usr/spool/trusted \

COMMANDS=rmail rnews Ip daps

25.3.5 uucheck

Permissions uucheck -v uucp
HONEYDANBER UUCP
Permissions

25.3.6

Linux

uucp
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/usr/mail/login

Forward to system !login

login system login
uucp
uucp
uucp Systems

. uucp

. Permissions
25.3.7

HONEYDANBER UUCP uucp login

grep
{usr/spool/uucp/.L og/uucico/system uucico /usr/spool/uucp/.L og/uuxqt/system
uuxqt uuxqt rmail
grep -v rmail /usr/spool/uucp/.Log/uuxqgt/*
grep -v REMOTE /usr/spool/uucp/.Log/uucico/* | grep "<"
HONEYDANBER UUCP UucCp
25.4
25.4.1
remote job entry RJE Linux
IBM job entry subsystems JES send
usend RJE send RJE JES
usend RJE Linux
send
JES JES
Linux JES “ " RJE

9600 JES usend
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usend -d system -u login file s

system IBM JES Linux login
file
RJE
. RJE HOME rje
rje
733 Is
RJE
UUCP /usr/uucppublic
* UUCP {usr/spool/uucppublic
uucppublic rje
. uucppublic
rje
* usend
* RJE RJE UucCP
RJE RJE
UUCP RJE UucCP
JES
25.4.2 NSC
network systems corporation NSC
NSC 5000 50MBIT/S NSC
Linux nusend NSC nusend usend
c nusend usend
-C
RJE NSC
NSC NSC
/usr/nsc/log NSC rmail

grep execute /usr/nsc/log/LOGFILE|grep -v rmail

25.5

2551
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100

255.2
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DES

DES
64
DES
n DESn n 1 64 DES
64
n 1 1 64
DES 64

DES

DES
25.5.3

. call back

Linux
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25.6 SUN OS
SUN Microsystem SUN OS Linux System V
Linux 4.3 Linux SUN 0S 4.0
Linux Linux
DES DES
SUN OS SUN OS
DES
25.6.1 NFS
NFS
. /etc/exports -Secure DES
/home
home -Secure access=engineering
engineering /home
. /etc/fastab -Secure
* SUN OS /etc/publickey
X nobody
chkey 1
newkey 8
. keyserv 8c /etc/rc.local
/etc/keystore
. yppasswd passwd
letc/passwd
/etc/passwd
. /etc/keystore /etc/.rootkey

login rlogin telnet

/etc/keystore
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25.6.2 NFS

SUN RPC
NFS
NFS
su
NFS

RPC RPC
pages SUN OS

SUN
J root

25.6.3

RPC
RPC
SUN OS
RPC

Linux DES

RPC

25.6.4 Linux

SUN Linux

NFS

Ch?a‘m-w&%

NFS
NFS
rlogin
NFS

NFS Yellow

RPC

credential  verify

RPC
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Linux
NFS
mount Internet hostname Linux
Internet
NFS ID
Linux Linux
Linux NFS MS-DOS VMS
Linux MS-DOS
DES
25.6.5 DES
DES
DES
RPC
DES
; CK CK
CK
DES
NFS 30
WIN+1
CK DES
/
A CK
ID CK
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25.6.6

SUN OS
SK

PK SK

Diffie-Hellman

PK SK

DES
publickey byname
Login

yppasswd
RPC

* setsecretkey  secretkey

login

* encrytsessionkey severname des_key

severname
des key

« decrytsessionkey clientname des key

root
client

25.6.7

Linux
uid

uido
DES

Linux

uid
client
client uid
uid ;
NFS

ID
PK
K K
K M
M
DES
SK
RPC
SK
RPC
setsecretkey client
DES
setuid root
setuid

Linux
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yellow page map netid.byname

uid SUN
SUN YP YP ARPA
ARPA
home
SUN SUN
YP
uid
25.6.8 DES
YP YP
NFS Linux NFS
handle
handle Linux NFS
su
* NFS
handle
IP
/etclexports
Linux
-Secure DES DES
25.6.9
su DES

login
Ssu
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Linux
/etc/passwd YP
su
login
su DES
DES
DES DES
25.6.10
SUN
M SUN3 192 1
2
DES NFS DES Linux
DES 64 RPC
SUN3 1 1.2
RPC 2 5 NFS
20 DES NFS 10% 25%
DES
DES DES
DES
25.6.11 setuid

DES
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Cc2 ; C2
/etc/ttytab console secure
SUN
setuid dave setuid
dave setuid
DES setuid root
setuid DES
25.6.12
SUN
DES
SUN
SUN
SUN "
DES
DES DES
Diff3-Hellman DES
RPC
DES

DES
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Linux
crypt
26.1
Linux /etc/passwd
/etc/shadow /etc/passwd
GID Linux
passwd /etc/passwd
6
8
6

26.2

-rwxrwxrwx 1 pat cs440 70 Jul 28 21 12 zombin

rwx
rwx
rwx

s St

t

“ ” X S

uiD
/etc/passwd

Is -l

e

chmod
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3 8 r 4 w 2 x 1 rWXr-Xr--
754 chmod Linux
!
chown chgrp
26.3
Linux Is -l d
Is
rm
mv
26.4 umask
umask .profile
umask chmod
26.5 ID ID
ID SUID ID SGID
4
uiD GID ulD GID ulD GID
uiD GID SUID
SUID ulD uiD
uiD
SGID GID
chmod u+s chmod u-s SUID chmod g+s
chmod g-s SGID SUID SGID chown chgrp
26.6 cpmviIn cpio
cp SUID SGID
SUID mv mv

SUID

SUID
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SUID
SUID
chmod 000
SUID SGID SUID
ncheck
cpio cpio
-i cpio
-0 cpio

cpio

find fromdir -print|cpio -0 > archive

cpio -id < archive

cpio

1)

. Cpio -i

. Cpio -i root

. SUID/SGID SUID SGID

root SUID/SGID /
2) cpio
3) U
cpio

4) cpio
26.7 su newgrp
26.7.1 su

uiD GID root

26.7.2 newgrp
su

26.8

crypt
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vi Vi -X
crypt pack
compress
26.9
26.9.1 .profile
HOME .profile
26.9.2 Is-a
26.9.3 .exrc
$HOME/ .exrc J.exrc
$HOME .profile
.exrc .exrc
26.94
Linux /tmp  /usr/tmp
007 $HOME/tmp
26.9.5 UUCP
UUCP Linux Linux UuUCP
/usr/spool/uucppublic/login login 777
UucCP 666 777
UUCP HOME

rjc rjc
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733
26.9.6
Linux
PATH
crypt
26.9.7
login
26.9.8
root
30 root

26.9.9

26.9.10

send enter
write
° “ m-r *x "
mesg mesg n mesg y
mail
I'rm-r * rm-r* mail !
mail
mail mail

myname="$LOGNAME";

tr -d[\001-\007][-\013-\037]</usr/mail/$myname>>$HOME/mailbox;
> [usr/mail/$myname;

mail -f SHOME/mailbox

tr
C

26.9.11
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26.9.12 cu

cu

cu

.profile

. HOME

* uucp
3)
* umask

Linux Linux

Cu

Cu

Cu

umask 022

006/007

umask

umask

. HOME

4)
5)
eCp

e mv

SUID/SGID

cpio

uib GID

/etc/passwd

077

SUID/SGID

SUID/SGID
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Linux

6)

000

7)
8)
9

10
11)

12)
13)

SUID/SGID

crypt

ed-x vi-X

PATH

Ctrl+D Exit
cu
cu
cu

write mail

login

cu
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X Window

X Window UNIX
X Window UNIX Linux X
Window Linux XFree86 XFree86 MIT X
Window XFree 86
B
X Window X11 Linux
XFree86.3.1.2 X11R6 UNIX X Window
Linux  XFree 86 Linux XFree 86
Linux X Window
XFree 86
X Window X
Window
27 X Window
27.1 X Window
X Window
(MIT) X Windows ( X)
X
X
X
X
( ) X
X UNIX Alliant Apollo DEC IBM Hewlett-
Packard Sun DEC VAX/VMS MS-DOS
AT&T Adobe Control Data Data General Fujitsu Prime Siemens Silicon
Graphics Sony TexaslInstruments Wang Xerox X
27.1.1 X
X

X
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X X X
(
)
27.1.2
X
X
X
X
( )
(
24 )
X X
X
X
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27 X Window
“ *times-bold-i*”
“ yellow( )" “ navy blue ( )"
X X QWERTY
Dvorak Style
X
X
X
27.1.3 X
X 1984 (MIT) Bob Scheifler
DEC Jim Gettys Athena
—_— UNIX
X
(
1985 X X
« 10 :1985 MIT X
. X :DEC 1986 1 VAXstation-11/GPX
- 10 3 11986 2 X
« 10 4 21986 11
. X ;1987 1 MIT
e 1986 10 X MIT DEC
X 1
e 11 1 21987 9
X MIT X 30
. X 21988 1
e 11 2 11988 3
e 11 3 :1988 10
27.1.4 X
X
( TCP/IP DECnet IBM  SNA
) X X
X
27.1.5 MIT X
MIT X ( 11 3 )
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e Apple A/UX

« Apollo Domain/I X

* 4.3 + tahoe

« Digital Equipment Coporation Ultrix
» Hewlett Packard HP-UX

*IBM AOS

* Sun Mircosystems SunOS

ecore —— MIT X
e corelib —

core corelib
1L.MIT

core
1) X
2)

3
4)
5)
6)

1) X —

Xapollo— Apollo
Xhp— Hp 9000/300 Topcat

Xibm—  IBM APA16 Megapel

Xmacll— Apple Macintosh Il
Xplx— Parallax
Xqdss— DEC GPX (VAXstation 11/GPX)

Xqvss— DEC QVSS

Xsun— Sun/2 Sun/3 Sun/4  Sun/386i
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27 X Window 30 1

2) Xinit—

3) Xdm——X
Xinit

4) Uwm——X

(Xinit

)

xterm - X

xhost—
xKill—
Xxwd——

Xpr— xwd
xdpr— xwd  xpr
Xmag——

Xwud— xwd
x10tox11— 10 X
xrefresh——

(2

xclock—

xclac—

xload—

xbiff——X biff

xedit—

Xman—-
xmh——

xterm

Xterm X

11

xbiff
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ico— 20 ( )

maze—

muncher—

plaid—

xlogo—— X

puzzle— 4x 4 1 15

xfd— X
xlsfonts——X

showsnf—

Xwininf—

xlswins—

Xprop—

xdpyinfo—

Xev— X "
7.

Xset—

xsetroot—

xmodmap —
( META Shift-Lock )

bitmap—

xrdb——

bdftosnf—— BDF

272 X
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2721 X

-
2)"
3)"

XYZ ‘ Hello world
CDE A B ?

xlib
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mem%

X Window
TCP/IP
DECnet
X
X-terminal
X-terminal X

27.2.2

1.

16
. 20
X
2.
“ XYZ
ABC
X
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Press>
<Key Release>
Shift  Control
ASCIl EBCDIC
AT ASCII
4,
(<EnterWindow> <L eaveWindow>)
5.
X

exposure

save-under

backing store

xlib

<Key
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backing store  save-under

save-under back store

2723 X
1 X
X
xgraph UNIX
rsh neptune xgraph -display venus:0
xgraph neptune xgraph venus

0

2.X
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X X
X
4 X —_—
X X
X "
X

27.3 X

X

X
X
X
- X
27.3.1
X

UNIX
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27 X Window

309

()

27.3.2

MIT X

27.3.3

MIT

WIM_ICON_NAME “ K
WIM_ICON_NAME *“ "
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“ noow ”

RESOURSE_MANAGER

2.X

3.X

27.4

274.1

cma-w&

“ CUT_BUFFERO" “ CUT_BUFFERL"
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1
X X
x + X +y
( )
X
X y
80x 24 + 600 + 400
: 80 24 600
400
2.
X
( )
(
( )
3.
: Shift Delete Backspace Esc  Escape Return Capslock
: Up Down Left Right
Ctrl  Control ( A ) Ctrl-A
Meta Meta-A
27.4.2

shell c )

mkfontdir/usr/lib/X11/fonts/misc\



X Window Cmna'bUboCON

lusr/lib/X11/fonts/15dpi\
usr/lib/X11/fonts/100dpi

“ (contd.)”
PID TT STAT TIME COMMAD
1901 ¢c0 S 0:01 x:0
1902 c0 S 0:01 xterm -geometry +1+1 (contd.)
-n login -display unix:0 -c
1903 p1 S 0:00 -sh (csh)

X $TOP
$TOP Jusr/local/src/X 11 $HOME
27.5 X
X X X
X
X MIT
Jusr/bin/X11 /usr/local/bin  /usr/local/bin/X11
C-Shell Jogin ( .cshre )
Bourne Shell .profile Jogin C-Shell

set path = (. /usr/local/bin/X11 /usr/ucb /usr/bin /bin)

X
( echo$PATH )
27.5.1 X
X
xinit
1
2 " XH
3 xterm
Xterm
X Xterm
X
X
Xinit X
“ oy
)

Xinit xterm xterm xterm
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27 X Window

xterm
( )
xterm xterm
Xterm psa

PID TT STAT TIME COMMAND
1900 CO S 0:00 xinit
1901 CO S 0:01 X:0
1902 CO S 0:01 xterm -geometry +1+1 -n login -display unix:0 -c
1903 p1 S 0:00 -sh (csh)
1904 p1 R 0:00 ps

Xinit X

xterm xterm Xterm
ps
xterm xterm DEC VT102
27.5.2 X
X xterm
X
X X
xterm DISPLAY
1. X xclock
X xterm
xclock
. xterm “ K xclock
xclock Ctrl-c DEL xclock
xclock
xclock &
xterm
. xclock
X xkill
xterm xkill xkill

xkill
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X Window

xKkill:killing creator of resource 0x40004d

XlO:fatal 10 error 32 (Broken pipe) on X server “ unix:0.0" after 207 requests (178 known processed) with 0
events remaining

The connection was probably broken by a server shutdown or kill-client

xkill UNIX

ID
$ps a | grep xclock
1907 p2 1 0:00 xclock
1909 p2 S 0:00 grep xclock
$kill 1907
[1] Terminated xclock
$

o Xterm

xclock -geometry 200x300+400+500 &
xclock 200 300 400
500
xclock xclock

-bg color
-fg color
-hd color
-hl color

xclock -bg turquoise -fg red -hd magenta

xclock

2. xcalc—

xcalc X xterm
xcalc - geometry +700+500 &

TI-30

1 + 2 + 3

xcalc  xclock AC
X

2753 X

X xterm
logout
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X
xterm Xinit xterm
27.6 —uwm
X
27.6.1
X -
27.6.2 uwm
X uwm
X uwm
X Xterm
uwm &
uwm
psa uwm

PID TT STAT TIME COMMAND

1900 co S 0:00 xinit

1901 co S 0:01 x:0

1902 co S 0:01 xterm -geometry +1+1 -n login -display unix:0 -c
1903 p1 S 0:00 -sh (csh)

1904 p1 1 0:00 uwm

1905 p1 R 0:00 ps

27.6.3 —uwm

uwm

2 “ WindowOps”
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Refresh Screen ( )

27.6.4

27.6.5

1) uwm RESI ze “ ”
2)
3

4)
5)

( xterm 80x 24 ) (
xclock 150%x 150 )
xcalc
xterm
xclock

27.6.6

uwm NewWindow
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Xterm  uwm

1 xterm
xterm
1 uwm “ New Window”

2)
3

xterm X

— Xterm

( uwm

xclock

1) xterm
xclock &

NewWindow

2)
3
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width x height <xpos> <ypos>

X <X >y >
<Xpos>
+offset offset
-offset offset
<ypos>
+offset offset
-offset offset

100x 100+50+60

60

100x 100-0-0

100x 100-80+160 80
100x 100+20-40 20

100x 100+600+-50
100x 100--50-+20

27.6.7
. Resize
Raise Lower CircUp  CircDown
Newlconify Autolconify
1

uwm

20

160
40

50
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(1 —Raise
Raise

1) “ Raise”

2)

3

2 —L ower
Lower

1) “ L Owern
2)
3)

3 ———CircUp CircDown
CircUp CircDown

CircDown

CircUp

Raise Lower

uwm

@ ——Newl conify
1) Newlconify
2)

4)
5)
Newlconify

2 “o ——Autolconify
Autolconify
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1) Autol conify “ ”
2)
3

©)
Move
Autolconify Newlconify

Autol conify
Newlconify

27.6.8
uwm

1 KillWindow

xterm xkill

27.6.9 uwm

uwm

1) Meta Shift
2) uwm ( Meta Shift )
3

Preferences( )

27.7 X
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27 X Window
27.7.1 —display
X (
X )
-display displayname
(displayname)
( )
( ) 1/10
hostname display number
screen number
1
1)
2) “unix” UNIX (* Unix "
Unix ( /dev/urgent) ) )
1) TCP/IP UNIX

( venus saturn)
I nternet 129.89.12.73)
2) DECnet
2.

CPU

Q) 0

venus:0.0

* TCP/IP
pluto:0.1

* DECnet

Internet ( expo.lcs.mit.edu

DECnet )

venus) TCP/IP

pluto 0
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display venus:0.0

27.7.3 ——xhost

X Window
vomvx2::1
27.7.2
venus
saturn xterm saturn xterm venus
venus% xterm -display venus:0.0
xterm
saturn
saturn% xterm -display venus:0.0
xterm saturn venus venus
venus
venus% rsh saturn xterm -display venus:0.0
——rsh
1.
venus% xterm -display saturn:0.0 ( )
xterm saturn
saturn
saturn xterm
X Toolkit Error: Can’ t open display
2.
UNIX DISPLAY
xterm
X
DISPLAY
venus% rlogin saturn
Last login: Mon Nov 28 20:01:02 on console
o )
saturn% ( )
saturn% setenv DISPLAY venus:0.0
saturn% xcalc &
DISPLAY saturn X -
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27 X Window

323

xhost + hostl [+host2...]
xhost - hostl [-host2...]

xhost +

xhost -

27.8 E—

Xterm —_

Xterm

. Tektronix 4014

. VT100 Tek

27.8.1 xterm —_—

xterm
e xterm X11 :
)
* modes :
Control
* Tektronix : Tektronix

uwm

xhost +

xterm

Control
Tektronix
VT102 )
Tektronix

xhost

xterm

: continue program (

Control
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) : Tektronix
Hide VT Window
xterm (

27.8.2 xterm

xterm X11 Scrollbar
1)
2)
100
1)
2)
50

3
4) (

« Scroll to bottom on tty output ( TTY )

« Scroll to bottom on key press ( )
TTY

b (  : disable)
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325

27 X Window

-sl num : (

-k C )

- ( :
27.8.3

xterm X11
logging

logging

xtermlog.pid pid

xterm X11
1.
-l
-If file:
-If

file

cmdlog
xterm -l -If '| grep "“venus% " > cmdlog'

27.8.4

2)
3

4)

64)

Xterm Xterm

)

venus% xterm
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up/down

1) (

2)

o OB WN B

27.8.5 Tektronix

xterm Tektronix 4014 VT102
-X
xterm

VT Tek
xterm (Tek Window Showing HideVT Window )
1. Tektronix
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27 X Window

Tektronix ( Control )
xterm Tektronix
. ( )
. : Tektronix ( )
Tektronix PAGE :
. “ " 1 Tektronix RESET (
)
. . Tektronix COPY PAGE
COPYyy-mm-dd-hh.mm.ss yy-mm-dd-
hh.mm.ss xterm
Tek Tek
27.8.6
xterm
core
* 8x13 ( 8 13 )
* 8x13b ( )
o -fnfont: font
« -fb font : font ; xterm
27.8.7
()
» -fgcolour:  colour
* -bg colour :  colour
e -hbd colour :  colour
e-mscolour: colour
e -crcolour: colour
27.8.8 xterm
Xterm -display  -geometry
xterm

* -iconic : xterm ( uwm
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——Resources” )
* -title string : string
«-C: ( )
(
) uwm
RefreshScreen
* -e prog [args] : prog (
args ) -e
X

xterm -title saturn -e rlogin saturn -l root
27.8.9

X

( ) xterm
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28

28.1
xclock  xcalc
1 ——xclock
xclock
. -geometry geomspec
. . -bgcolour
. . -fg colour
. : -hd colour
. : -hl colour colour
. : -digital xclock 24
. “ - " . -update num num
num 30 num
. : -chime
2. ——xcalc
xcalc
D -geometry geomspec
. : -bg colour
. : -fg colour
(@)
. . -analog

. HP-10C -rpn (

)

xcalc

60

HP-10C
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xload
4.
xbiff

——~xload
——xbiff

xbiff

xbiff

xbiff
-geometry  -bw)

xbiff

rsh mars xbiff

28.2

X

1.
xwd

name)
xwd

xwd > outfile

xwd

(-bg -fg -bd)

: -update num xbiff num
60 )
. -file filename xbiff filename
{usr/spool/mail/username username
-file

( mars) xbiff

venus

-file /var/spool/mail/smith -display venus:0 &

—xwd

xwd
xwd

xterm

» xwd

e -root :

xwd

xwd -root > screenpic

* -id win-id

: win-id ( X
— )

(-display

-out
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28

uwn
xwd

1) xterm
sleep 10.xwd -root > uwmfile

2)

3) WindoeOps
4) xwd

2. —Xmag

Xmag

1 ( xmag ) xmag
2)
3) Xmag

4) xclock

5) xmag

e Q g Ctl-C Xmag Xmag
. Xmag

. : Xmag (
) RGB

3. xmag

. : -mag num num  (num ) : -mag?2

. : -source geomspec
-source 300x100 + 450 + 762
Xmag geomspec
64x 64
. : -Source geomspec geomspec
source 300x 100
Xmag 300x 100
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xwd

1) Xmag
2) xwd

xmg -mag 1
5. —xwud
xwud"

xXmag

xwud < screenpic

xwud

-inverse

6. —Xpr
Xpr

——PostScript  DEC LNO3 LA100 IBM PP3812

xpr -device In03 < screenpic | Ipr

Xpr

. : -device type type
( PP3812)

. : Xpr
num num

. : -scale num

mag

inch (

( ) -scale 2

75 dpi 300 dpi
2/300 = 0.5)

. : -header string  -trailer string

7. ——Xxdpr

xdpr xwd Xpr

28.3 X

core

o Xedit —
e Xman—

Xmag )

IN03 1a100 ps (PostScript)  pp

-widthnum  -height
num Xmag -
inch
2% 2
(75x

Ipr
xdpr shell
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e Xmh — mh
28.3.1 —Xedit
Xedit Xedit
1.
foobar xterm
xedit foobar &
( “ xedit&” )
. Quit Save
. xedit

Quit xedit

Unsaved changes Save them or press Quit again.

2.
( )
@
(
)
xedit
xedit
)
. : Return
xedit
. : LINEFEED
( )
. : Ctrl-O (
)
2

xterm

Meta-Y
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3.
N
xedit
)
. . Ctrlf
. . Ctrl-b
. ;. Ctrl-p
. : Ctrl-n
Ctrl-b Ctrl-f
( ) «C )
()
. . metaF  metaf
. . metaB  metab
. . Ctrl-E
. . Ctrl-A
. T meta]
. © o meta]
: Ctrl-char meta-char
Ctrl-F meta-F
©) —
Xterm
. : Ctrl-V
o : meta-V
. : meta->
. : meta<
4,

@
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. : Delete Backspace Cth-H
. . Ctl-D
Delete

. . Meta-D

. : MetaH  Shift-Meta-Delete Shift-Meta-Backspace
. . Ctrl-K

. . Metak

. . Ctrl-w

Ctrl-Y

. Ctrl-Y

undo undo
undo undo
undo more

load undo
. save ; Xedit
; xedit save : no filename
specified——noting saved save
xedit

. load

xedit
. X meta-l  xedit

Dolt

1) Search >>
2)  Search>>
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X Window
xedit
<<
8.
() ()
1)
2) dl
3) replace
4 replace
search >>
9.
. Ctrl-L
. Ctrl-Z
. meta-Z
jump
xedit
28.3.2 / ——xmh
xmh mh / X xmh
xedit  xman
X
28.4
MIT core
28.4.1 ——maze
maze
maze
28.4.2 ——Xeyes

Xeyes
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xeyes

28.4.3 —puzzle

puzzle 15 4x 4

e puzzle

puzzle
. 4x 4 - size width x height

. -speed num num (
5)

28.4.4 X —xlogo

xlogo X

28.4.5 ——ico

ico -nodeges -faces -colors red blue yellow green
( ) 12 -r
ico 12

ico -objhelp
28.4.6 ——muncher  plaid

muncher  plaid

28.7
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X Window
window-id xwd

28.7.1 X —xdpyinfo

xdpyinfo X
28.7.2

1 —xlswins

2 ——xwininfo

3 ——Xprop

1. ——xIswins

X
xlswins
xlswins window-id
Xxman

xlswins

xwd -id 0x60005d | xwud

x Protocol error: BadMatch invalid parameter attributes
Major opcode of failed request: 73 (X_Getimage)

uwm xterm

xmh  xedit
2. —xwininfo
xwininfo xwininfo
xwd
. xwininfo
. -root -id window-id
. window-id  window-id
xwininfo window-id
xwininfo window-id window-id xwd id

. id id id
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xlswins id
[ ]

. gravity” “ backing store ”

xwininfo
“ " Program supplied location
User supplied
location resize increments
xterm  xfd
xterm  xfd
3. ——Xprop
“ " Xprop “ "
-root -id
-font fontname
STRING ‘o
Xprop
* WM_COMMAND
« WM_CLIENT_MACHINE
venus
*« WM_CLASS instant name class hame instant name -name
« WM_ICON_NAME
* WM_NAME -title
-name -title
X Toolkit

« RESOURCE_MANAGER resource
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. CUT_BUFFER

5
28.7.3 X —Xev
Xev
* -bs option xev

always whenmapped notuseful
*-s save-unders

xev
keycode keysym
xev xev

xev

xev

backing store

Xev

backing store
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29.1 X

100 dpi

20.11

UNIX
2.
xfd (X font displayer )

xfd -fn "*symbol*-180-*"
3 X
X

-font fontname bitmap xclock xterm xload xmb

xedit

75 dpi

-fn fontname
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xterm
xterm -fn "*courier-bold-r-*-240-*"

20.1.2

-adobe-times-bold-normal--12-120-75-75-p-67-is08859-1

* adobe

* times courier helvetica new century schoolbook

* bold light medium

e normal. r roman i italic( o0 oblique(

«12

* 120 10 120 12

¢ 75-75

p p proportional m  monospaced

*-times-bold-r-*-120-*
-120- -12-
2. —xlsfonts
xIsfonts -display
UNIX Is

xIsfonts "*-times-*-180-*"
18 Times
x|sfonts
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29 X Window
O] xIsfonts
xlsfonts "-adobe-*"
-fn *
xlsfonts "*-adobe-*"
xlsfonts -fn "-adobe-*"
29.1.3 —xfd
xfd
. xfd
. xfd
-verbose
“ cell”
29.1.4
1. ——SNF Server Natural Format
SNF
showsnf SNF Xprop
(showsnf Xprop
(1) Bitmap Distribution Format ——BDF
X BDF BDF ASCII
“ Bitmap Distribution Format” BDF
(20 BDF SNF——bdftosnf
BDF BDF SNF
X
MIT bdftosnf
©)
X
MIT core core
BDF BDF bdftosnf SNF
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2. R

1 SNF

2) X SNF

3)

3. ——mkfontdir

mkfontdir

1) BDF

.bdf  SNF (.snf) SNF (.snf.Z) mkfontdir SNF
SNF BSD

2) fonts.aliase

thil2 *-times-bold-i*-120*

thi12

thil2 *-times-bold-i*-120*

-adobe-times-bold-i-normal--12-120-75-755-p-68-is08859-1 thil2

3) mkfontdir X

mkfontdir /usr/lib/x11/fonts/misc\
lusr/lib/x11/fonts/75dpi\
lusr/lib/x11/fonts/100dpi

mkfontdir

4. —— Xset

. xset q

Font Path : /usr/lib/x11/fonts/misc/,(cond.)
lusr/lib/x11/fonts/75dpi/,/usr/lib/x11/fonts/100dpi/

. xset fp new-path

xset fp /usr/local/xfonts, /usr/lib/x11/fonts/75dpi

fp ) fp -fp -fp

xset fp default
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29

X Window

xset fp rehash

xset +fp dirlist

xset fp+ dirlist

L]
xset -fp dirlist
xset fp- dirlist

dirlist

100dpi 100dpi 75dpi
xset fp /usr/lib/x11/fonts/100dpi/,\
lusr/lib/x11/fonts/75dpi/

* -times-bold-r-*-120-*
75dpi  100dpi 100dpi

29.1.5

Sun BDF
/usr/lib/fonts/fixedwidthfonts/screen.r.7

Sun BDF contrib
vtobdf
contrib

.bdf vtobdf .baf

venus% cd/tmp
venus% vtobdf /usr/lib/fonts/fixedwidthfonts/screen.r.7\
-sun-screen--r-normal---70-75-75-m---

venus% mv- -sun-screen--r-normal---70-75-75-m---\
lusr/lib/x11/fonts/misc/-sun-screen--r-normal---70-75-75-m---.bdf

mkfontdir
venus% mkfontdir
venus% xset fp rehash

vtobdf
BDF
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venus% xlIsfonts "*-sun_screen*"\
-sun-screen--r-normal---70-75-75-m---

29.1.6 X

1. RGB
RGB (Red( ) Green( ) Blue( ))

#<r><g><b>

y #

. 1 4 frff 0000

#0000ffff0000

#000000000000
#ffffO00OFfff
HEFFTFFFffee

#rgb  #rrrgggbbb
. 14 #rrbbbbgg

xclock -fg #3d7585 -background pink

2.X
#rgb X
rgb
[usr/lib/x11/rgh.txt

112 219 147 aquamarine
50 204 153 medium aquamarine
0 0 O black
0 0 255bhblue
95 159 159 cadet blue
rgb 10 0 255 255
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$TOP/rgb/rgb X
rgb.txt

venus% cd usr/lib/x11
venus% $TOP/rgb/rgb < rgb.txt

rgb

venus% $T OP/rgb/rgb
255 50 50 mypink

rgb.txt
rgb.txt

29.2

“ 1 ” “ ”
1 0 ” @ ” X

20.2.1

lusr/include/x11/bitmaps

29.2.2 —bitmap
bitmap
1 bitmap
bitmap
bitmap

16x 16

bitmap big-cross 40X 50 &
2. bitmap

bitmap /usr/include/X 11/bitmaps/cntr-ptr
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X Window

bitmap
bitmap
Set Hot Spot  Clear Hot Spot
Write Output bitmap
Quit
3.
bitmap
. Line
bitmap
. Circle
bitmap

. Filled Circle
4,

Clear Area Set Area Invert Area
5.

ASCII C

/usr/include/X 11/bitmaps/cntr_ptr
#define cntr_ptr_width 16
#define cntr_ptr_height 16
#define cntr_ptr_x_hot 7
#define cntr_ptr_y _hot 1
static char cntr_ptr_bits[]=
0x00, 0x00, 0x80, 0x01, 0x80, 0x01,\
0xc0, 0x03, 0xc0, 0x03, Oxe0, 0x07,
0xe0, 0x07, 0xf0, 0xOf, OxfO, 0xOf,\
0x98, 0x19, 0x88, 0Ox11, 0x80, 0x01,
0x80, 0x01, 0x80, 0x01, 0x80, 0x01,\
0x00, 0x00;

_x_hot _y hot
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bitmap(1)

29.2.3

bitmap

bitmap

» atobm :
* bmtoa:

29.2.4 ——Xsetroot

xsetroot

X XSetroot
-bitmap

xsetroot -bitmap /usr/include/X11/bitmaps/mensetmanus

“oX” -CURSOR cursorbitmap
maskbitmap

xsetroot -cursor /usr/include/X11/bitmaps/cntr_ptr\
usr/include/X11/bitmaps/cntr_ptrmsk

maskbitmap cursorbitmap

1) “ ”
cntr_ptr 16x 16

2) cntr_ptrmsk
cntr_ptr
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-grey

4.

xsetroot -def
xsetroot

29.3

29.3.1

.Border : red

xclock.Border

Cbm-w&%

/usr/include/X 11/bitmaps

mensetmanus

-solid colour
-gray -mod x y X 'y 1 16

——Resources

blue
xclock
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2.
X
xbiff
Xterm 12 xedit
” 13 ” 13 Xterm

X Toolkit
Toolkit
29.3.2 XToolkit

X
. Widget
Widget Widget
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X Window

Widget Widget
Widget Widget X

Widget
Widget

» Command Widget Widget u ”

Widget
Widget xedit Xman
* Scrollbar Widget Widget xterm  xedit
Xman

. Widget

Widget

. -geometry
sub-Widget

. “ i Widget

. Widget
2. ——Widget
Widget
Widget
Widget Widget
X core Widget
Athena Widget Set Widget

MIT core Athena Widget Set X MIT
Athena Widget
Command Widget Scrollbar Widget Athena Widget Set

* Label Widget Xman
Manual Browser

* Text Widget

* Viewport Widget Xman

* Box Widget sub-Widget sub-Widget
xmh Reply Forward Box Widget
» VPaned Widget sub-Widget sub-
Widget “ " (grip) Widget
Widget Xman
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29 X Window
V Paned Widget
» Form Widget sub-Widget
* List Widget
Xman
List Widget
Widget Xman Xman
list Widget
viewport Widget Widget
V Paned Widget Widget
Widget
3. Widget
“ " Widget
Widget Widget
Widget
Widget
Creat a Widget, of the class Box Widget,and call it
topBox Widget Widget
29.3.3 —_—
(spec)
characteristic : value
xclock*foreground:blue
blue xclock*foreground
Widget

1)



X Window

China=pubecom

2)
3)

xclock*foreground:blue
xedit*rowl*Command*Cursor:Cntr_ptr

(rowl

[<program name>] [<restrictions>] <attribute>

*foreground:yellow

TRl

. xclock
xclock*foreground:pink

xclock

L]
xman*topBox*foreground:blue
Xman Xman

Xman topBox topBox

*command*foreground:green
command

Widget

Command)

foreground

topBox

. xterm Term Emul

xedit emacs Editor xterm

. Widget
. Widget

xterm xedit xedit

Widget

;Y Resource’

Widget
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29 X Window
“ foreground” “ Foreground”
D
*Foreground:yellow
Foreground
Foreground foreground xclock
Foreground foreground hand

xmh*Command*Foreground:khaki
xmh*Command*Background:maroon
Widget(command Widget)
. Widget(text Widget) xedit
*Text*Background:pink
xedit*Text*Background:navy
*Command*Backgrond:green
xman*Command*Backgrond:white
xman*manualBrowser*Command*Background:orange

@)
Widget
-name string
-name
xterm demo

xterm -name demo

(3) xterm

Xprop WM_CLASS xterm

WM_CLASS(STRING) = "xterm","XTerm"
* Restriction/Object/Widget
Xman topBox help manualBrowser

* Restriction/Object/Widget
Widget
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X Window

scrollbar 99.9% Scrollbar
Widget
. xclock

Widget

o X ” E “ ”

#define XtNborderWidth "borderwWidth”
XtN XtC

#define XtCBorderWidth "BorderWidth"
borderWidth BorderWidth
. “ X Athena Widgets’ 2.3 Widget
XtN
XtN
. “ X Athena Widgets’ Widget
. Widget XtResource
Athena Scrollbar Widget

static XtResource 1=
{XtNwidth, XtCWidth,.. 1},
XtNheight, XtCHeight,.. }

3.
*) ()

xclock*foreground:pink

xclock foreground
*Foreground:yellow

xman.Manual Browser.Help.background:black

Xman Widget

Widget
hierarchicallyixWidget + hierarchy Widget Widget

SAVE
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29 X Window
full instance namexedit.vpaned.rowl.Save
full class name Xedit.VPaned.Box.Command
attribute instance-names borderWidth,cursor,font,label,...
attribute class-namesBorderWidth,Cursor,Font,Label,...
*foreground:yellow
*Command.Foreground:violet
Command Foreground
xedit.vpaned.rowl.Help.background:navy
Help Command
5.
. * Command.Foreground
* Command* Foreground
. *foreground *Foreground
. xmh* command*foreground xmh*foreground
. xmh*foreground  *command*
foreground
6.
Widget
Widget

Application Resource
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Xman

Widget

xcalc

. xcalc
Background Foreground BorderWidth

L]
xcalc.foreground:green
xcalc

L]

xcalc*Foreground:orange

29.34 —

» Colours _
* Fonts

*Font: *-courier-medium-r-*-140-*

xterm*Font: 8*13

xterm*boldFont: 8*13

demo*font: *-courier-medium-r-*-240-*

demo*boldFont: *-courier-bold-r-*-240-*

xterm

demo xterm -name demo

* Numeric quantities

xclock*update:30

xclock*update:60

BorderWidth:10

xlogo*Width:120
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29

X Window

xterm*saveLines:200

« Boolean values yes no
xterm*scrollBar:false
xman*bothShown:true
e Cursor names
xterm*pointer Shape:cntr_ptr
* Geometry spec
xcalc*Geometry: 180*240-0-0
xcolock*Geometry: -0+0

yes on

/usr/include/X 11/bitmaps

. (keyboard translations)

e Pixmaps Pixmaps

*Pixmap: mensetmanu;
List*backgroundPixmap: scales
Box*backgroundPixmap: cntr_ptr
Command*backgroundPixmap: sipb

backgroundPixmap
294

(texture)

Pixmap

venus

saturn mars

neptune

294.1

1)

true no off false

Widget

” o«

venus

venus
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2)

1

{usr/lib/X 11/app-defaults xterm
lusr/lib/X11/app-defaults/XTerm

core Xmh
2)
o $XAPPLRESDIR

Xmh
$XAPPLRESDIR/Xmh
$HOME/Xmh

&) —

3) RESOURCE_MANAGER

RESOURCE_MANAGER

b)
neptune

4) $HOME/. X defaults
xrdb

@) — 5 6

home

xrdb

venus

RESOURCE_MANAGER
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29 X Window
mars xterm saturn
. xterm  venus
MIT neptune
xterm
Resource
1) $XENVIRONMENT $ENVIRONMENT
2) $HOME/. X defaults-thishost $XENVIRONMENT
neptune
venus RESOURCE MANAGER
Xdefaults
Xdefaults-neptune
neptune
4  — 7 8
X
. xedit
xterm -name demo
demo demo xterm
1) xclock -chime xpr -scale
2)
-fg, -bg, -display,-geometry
-Xrm
(5) -Xrm
-bg colour

-Xrm X
-Xrm
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X Window

xclock -xrm "*update:30"

xclock -update 30

-Xrm

xclock -xrm "*update:30" -xrm "*chime:on"

-Xrm

iconX, iconY X,y
iconPixmap
bitmap
xedit -iconic -xrm "*lconPixmap:cntr_ptr"\
-Xrm "*iconX:500"\
-Xrm "*iconY:400"

xedit (500,400)
cntr_ptr
backgroundPixmap

borderPixmap
xclock -bw 20 -xrm "*backgroundPixmap: scales"\
xrm "*borderPixmap: cntr_ptr"

xclock 20 cntr_ptr

IconX  BorderPixmap

-Xrm
2.
. RESOURCE_MANAGER
$HOME/ X defaults
. $XENVIRONMENT
$HOM E/. X defaults-host
“ "o-Xrm

lusr/lib/X11/app-defaults/class 1)
$HOME/class (2)
if RESOURCE_MANAGER
3

else
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xwngow D03

29.4.2

“ ”

$HOME/.Xdefaults (4)
XENVIRONMENT

®)

$HOME/.Xdefaults-host (6)
-xrm (7)
(8)
—xrdb
X

RESOURCE_MANAGER
RESOURCE_MANAGER

RESOURCE_MANAGER

X
xrdb the X Resource DataBase

1. xrdb

xrdb
2. xrdb
xrdb UNIX

xrdb filename

xrdb < filename

xrdb
Xdefaults -Xrm

venus% xrdb

xclocks*Background: pink
xclock*update: 30

xrdb

xclock
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xclock*backgroundPixmap: cntr_ptr

<end-of-file>

xrdb

xrdb -query
xrdb

xrdb

xrdb

L]
xrdb -merge filename

-merge -m

xrdb -remove

3. xrdb

characteristic: value

1)
2) xrdb

venus
saturn
mars

Xdefaults-saturn

Xdefault-saturn
Xdefault

xrdb
-query
Xprop
-Query
xrdb
xrdb
!
(o
Xdefaults-host
venus

-q
Xprop
xrdb
xrdb
xrdb
X
Xdefaults-venus
saturn
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29 X Window

$HOME/. X defaults venus

xrdb C

xrdb
X_RESOLUTION=nN:n
3454
COLOR
WIDTH,HEIGHT

#if X_RESOLUTION > 3600
. #
xload*Width: WIDTH

venus xrdb
xload:Width: 1152

xload 80

UNIX
UNIX xrdb HOST

demottitle: X demo using display HOST

venus
demot+title: X demo using display venus

demo*title: X demo using display 1
unix:0.0 unix unix

HOST -> unix -> 1

xrdb -u
xrdb -UNIX < filename

unix
xrdb -display venus:0 < filename

xedit*Font: *-sun-screen-*

xrdb xrdb -query

xedit*Font: *-1-screen-*
sun
xrdb  -nocpp

4. xrdb
xrdb
xrdb
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xrdb -query
saturn

# xrdb -edit
xrdb -edit myresf

myresf

-edit
venus

venus% xrdb -merge
XTerm*font: *-courier-medium-r-*-140-*
<end-of-file>

xrdb -edit myresf
. (literal)

xload*Width: 1152
xload*Width: WIDTH

XTerm*font

29.4.3

-Xrm

xclock -xrm "update:3"
xclock -xrm "*update:3"

* Geometry: 300*400+500+600
xclock  xlogo xcalc xcalc Geometry
G xcalc

*Geometry: 300*400+500+600

. Widget
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29 X Window
xclock*Update: 10
xclock*interval: 10
xterm*Text*background:blue
xterm Text Widget xterm Tektronix
Widget VT100 Tek Widget

Widget
. Widget
xterm*Width: 40
xterm*Height: 10

xterm xterm Tektronix window

xmh -xrm "*inc.Label: Include"

lusr/lib/X 11/app-defaults/Xmh

xmh*inc.label:Incorporate New Mail

*Width: 200

Widget has zero height or width” height width

xrdb

xrdb resfile; xrdb -query
xrdb resfile
. -Xrm
-Xrm

29.5

Shift )

xmh

shell

resource

xedit
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X 1
X
xedit xedit
29.5.1
xterm
F1
F1 rm core *.tmp <newline>
Widget
Translation Manager ( )
Translation, translations
1
xterm (
)
xterm*VT100*Translations: (contd )
<key>F1: string("rm core * tmp") ( )
VT100 xterm Widget F1 “ rm core
*tmp” )
i ” “ A A”
xterm*VT100*Translations: #override(contd.)
<key>F1: string("rm core *.tmp")
#override
xterm ( )
) -Xrm
xterm -xrm 'xterm*VT100*Translations: ...'
F1,

xterm*VT100*Translations: #override(contd.)
<key>F1: string("rm core *.tmp")string(0xd)
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29 X Window
1 string() ( string(Ipa))
13 OX"
ASCII ( 0Oxd RETURN)
2 string()
F2
F2 Ipg-Plpa3 <newline>
<Key>F2: string("lpg-Plpa3")string(0xd)
“ \nn
xterm*VT100*Translations: #override(contd.)
<key>F1: string("rm core *.tmp")sting(0Oxd) \n(cond.)
<Key>F2: string("lpg-Plpa3")string(0xd)
( v
xterm*VT100*Translations: #override\n\
<key>F1: string("rm core *.tmp")sting(0xd)\n\
<Key>F2: string("lpg-Plpa3")string(0xd)
(
)
( \n )
“A\n\”
2.
xterm
Widget
xterm  VT100 Widget F1 F2 string()
xterm
xterm KEY TRANSLATIONS KEY/BUTTON BINDINGS

F3 insert-selection()

“ " CUT_BUFFERO,
CUT_BUFFERO

xterm*VT100*Translations: #override\n\
<key>F3: insert-selection(CUT_BUFFERO)

thl nroff troff
tr2printer
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xterm*VT100*Translations: #override\n\

<key>F3: string("ed") insert-selection(CUT_BUFFERO)\
string(0xd)\n\

<key>F4: string("tbl") insert-selection(CUT_BUFFERO)\
string("| nroff -man") string(Oxd)\n\

<key>F5: string("tbl") insert-selection(CUT_BUFFERO)\
string("| troff -man -t | tr2printer") string(0dx)

xterm xrdb

xterm o F3

F4 F5

(1) Widget —xbiff

xbiff ACTIONS Mailbox Widget

( unset()
© “ UP"* DOWN”
? check() ?
uP set()
DOWN unset()
xbiff*Mailbox*Translations: #override\n\
<Key>?: check()\n\
<Key>Down: unset()\n\
<Key>Up: set()
xrdb xbiff
Up Down

@)

Widget Widget Widget
1) xbiff

ACTION xterm ——KEY TRANSLATIONS
KEY/BUTTON BINDING

2) Widget

Widget Widget ( core Widget Athena

) Widget Widget
3) Widget Widget
3.
X
xbiff

look check()
raise set()
lower unset()
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29 X Window
xbiff*Mailbox*Translation: #override\n\
<Key>l,<Key>0,<Key>0,<Key>k: check()\n\
<Key>r,<Key>a,<Key>i,<Key>s,<Key>e: set()
<Key>l,<Key>0,<Key>w,<Key>e,<Key>r: unset()

 — xbiff
r-ai s e xbiff
. ( <Key>w),
( <Key>Down)

. ( <Key>l,<Key>0, <Key>0, <Key>k)
. look lower lo
)

Xev

keysym Xev
DOWN :

* (keysym 0xff54, Down)
. Down
<Key>
<KeyDown> ( )
<KeyUp>
<BtnDown>
<BtnUp>
<Enter>
<Leave>

xbiff
xbiff*Mailbox*Translations: #override\n\
<BtnDown>Buttonl: unset()\n\
<BtnDown>Button2: check()\n\
<BtnDown>Button3: set()

( <Key> <BtnDown>)
s Button3 (Button1 2 3

)
)

(set unset check)

xbiff*Mailbox*Translations: #override\n\
<BtnDown>Buttonl, <Key>?, <BtnDown>Button3: check()\n\
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X Window

<BtnDown>Buttonl: <Key>u, <BtnDown>Button3: unset()\n\
<BtnDown>Buttonl: <Key>s, <BtnDown>Button3: set()

check() 1( ) “©
3( ) (irreversible) (
)
(©)
Widget Xman
Xman X DEFAULTS Xman Widget
Widget topBox Command

xman -xrm "*Command*backgroundPixmap: scales"

Widget ( Command Widget “ X Athena Widget”
)
Widget
Widget xman Help
highlight()
unhighlight() Help
( ) set()
reset()
“ " (clicking on) Help
1) highlight()
2) set()
3) notify() (help window)
reset()
4) unhighlight()
*Command*translations: #override\n\
<EnterWindow>: reset()\n\
<LeaveWindow>: set()
4
META

Ctrl  Shift
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29 X Window

“ X ctrl "
xterm

metai
*VT100*Translations: #override\
Meta <Key>i: insert-selection(PRIMARY, CUT_BUFFERDO)

<Meta>i: insert-selection(PRIMARY, CUT_BUFFERO)
xedit

*Text*Translation: #override\

Shift <Btn1Down>: forward-character()\n\
Shift <Btn2Down>: forward-word()\n\

Shift <Btn3Down>: next-line()\n\

Ctrl <Btn1Down>: backward-character()\n\
Ctrl <Btn2Down>: backward-word()\n\

Ctrl <Btn3Down>: previous-line()

Text Widget

<Btn1Up>: extend-end(PRIMARY, CUT_BUFFERO0)
Shift Citrl
Buttonl

Text Widget

*Text*Translation: #override\

Shift <Btn1Down>: forward-character()\n\
Shift <Btn2Down>: forward-word()\n\

Shift <Btn3Down>: next-line()\n\

Ctrl <Btn1Down>: backward-character()\n\
Ctrl <Btn2Down>: backward-word()\n\

Ctrl <Btn3Down>: previous-line()\n\

Shift <BtnUp>: do-nothing()\n\

Ctrl <BtnUp>: do-nothing()

. <BtnDown>Buttonl
<Btnl1Down> <Meta>

. do-nothing() Text Widget

. <BtnUp>

13 ” (
“ <BtnUp>Buttonl” “ Buttonl” ) ‘ )
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X Window

<Key>: ...

(key-press)
Text Widget
<Key>: insert-char()
insert-char() ASCII
4.
Widget Widget
Xxman Help Widget (
) Quit
Widget
*Help*translations: \
<Key>h: highlight()\n\
<Key>u: unhighlight()\n\
<Key>n: notify()\n\
<Key>s: set()\n\
<Key>r: reset()\n\
<Key>LineFeed: set() notify()
Quit*translations: #override\n\

<EnterWindow>: reset()\n\
<LeaveWindaw>: set()

. Widget
(Help Quit Manual Page)

( )

. Help #override Widget
Widget
. #override
\n\
X Toolkit Warning: translation table syntax er-
ror: Missing ":' after event sequence.
X Toolkit Warning: ...found while parsing "
\n #override

*Help*translations: \
<Key>h: highlight()\n\
e LineFeed xterm string()

29.5.2 —

Widget
Widget
Widget Widget
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29 X Window

Widget Translation
translation
Widget

Widget

[optional-directive\n] list-of-translations

list-of-translations
event-sequence : list-of-actions
event-sequence list-of -actions Widget
“ \nn

2. —— #Hoverride
Widget

#replace : ( )
#override :

#augment :

#replace

event-sequence : list-of-actions

@

[modifiers] <event-type> [repeat-count] [detail]
(<> )
modifiers:
event-type: (<KeyDown>) (<BtnUp>)
(<Leave>)
detail : (detail field)
detail <Key>

e <Key> <KeyUp> <KeyDown> ( <Key>s)
keysym (keysym 0x )
. Buttonl Button5
<BtnDown>Buttonl
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<Btn1lDown> <BtnDown>Buttonl

<Btn5Down> <BtnDown>Button5
<BtnlUp> <BtnUp>Buttonl

<BtnSUp> <BtnUp>Button5

repeat-count :
<Btn1Down>(2)
(button-1)
<Btn1Down>(3+)
set  unset
)
serpent
unset
. ¢ )
unset set
2
Buttonl ...Button5
Ctrl Shift Meta
Lock
" <BtnDown>
None None <BtnDown>
Ctrl-shift-a

(+)
set
sauerkraut
at rate
Shift Meta
META
Ctrl <Key>a

Widget

meta-

"
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29 X Window
ICtrl <Key>a meta-Ctrl-shift-a
( ) ‘ "
(=) Shift~Meta <Key>t Ctrl-shift-t meta-
shift-t
) h
<Key>H <Key>H
/ /
<Ctrl> Ctrl <KeyDown>
<Shift> Shift <KeyDown>
<Meta> Meta <KeyDown>
<Btn1lMotion> Buttonl <Motion>
<Btn5Motion> Button5 <Motion>
<BtnMotion> <Motion>
©)
action-name(parameters)
(action-name)
start-selection()
()] Q) Widget
( )
( )
insert-selection(PRIMARY)
string("plot<x,y>")
string(ab"cd)’
Widget
xterm  VT100 Widget  string()
“ 0x” ASCII

29.5.3
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xbiff xdm xterm

xcalc (
*xcalc*translations xrdb

xcalc
. #override

Down Up

1)
2) /

3) #override

L]
<Key>F6: string("abc"'def")
F6

Ctrl-X Ctrl-K
Ctrl <Key>X, Ctrl <Key>K:...

Ctrl <Key>X, <Key>K: ...
Ctrl-X K
. Widget

xterm*Text*translations:

xterm Widget VT100

L]
Meta Ctrl <Key>m: mode-menu()
mode-menu()

Www&%

xrdb

xedit
<Key>:insert- char()”

“ \n\n “ \nn

)
xrdb

xterm

xrdb

xterm
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13 ” 13 Noneﬂ 13 ” !
. Widget Widget
xman*translations: \
<EnterWindow>: reset()\n\
<LeaveWindow>: set()
set() reset() Command Widget Xman
Widget Widget set() reset()
xman* Command* translations
. Widget
“ " ) Widget /
Text Widget xedit
Widget
*Text*Translation: #override\
( Text )
xedit*Text*Translation: #override\
( xedit Text )
xedit
#override “ K
Widget
#override Widget
Xprog mytrans
xrdb mytrans ; xrdb -q ; xprog ...
29.6 —
QWERTY
( ABCDEF..

) Control  Shift

29.6.1 —— xmodmap
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X Window
(
‘ ")
«( ) keysym keysym
keysym Shift A B
Delete Linefeed keysym ASCII EBCDIC keysym
keysym keysym
©) G 7 & keysym keysym
keysym Shift( Lock)
keysym
keysym
keysyms
keysyms
ASCII “
keysym keysym “ ( X Library)
keysym keysym ctrl
ASCII hex 0x1 Ctrl-A
xterm MTEA ESC (
meta-A ASCII Ox1b, ASCII 0x41)
CONTROL
F7  Shift
X Shift Lock(caps-lock) Control Modl Mod5
Mod1 Meta
( )
xmodmap
1
xmodmap
. -pk
. -pm ( xmodmap
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29 X Window

xmodmap -pm -pk -pp
xmodmap

myfile
xmodmap myfile
xmodmap - <myfile

xmodmap -e expression
xmodmap -e expression-1 -e expression-2

xmodmap -v  -verbose
-n ( UNIX make -n

keyword target = value(s)
( )
2.
( button-1 LEFT
button-2 MIDDLE button-1 button-2
) button-1
button-2

xmodmap -e "pointer =3 2 1"
LEFT
3.

xmodmap ( ) keysym
keycode keycode = keysym-1 [keysym-2 ...]

keysym-1 Shift keysym-2
keysym keycode ( keysym

F6 “ oo Shift G
xmodmap F6 “ 9" “ (" keysym
xev “F6" 9 (7
keysym
xmodmap -e "keycode 21 = 9 parenleft"
xmodmap

keysym target-keysym = keysym-1 [keysym-2 ...]

keysym target-keysym "

xmodmap -e "keysym F6 = 9 parenleft"
keysym xmodmap
keycode
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add modifier = list-of-keysyms
remove modifier = list-of-keysyms

clear modifier

Alternate
xmodmap -e "add Control = Alt_R"

Meta

remove Mod1l = Meta_r
add Control = Meta_r

Control

xmodmap -pm

keysym

remove Modl = Meta_R
add Control = Meta_R
keysym Meta_R = Control_R

xmodmap

xmodmap

(
(
mymaps
keysym
keysym  keycode

xmodmap -e "keysym F1 = Contrl_R"

F1

F1

control

xmodmap -e "add Control = F1"

29.6.2

—Xset

) xmodmap
keysym
Ctrl
Meta
Mod1 ( Modl Meta )
Control-
)

xmodmap mymaps
Control  Meta

xmaodmap
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383

%a-w&em

( vo0I%)
( Hz

(click)

( vol%)

xset -b
xset b off
xXset b
xset b on
xset b vol
xset b 50
xset b vol p
xset b 50 300
xsetbvol pd
xset b 50 300 100

Xset -c

xset ¢ off

Xset ¢

xset c on

xset ¢ vol
xset ¢ 50

Xset -r
xset r off
xset r
Xset ron

4x n )

Xsetma
xsetm5

xset mat
xset m5 10
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)
( )
Xset s
Xxset s off
xset s blank
xset s noexpose
XSet s expose
xset s noblank
t Xset st
xset s 600
p xsetstp
xset s600 10
80
3
xset s noblank s 80 3 s expose
Xset s on
29.7 uwm
27.6 uwm
1)
2 uwm
. (Shift  Control )
29.7.1 uwm
uwm
1 uwm
uwm D

uwm
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29
@
1) Meta
2)
3
@
1) Meta
2)
3)
©)
1) Meta
2)
©)
1) Meta
2
(5)
1 Meta
2)
1) Meta Shift
2)
(6)
Circulate Up
(7
1) Meta
2)
3) Left
4
5) Meta
Lower
®
1) Meta Citrl
2
(©) ( )
1) Meta

2)

Lower
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2.
27.6

(1)
2

focus
©)

focus
4 uwm

( )
( )
©)
(6)
@) uwm
uwm

(8) Perferences
uwm  WindowOps
Meta Shift
WindowOps Preferences
Preference xset

Lock On  Lock Off

xterm
uwm
( uwm xclock )

1)

2)

3)

. Delete
. Ctrl-U

29.7.2 uwm

uwm
uwm WindowOps
Restart uwm
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WG'WWN

uwm

1. uwm

uwm
usr/lib/X11/uwm/system.uwmrc

$HOME/.uwmrc

uwm: /usr/nmm/.uwmrc: 38: syntax error

uwm: Bad .uwmrc file...aborting
uwm
uwm

2. uwm

uwm

Meta)

.uwmrc( )

uwm

uwm

xterm

uwm-function = modifiers : window context : mouse events

(uwm =

° uwm uwm

G

ctri( ¢) Control

meta( m mod1l) Meta
shift( s) Shift

lock( 1) CapsLock

f.move

uwm

-f filename

f.lower
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window( w)
icon( i)
root( r)

left( 1)
middle( m)
right( r)

down:

up:
delta:

f.resize = meta : window : middle delta

f.iconify = meta : icon : middle up

f.raise = meta : windowlicon : right down
uwm $TOP/clients/'uwm/default.uwmrc

4. uwm
uwm

pushing

f.pushdown
push
f.moveopaque

f.menu uwm

(

f.menu = : root : middle down : "WindowOps"

(f.pushleft, f.pushup

WindowOps Preferences

pushing
f.move
f.move
uwm
WindowOps
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29 X Window
WindowOps
menu = "WindowOps" {
New Window : !"xterm &"
RefreshScreen : f.refresh
Redraw : f.redraw
Move : f.move
}
menu = "menu name" {
selection lines
}
1 uwm move
2 ( & )
xterm ( & uwm
X uwm )
3 " ” 13 ”
1)
/
Meta Shift
WindowOps Preferences
uwm

f.menu = meta | shift :
f.menu = meta | shift :

WindowOps
)

: middle down : "WindowOps"
: middle down : "Preferences"

menu = "menu name" (head-fg : head-bg : hilite-bg : hilite-fg) {

selection-name : (item-fg : item-bg) : action

WindowOps

menu = "WindowOps" (yellow : blue : red : green) {
New Window : !"xterm &"

RefreshScreen : f.refresh
Redraw : (navy : magenta) : f.redraw
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Move : f.move

}

( ) Move
6 uwm
uwm resize move
uwm (-b $HOME/.uwmrc )
uwm resetbinding resetmenus resetvariables
(

)
X

uwm f.newiconify

normalw
( normali )
. push
f.pushxxx push=num
num (
pushabsol ute) pushrelative num
push=5
pushrelative
f.pushup
. uwm
uwm
nofreeze
uwm
29.8 —xdm
X
X ——xdm X
29.8.1
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. xterm

. xterm
»  Xbiff

. 29.4 $HOME/
.Xresource RESOURCE_MANAGER

uwm

xdm
29.8.2 xdm

xdm X xdm xdm
xinit X
(- xinit xinit
xterm )
xdm

xdm Xinit Xinit
xinit
xdm

1. xdm
xdm X
xdm
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xdm

xdm

xterm I

logout xterm
xdm  xinit X
X xdm

UNIX 8

2. xdm
X xdm
MIT UNIX SIGTERM xdm
SIGTERM

xdm xterm ps xdm  process-id

kill SIGTERM
venus% ps ax 1 grep xdm
1997 ? IW 0:00 xdm
1998 ? IW 0:00 xdm
2000 ? IW 0:00 xdm
2078 p0O S 0:00 grep xdm
venus% kill -TERM 1997

shell shell Return
xdm )
Return

29.8.3 xdm

xdm Xinit

xdm X

xdm
xdm xinit
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29 X Window

. X
. X X

xdm
xdm

xdm

xdm

xdm xdm
1. xdm

xdm
{usr/lib/X11/xdm/xdm-config
xdm-config
. xdm
xdm xterm
xinit xterm

DisplayManager.severs: /usr/lib/X11/xdm/our-server
DisplayManager.errorLogFile: /usr/lib/X11/xdm/errors
DisplayManager*resource: /usr/lib/X11/xdm/our-resource
DisplayManager*session: /usr/lib/X11/xdm/our-session

{ust/lib/X11/xdm xdm

xdm-config xdm-config
xdm-config

(1) xdm
DisplayManager.servers xdm
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X Window
xdm
local Transient( )
{usr/lib/xdm/our-
:0 localTransient /usr/bin/X11/X :0
DisplayManagers.servers resource
(2) xdm
xdm  xdm xdm
©))
Authentication Widget xrdb
Widget
authentication Widget
bunner /usr/bin/X 11/xdm/our-resource
xlogin.Login.greeting:X-Window on the Plants network
(4) xdm
xdm xterm xterm
$HOME/. X session
e uwm xterm xterm
$HOME/. X
xrdb
2. xdm
.Xsession
$HOME/. X session

Xetrm
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. &
uwm “&” uwm uwm
. exec
exec “&”
o Xterm X
1) -C xterm
2) -Is Jogin .profile
3)
xdm
.Xsession xterm .Xsession
29.8.4 uwm
uwm X
Preference
xterm mars
xterm
Meta-Shift-Left $HOME/.uwmrc
uwmrc
. ( menufont=fixed) (
vmenupad=1) (menufont )
. uwm
. UpP DOWN

. uwm — uwm
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A GCC
Al GCC
GCC C++ URL:ftp://
tsx-11.mit.edu:/pub/linux/packages/GCC/ Linux GCC
Free Software Foundation GCC GNU
archives3 Linux
GCC configure
A2 C
ELF a.out
* libc-5.2.18.bin.tar.gz
ELF
* libc-5.2.18.tar.gz
libc-5.2.18.bin.tar.gz .bin.
e libc-4.7.5.bin.tar.gz
a.out libch
a.out a.out
A.3 (as Id a strings )
tsx-116 binutils-2.6.0.2.bin.tar.gz
binutils ELF libc ELF
a.out ELF libc aout libc
C ELF
a.out
A4 GCC GCC
A4.1 GCC
gcc -v GCC
ELF a.out gce -v
$gcc-v

Reading specs from /ust/lib/gcc-lib/i486-box-linux/2.7.2/specs
gcc version 2.7.2



China=pubecom

A GCC
1) 1486 gce 486 ( 386 586)
3 486
padding 486 386
2) box
3) linux linuxelf linuxaout
linux 2.7.0 ELF a.out
linuxaout a.out linux a.out ELF linuxaout
2.7.0. gcc  linuxaout
linuxelf 2.6.3 gce ELF
gcc2.6.3 ELF
4)
2.7.2 gcc ELF
A.4.2 Gcc
gcc gce

1) /usr/lib/gcc-lib/target/version/

2) lusr/bin/gcc

gcc
gcc -v

#gcc -v

gcce -V version

Reading specs from /usr/lib/gcc-lib/i486-box-linux/2.7.2/specs

gcc version 2.7.2
#gcc-V 2.6.3-v

Reading specs from /usr/lib/gcc-lib/i486-box-linux/2.6.3/specs

gcc driver version 2.7.2 executing gcc version 2.6.3
3) /usr/target/(bin|liblinclude)/
aout elf
—binutils as Id
gcc
Jusr/(bin|libjinclude)
4) /lib/  lusr/lib

/lib/cpp
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{usr/lib/gce-lib/target/version/
A4.3

/usr/local/include Linux
3

Jusrf/include/
H.J.Lu libc “ "

Jusr/include/linux  /usr/include/asm
<linux/*.h> <asm/*.h>
make config <linux/autoconf.h>
asm
make config

Jusr/src/linux
$ cd /usr/src/linux
$su
# make config

# cd /usr/include
# In -s ../src/linux/include/linux .
# In -s ../src/linux/include/asm .

<float.h> <limits.h> <varargsh> <stdarg.h> <stddef.h>
{usr/lib/gce-1ib/i486-box- linux/2.7.2/include/

A.5

gcec INSTALL
make configure --target=i486-linux --host=XXX on platform XXX
Linux
URL.:ftp://tsx-11.mit.edu/pub/linux/packages/ GCC/

A.6

A.6.1 gcc
gcc -V gcc

$ echo 'main(){printf("hello world\n");}'| gcc -E -v -

Reading specs from /ust/lib/gcc-lib/i486-box-linux/2.7.2/specs

gcc version 2.7.2

lusrl/lib/gcc-lib/i486-box-linux/2.7.2/cpp -lang-c -v -undef
-D__GNUC_=2-D__GNUC_MINOR__=7 -D__ELF__ -Dunix -Di386 -Dlinux
-D__ELF__ -D__unix__-D__i386__ -D__linux__ -D__unix -D__i386



China=pubecom

A GCC
-D__linux -Asystem(unix) -Asystem(posix) -Acpu(i386)
-Amachine(i386) -D__i486__ -
Linux
#ifdef __linux__
/* ... funky stuff ... */
#endif /* linux */
_linux__ linux linux
POSIX
A.6.2
gcc -On gcce
n gcc n
0 2 3
gcce -f -m gcce v -Q
-0 -02 gcc
enabled: -fdefer-pop -fcse-follow-jumps -fcse-skip-blocks
-fexpensive-optimizations
-fthread-jumps -fpeephole -fforce-mem -ffunction-cse -finline
-fcaller-saves -fpce-struct-return -frerun-cse-after-loop
-fcommon -fgnu-linker -m80387 -mhard-float -mno-soft-float
-mno-386 -m486 -mieee-fp -mfp-ret-in-387
-06
A.6.3
-m -0 -
m386 -m486 gcc 386 486
-m -m486
386
-mpentium -m586 Linux -m486 -malign-loops=2-
malign-jumps=2 -malign-functions=2 486

A.6.4 Internal compiler error: ccl got fatal signal 11
Signal 11 SIGSEGV “ segmentation violation” gcc
gce
gcc
(
) (CPU )
Windows

gcc
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X Window
A.6.5
1.BSD ( bsd_ioctl <sgtty.h>)
-1/usr/include/bsd -lbsd
Makefile -l/usr/include/bsd CFLAGS -lbsd LDFLAGS
BSD -D__USE BSD_SIGNAL
-1/usr/include/bsd <sig?nal.h>
2. (SIGBUS SIGEMT SIGIOT SIGTRAP SIGSYS )
Linux POSIX POSIX
POSIX.1 SIGBUS SIGEMT SIGIOT SIGTRAP SIGSYS

SIGUNUSED
#ifdef
#ifdef SIGSYS
/* ... non-posix SIGSYS code here .... */
#endif
3. K&R
gce ANSI ANSI
ANSI C -traditional
-traditional gce
, -traditional -fwritable-strings
)
4,
Linux
atol()
5. sprintf()
Unix sprintf(string, fmt,...) string Linux
ANS| string
6. select()  — /
select()
select()
select()
select()
0 select()

select()

atoi()
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GCC
select()
struct timeval timeout;
timeout.tv_sec = 1; timeout.tv_usec = 0;
while (some_condition)
select(n,readfds,writefds,exceptfds,&timeout);
struct timeval timeout;
while (some_condition) {
timeout.tv_sec = 1; timeout.tv_usec = 0;
select(n,readfds,writefds,exceptfds,&timeout);
}
Mosaic Mosaic
Mosaic
7.
Ctrl-z Ctrl-C
“ interrupted system call” “ write: unknown error”
Unix POSIX Linux signal
8.
select() pause() connect() accept() read() /proc
write() open() FIFO PTY ioctl()
fentl() F SETLKW  wait4() syslog() TCP NFS
creat() close()
getmsg() putmsg() msgrcv() msgsnd() recv() send() wait() waitpid() wait3()
tedrain() sigpause() semop()
-1 errno EINTR
1) sigaction SA_RESTART

signal (sig_nr, my_signal_handler);

signal (sig_nr, my_signal_handler);
{ struct sigaction sa;
sigaction (sig_nr, (struct sigaction *)0, &sa);
#ifdef SA_RESTART
sa.sa_flags |= SA_RESTART;
#endif
#ifdef SA_INTERRUPT
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sa.sa_flags &= ~ SA_INTERRUPT,;

#endif
sigaction (sig_nr, &sa, (struct sigaction *)0);
}
select() pause()  connect() EINTR

2) EINTR
read() ioctl()
read()

int result;

while (len > 0) {
result = read(fd,buffer,len);
if (result < 0) break;
buffer += result; len -= result;

}

int result;
while (len > 0) {
result = read(fd,buffer,len);
if (result < 0) { if (errno != EINTR) break; }
else { buffer += result; len -= result; }
}
ioctl()
int result;
result = ioctl(fd,cmd,addr);

int result;
do { result = ioctl(fd,cmd,addr); }
while ((result == -1) && (errno == EINTR));
BSD Unix
SV_INTER?RUPT SA_INTERRUPT

9.
gcc

mktemp() ! 8
o -fwritable-strings gce
10. execl()

execl
argv argv[Q]

read() write() ioctl()

mktemp()

image

strcpy()
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A GCC
execl("/bin/ls","Is",NULL);
execl("/bin/Is", NULL);
aout ELF
A7
A7.1
lint Linux gcc
-Wall gce
A.7.2
-9
-fomit-frame-pointer
a.out -fomit-frame-pointer gdb
-9 -g
libg.a lusr/lib/ libg.a
libg.a C libc libg.a
libc
libg.a {usr/lib/libc.a
GNU -9
autoconf configure .Iconfigure
CFLAGS= Jconfigure CFLAGS=-02 Makefile
ELF -g
-g
1
gdb GNU archive sites?
tsx-118 xxgdb X gdb
gdb xxgdb xxgdb URL:ftp://ftp.x.org/
con?trib/xxgdb-1.08.tar.gz
UPS Rick Sladkey UPS X
xxgdb gdb X
xxgdb Linux

URL:ftp://sun?site.unc.edu/pub/Linux/devel/debuggers/
URL :ftp://ftp.x.org/contrib/ups-2.45.2.tar.Z
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strace
strace
strace
3.0.8 URL.:ftp://ftp.std.com/publ/jrs/

fork()

fork() fork() 0
(gdb) list
#include <stdio.h>

1
2
3 main()
4 |
5 if(fork()==0) printf("child\n");
6 else printf("parent\n™);
70}
(gdb) break fork
Breakpoint 1 at 0x80003b8
(gdb) run
Starting program: /home/dan/src/hello/./fork
Breakpoint 1 at 0x400177c4
Breakpoint 1, 0x400177c4 in fork ()
(gdb) return O
Make selected stack frame return now? (y or n) y
#0 0x80004a8 in main ()
at fork.c:5

5 if(fork()==0) printf("child\n");
(gdb) next
Single stepping until exit from function fork,
which has no line number information.
child
70}
3.

Linux
builtin C-shell tcsh

% limit core unlimited

Bourne shell sh, bash, zsh, pdksh

$ ulimit -c unlimited

fe/binfmt_aout.c fs/binfmt_elf.c
memcpy(corefile,"core.",5);

#if O
memcpy(corefile+5,current->comm,sizeof(current->comm));

#else
corefile[4] =\0" ;

#endif

0 1
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A GCC
A.7.3
-p gprof binutils
gprof
A.8
A.8.1
Linux
Nlib  Jusr/lib/
Linux Linux
,Linux
*.sa a.out ,*.50 ELF
Linux libname.a
libname.so.x.y.z X.y.z
.sa
Idd List Dynamic Dependencies
$ Idd /usr/bin/lynx
libncurses.so.1 => /ustr/lib/libncurses.s0.1.9.6
libc.s0.5 => /lib/libc.s0.5.2.18
WWW lynx libc.so.5 (the C library) libncurses.so.1
ldd “ statically linked”

“ statically linked (ELF)”

A.8.2 sin()

nm

tcgetattr()

$ nm libncurses.so.1 | grep tcget

U tcgetattr
U

 — ncurses tegetattr()
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$ nm libc.so.5 | grep tcget
00010fe8 T __tcgetattr
00010fe8 W tcgetattr
00068718 T tcgetpgrp

W
tcgetpgrp T
libm.(sola) <math.h>
maths -Im
A8.3 X
Id: Output file requires shared library “libfoo.so0.1"
Id
lusr/lib
-L gce Id
a.out
-Ifoo Id libfoo.sa libfoo.a ELF
Id libfoo.so libfoo.a libfoo.so libfoo.s0.x
A.8.4
1
libfoo.s0.1.2 1 2
libc libc.so0.5.2.18
ASCII
ELF aout ELF
2.ELF
ELF Executable and Linking Format USL UNIX System Laboratories
Solaris System V Release4 ELF
Linux a.out GCC C 1995 ELF Linux
ELF SVR4 ELF COFF ELF
ELF
COFF
ELF

DWARF Debugging With Attribute Record Format
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A GCC
Linux DWARF DIE Debugging Information Entries ELF
.debug DWARF DIE .debug
DIE COFF .debug
ELF SVR4 Solaris2.0 ELF ELF access library
ELF ELF
ELF qua UNIX Elf elf_open()
elf_foobar()

3. ELF

libfoo.so

$ gcc -fPIC -c *.c

$ gcc -shared -WI,-soname,libfoo.so.1 -o libfoo.s0.1.0 *.0
$ In -s libfoo.s0.1.0 libfoo.so0.1

$ In -s libfoo.so.1 libfoo.so

$ LD_LIBRARY_PATH="pwd:$LD_LIBRARY_PATH ; export LD_LIBRARY_PATH

libfoo.s0.1.0 Id libfoo.so
dynamic loader libfoo.so.1
LD LIBRARY_PATH
usr/local/lib
libfoo.so.1 libfoo.s0.1.0 Idconfig
Idconfig libfoo.so
libfoo.so
libfoo.so.1 Idconfig
$su
# cp libfoo.s0.1.0 /usr/local/lib
# Isbin/ldconfig
# (cd /usr/local/lib ; In -s libfoo.so.1 libfoo.so )
4, soname
soname
soname
soname
libfoo.so libbar.so soname libbar.so
libbar.so
Linux libfoo.so.1.2
libfoo.s0.1 soname e.g.
fusr/lib  ldconfig libfoo.so.1 -> libfoo.so.1.2
libfoo.so -> libfoo.so.1 Id soname

soname
soname
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X Window
libfoo.50.2.0 soname libfoo.so.2 libfoo.so
ELF

gcc -shared -WI,-soname,libfoo.so.major -o libfoo.so.major.minor

5.

a.out(DLL) foo

libfoo.sa libfoo.s0.1.2 libfoo.so.1
libfoo.so.1.2
Id libfoo.sa stub
exported
libfoo.so.1
( libf00.50.1.3) Idconfig
DLL
cp makehole
ELF
6. “ libc-lite”
libc-lite libc UNIX
curses, dom, termcap /lib/libc.so.4 lite
A9
A9.1
Linux
A.9.2
Idd
users Idd
LD _BIND_NOW
LD _PRELOAD
malloc

mallolc

libc
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A GCC
$ LD_PRELOAD=malloc.o; export LD_PRELOAD
$ some_test_program
LD_ELF PRELOAD LD_AOUT_PRELOAD
LD_something_ PRELOAD LD_PRELOAD
LD_LIBRARY_PATH Id
setuid set gid

LD_ELF_LIBRARY_PATH LD _AOUT LIBRARY_PATH

LD_LIBRARY_PATH /etc/ld.so.conf/ Idconfig
LD_NOWARN a.out LD_NOWARN-=true; export
LD_NOWARN
LD_WARN ELF “ Can' tfind library”
Idd
LD TRACE LOADED_OBJECTS ELF Idd

$ LD_TRACE_LOADED_OBJECTS=true /usr/bin/lynx
libncurses.so.1 => /usr/lib/libncurses.s0.1.9.6
libc.s0.5 => /lib/libc.s0.5.2.18

A.9.3

Solaris 2.x Linux
HJLu ELF dlopen(3) Id.so
( -ld )
#include <dlfcn.h>
#include <stdio.h>
main()
{
void *libc;
void (*printf_call)();
if(libc=dlopen("/lib/libc.s0.5",RTLD_LAZY))
{
printf_call=dIsym(libc,"printf");
(*printf_call)("hello, world\n");






B X Window

B.1 X Window
X Window( X)

. X

. core contrib

. $TOP/util/imake.includess README
B.2

X
X
util/scripts ximake.sh Imakefiles Makefiles
makefiles imake
Makefiles imake
util/imake.includes/ site.def *.macros
B.3
X Window System

1

2 lusr/local/src/X  /src/R31

30 MB 80 MB

3

4 util/imake.includessREADME X
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B X Window

/ddx/ README

util/scripts/Indir.sh

6 Macintosh
setup.sh util/cpp
SUN
(0N

Apollo 9.7.1

8 core
make

% make World > & make.world &

cpp util/imake/imake.c

AJUX

X

/ddx/macl | R3

util/imake.includes/Sun.macros

SunOS

imake

util/imake.includes/
BOOTSTRAPCFLAGS

.macros

imake

core macro

% make BOOTSTRAPCFLAGS=-Dmacll World >& make.world &

9 make
Applo
10
server xterm
11 X

12 build tree
% make install >& make.install

xterm
/dev/ikmem
13 build tree

% make install.man

14 lint libraries
% make install.In

README
15
16
17 xdm

18 X11

setuid

A/UX

server xterm Xinit etc

xload setguid

build tree

server/ddx

/dev/IMAKEDEV

X

BINDIR usr/bin/X11
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X Window

B.4

X UNIX

UNIX X

4.3+tahoe

Ultrix 3.0 FT2  Ultrix 2.0

SunOS 3.4

HP-UX 6.01

Apollo Domain/IX 9.7

IBM AOS 4.3

A/UX 1.0

IBM 4.2A
server/ddx/ README
A/UX 1.0 Apollo
9.7.1
X talk rlogin
X
B.5
util/imake.includes/* .macros LN
LN
tar CP rcp

% (chdir/usr/local/src/X;tar cf - .) |\

rsh othermachine* (chdir/moredisk/X; tar xpBf -)"
B.6

imake , Imakefiles
Makefiles , imake  makedepend,
makefiles
imake util/imake.includes .makefiles imake.tmpl
.macros site.def
' cpp
util/imale.includess README
site.def

#ifndef BuildParameter
#define BuildParameter site-specific-value
#endif
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B X Window
B.7
' core
% make World > &make.world &
., makelog , make.log
) 2 12 ,
Makefiles ,
%make -k > &make.out &
B.8
# make install
, , BINDIR
( J/USR/BIN/X11) xteem  xload xterm setuid
/etc/lutmp  xload setuid ,
setgid /dev/kmem
/etc/termcap  /user/lib/terminfo xterm . /xterm
System V tic terminfo
Xinit X, X
( lusr/bin/x11/ Xmachine)
, util/imake.includes/ MambDirectoryRoot ManDir
LibManDir , :
# make install.man
lint ,
# make install.In
, PATH BINDIR ( usr/bin/x11/)
B.9
X, csr
# letc/mknod/dev/bell c 12 2 # for bell on Sun
# MAKEDEYV displays # for displays on the RT/PC
[etclinit , !,
/ddx/ README
B.10

xdm X



X Window

China=pubecom

, xdm-errors

(? )
Jusr/bin/x11 (
Xinit,
% cd/usr/bin/X11
% Xinit

1) ,
( /devi )

server/ddx/

2) ,
misc/ cursor.snf
font.dir

DefaultFontPath)
mkfontdir

3) )
README )
4) '
xterm
Xinitrc )
& ) , Xinitrc ,
, xterm

: 1(
% xlock -g 200x200-0+0 &
% uwm &
% xlogo &
% xeyes &

X Window , ) ,

B.11

xterm ,
32 )

/dev/pty[pgrstu] [O-f]
/dev MAKEDEYV script

ptr ,
/dev/tty/[ pgrstu][O-f]

# cd/dev
# /MAKEDEV pty0
# /MAKEDEV pty1l

B.12 letc/rc X

letcirc
, Xdm

X

/usr/adm/X ?msgs

X )

README

( usr/lib/ X11/fonts/

( /dev/imouse) (

(xterm
xinit,

xdm)
home

Xinit
uwm

xdm
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X Window

xdm )

, ( usr/lib/X 11/xdm/xdm-config

, xdm-config

DisplayManager.servers: /use/lib/X11/Xservers

DisplayManager.errorLogFile:/use/lib/X11/Xdm-errors

DisplayManager*resource: /use/lib/X11/Xresource
DisplayManager*startup: /use/lib/X11/Xstartup
DisplayManager*session: /use/lib/X11/Xsession
DisplayManager*reset: /use/lib/X11/Xreset

resource xdm Login
xlogin*login.ranslation resource), startup

xterm uwm

letc/lrc  /etc/rc.local) :
/usr/bin/X11/xdm &

xdm

xdm:
/usr/bin/X11/xdm -config /usr/local/lib/xdm-config &

) /etc/getty ( A/UX)

EOF [etclinit ,
# kill -HUP 1

AlUX
/etclinittab

xdmshell
) xdm

xlogin*login.translations: #override Ctrl<Key>R: abort-display()

xdm login (
xdmshell ,

% grep xdm /etc/passwd

X:aB9i7vhDVa82z:101:51:Acount for starting up X: (contd.)

/tmp:/etc/xdmshell
% grep 51 /etc/group
xdmgrp:*:51:

errorLogFile

xdm,

-Xrm

xdm

session

.Xsession

boot

lusr/local/lib/xdm

[etc/inittab

xdm

client/xdm/

xdm

-config)

xdm-config

xdm

110

xdmshell

xdmshel |
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% Is -g /etc/xdmshell
-rws--x--- 1 root xdmgrp 20338 Nov 1 01:32 /etc/xdmshell

xdm abort-display()
1 — Jetc/init X
Ultrix 4.3bsd [etc/ttys ,
xdm, xterm
[etcl/ttys xterm
2. ttyv
[etclinit [etclttys ,
xterm pty, -L
Jetclinit
: [pt]tyvO, [pt]tyvl,
, ( pty )
p g ) v
# cd /dev

# mv ttygf ttyv0; mv ptyqgf ptyvO
# mv ttyqge ttyvl; mv ptygf ptyvl

3. [etclttys
, [etclttys
4.3bsd 4.2bsd
[etcittytype

X [etc/ttys , ttyv

ttyv0"/usr/bin/X11/xterm -L -grometry 80x24+0+0 -display :0"(contd )
xterm off window="/usr/bin/X11/X :0"
, X
xterm X , init ,
pound ,
' xdm

, init, [etclttys

# kill -HUP 1
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